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PRIVACY IN ELECTRONIC COMMUNICATIONS 

THURSDAY, MARCH 26, 1998 

HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON COURTS AND 

INTELLECTUAL PROPERTY, 
COMMITTEE ON THE JUDICIARY, 

Washington, DC. 
The subcommittee convened at 10 a.m. in Room 2237 of the Ray- 

bum House Office Building, the Honorable Howard Coble, chair- 
man of the subcommittee, presiding. 

Present. Representatives Howard Coble, [chairman], Barney 
Frank, F. James Sensenbrenner, Jr., William D. Delahunt, James 
E. Rogan, Bob Goodlatte, and Edward A. Pease. 

Also present. Mitch Glazier, Chief Counsel; Debbie Lamzm, Coun- 
sel; Robert Raben, Minority Counsel; and Veronica Eligan, Staff 
Assistant. 

OPENING STATEMENT OF CHAIRMAN COBLE 
Mr. COBLE. Good morning, ladies and gentlemen, and welcome to 

our subcommittee hezuing. The subcommittee will conduct an over- 
sight hearing on privacy in electronic communications. This hear- 
ing was suggestea by the Ranking Member of this subcommittee, 
Mr. Frank of Massachusetts, and I am pleased to begin exploring 
this very important and very delicate issue. 

In the technologically advanced world in which we live privacy 
in electronic communications is of vital importance to individuals 
and businesses. The ability to intercept, descramble and eavesdrop 
on private electronic communication over the Internet and cellular 
and digital communications places the privacy of individuals and 
businesses in jeopardy. That in turn deteriorates the incentive for 
individuals and businesses to engage in electronic commerce, and 
as a result stifles the growth of American business. It also places 
at risk the fundamental right of individuals to keep personal infor- 
mation private. 

I look forward to the informative and hopefully illuminating edu- 
cational hearing today. 

This is an area, folks, and I'm just thinking aloud now, where it's 
not unreasonable for citizens to want some sort of assurance of pri- 
vacy when they disclose certain private information on the Inter- 
net, and some sort of assurance that the public at large won't be 
able to intercept or descramble and come into possession of that in- 
formation. Descrambling on the part of third party individuals and/ 
or the government has indeed become a problem. 

(1) 



So having said that, I am pleased to recognize the gentleman 
from Massachusetts, Mr. Delahunt. 

Mr. DELAHUNT. Thank you, Mr. Chairman. 
I don't have an opening statement, but I would associate myself 

with your remarks. I think this is an issue that is starting to 
emerge in the public consciousness, and I expect that this will be 
the first of a number of oversight/educational hearings that we will 
conduct on this particular issue. 

I would ask the witnesses, and this is rather an informal hear- 
ing, to describe, if they can, those laws that are currently invoked 
with respect to the protection of privacy as they apply to digital, 
cellular and communications over the Internet. That I think would 
be a good stsui, to give the members of this subcommittee a sense 
of what the current status is of the laws of privacy in terms of 
these kinds of communications. 

Thank you, Mr. Chairman. 
Mr. COBLE. I thank the gentleman. 
Mr. Rogan of Cadifornia, do you have an opening statement? 
Mr. ROGAN. Mr. Chairman, thank you. 
I waive an opening statement. 
Mr. COBLE. I see Mr. Frank has joined us, and 111 wait until 

he  
Mr. FRANK. GO ahead. 
Mr. COBLE. All right. Mr. Frank can speak to us later. 
Our first panel. Ambassador David Aaron has been the United 

States permanent representative to the Organization of Economic 
Cooperation and Development, OECD, since September, 1993. In 
addition to his responsibilities as Ambassador to the OECD, Under 
Secretary Aaron has been designated Special Envoy for Cryptog- 
raphy . His responsibility is to promote growth in international 
electronic commerce and robust, secure global communications in a 
manner that protects the public safety and the United States na- 
tional security. 

Next we will hear from Mr. David Medine, Associate Director for 
Credit Practices of the Bureau of Consumer Protection of the Fed- 
eral Trade Commission. Mr. Medine is responsible for enforcing nu- 
merous Federal credit statutes, including the Equal Credit Oppor- 
tunity Act, Truth in Lending Act, Fair Debt Collection Practices 
Act and Fair Credit Reporting Act, as well as the Federal Trade 
Commission Act. He has testified before Congress on numerous oc- 
casions and has worked on a number of policy issues relating to 
consumer protection in cyberspace. 

We welcome you, Mr. Medine, and Ambassador Aaron in 
absentia until he gets here. 

[Ambassador Aaron joins Mr. Medine at the witness table.) 
Ambassador, it's good to have you with us. If you all can please 

confine your comments to 5 minutes. I assure you your written tes- 
timony has been and will be examined thoroughly. You will know 
your 5 minutes have elapsed when you see the red light illuminate. 

Having said that, let me recognize Mr. Frank if he has an open- 
ing statement. 

Mr. FRANK. Having come late, Mr. Chairman, I will pass on that. 
I appreciate your convening this hearing giving us a chance to talk 
about this. I would say obviously this late in this session we're not 



going to be doing anything legislatively now, but I think it is im- 
portant that we begin this period of consideration. There may very 
well need to be some legislation, and this gives us a good start. So 
I encourage those who have an interest who may be here listening 
to take advantage of our being here and to follow up on this be- 
cause I do believe that by the next Congress the time will be ripe 
for some legislation, and this is the right way to begin to go about 
it. 

I also would note as people read about all the contention and 
acrimony that besets this committee that it is nice also to have an 
example that we can remind people that most of the work most of 
the time goes forward in a very straightforward, non-partisan and 
non-ideological way, and we may reserve the right to yell at each 
other next week. But I do think we should be explicit that the dif- 
ferences that we have where they exist in no way hinders our abil- 
ity to work together in non-ideological and non-partisan ways to do 
important business. 

Mr. COBLE. As Mr. Frank so eloquently said on the House floor 
yesterday, he has yet to see a pie hurled in the direction of a Judi- 
ciary Member by a fellow Judiciary Member. 

Mr. FRANK. Thank you, Mr. Chairman, and just for people from 
my part of the country may I point out that "psih" is spelled p-i- 
e. (Laughter.) 

Mr. COBLE. And I thank the gentleman. 
I said this earlier, but I want to credit Barney for this hearing 

because it was his idea. This is an area that needs attention di- 
rected to it. As Barney pointed out on the subcommittee, this issue 
has attracted widespread attention across the spectrum. Ideologi- 
cally we have ultra-conservative and ultra-liberal advocates for 
this. So I look forward to hearing from you all. 

Mr. Medine, if you will kick it off. 

STATEMENT OF DAVID MEDINE, ASSOCIATE DIRECTOR FOR 
CREDIT PRACTICES, BUREAU OF CONSUMER PROTECTION, 
FEDERAL TRADE COMMISSION 
Mr. MEDINE. Thank you, Mr. Chairman and members of the com- 

mittee. I appreciate the opportunity to present the Federtil Trade 
Commission's views on the important issue of privacy on the Inter- 
net. 

The Internet is an exciting new marketplace for consumers. It of- 
fers not only unprecedented ease of access to a vast array of goods 
and services, but also to sources of information that will enable 
consumers to make better informed purchasing decisions. 

The Commission recognizes the importance of the development of 
the Internet as a viable and safe marketplace for consumers. Yet 
our experience and survey results teach us that in order for the on- 
line marketplace to grow sufficient privacy protections must be in 
place. Surveys have shown that increasing numbers of the consum- 
ers are concerned about how their personal information is used in 
the electronic marketplace. According to the results of a Business 
Week survey published just last week, consumers who are not cur- 
rently using the Internet ranked concerns about privacy of their 
personal information and communications as the top reason they 
have stayed off the Internet. 



The Commission's primary statutory jurisdiction in this area is 
the Fair Crediting Reporting Act and the Federal Trade Commis- 
sion Act, which I would be happy to discuss further, not as part 
of my testimony, but in response to the members' concerns. We are 
focusing primarily in the testimony today on what the policy and 
self-regulatory approaches should be to Internet privacy. 

The Commission's approach has been to first assess the impact 
of consumer protection issues for consumers online engaging in 
commercial transactions, to provide a public forum for the ex- 
change of ideas and presentation of research and technology, and 
to encourage industry self-regulation. The Commission supports 
technological innovation and encourages industry self-regulation. 

I want to touch on three areas of Internet privacy and privacy 
generally: first, look-up services; second, unsolicited e-mail and, 
third, online privacy generally. 

First as to look-up services. In response to a growing public and 
Congressional concern, the Commission examined the availability 
of sensitive personal identifying information through computerized 
databases that are used to locate, identify or verify the identity of 
individuals. These are often referred to as individual reference 
services or look-up services. The Commission's study of this issue 
culminated in a report to Congress this past December. 

The Commission found that a vast amount of information is 
available about consumers through these services both through 
proprietary networks and on the Internet. The Commission found 
that the look-up services provide some valuable benefits in terms 
of law enforcement agencies' ability to carry out their mission, par- 
ents' ability to find missing children, journalists to report the news 
and consumers to find lost relatives. At the same time the avail- 
ability of this information poses risks to consumers' privacy and fi- 
nancial interests, including the possibility of increased incident of 
identity theft. 

Fourteen companies, a substantial majority of the individual ref- 
erence service industry, as well as the three major credit bureaus, 
agreed to abide by what are called the IRSG principles, a set of 
principles that address the availability of information obtained 
through these services. These principles primarily address access to 
individual information obtained from non-public sources contained 
in these databases. 

It's noteworthy that the IRSG principles prohibit distribution to 
the general public over the Internet or otherwise of certain non- 
public individual, including Social Security number, mother's maid- 
en name and date of birth. 

These principles show particular promise because of their degree 
of specificity, their inclusion of a compliance assurance mechanism 
and the likelihood they will influence virtually the entire individual 
services industry. 

The Commission concluded that these principles addressed many 
of the public concerns about these databases and suggested that 
these principles should be given a chance to operate before any leg- 
islation was enacted in this area. 

Turning to unsolicited e-mail, the Commission has gathered a 
considerable body of information about the growing problem of un- 
solicited commercial e-mail. 



Three initiatives have resulted from this effort. 
One is we have encouraged a cross-section of interested parties, 

including Internet service providers, onhne firms, senders of unso- 
licited e-mail and privacy advocates to form a working group, 
which they have done under the auspices of the Center for Democ- 
racy and Technology. They are expected to issue a report outlining 
some proposed solutions to this problem. Second, the Commission 
using its existing statutory authority has brought a number of en- 
forcement actions in this area. And, third, we've launched an edu- 
cational campaign. 

If I could just have an additional minute or two on online privacy 
generally. 

Mr. COBLE. Without objection. 
Mr. MEDINE. The Commission has focused extensively on the col- 

lection of information about consumers online and through its pub- 
lic workshops has encoiu*aged and facilitated self-regulatory efforts. 

• This month we are surveying 1,200 web sites to assess whether 
they are posting privacy policies, giving consumers choice over use 
of their information and giving access, as well, to that information. 
We will be issuing a report to Congress in June reporting on the 
results of that as well as assessing industry self-regulatory guide- 
lines. 

We believe the report we submit to Congress will shed light on 
how much progress has been made in self-regulation and in achiev- 
ing effective online protection for consumers, and if progress is in- 
adequate in this area, appropriate alternatives may need to be ex- 
plored. 

Thank you for the opportunity to discuss these timely issues. 
[The prepared statement of David Medine follows:] 

PREPARED STATEMENT OF DAVID MEDINE, ASSOCIATE DIRECTOR FOR CREDIT 
PRACTICES, BUREAU or CONSUMER PROTECTION, FEDERAL TRADE COMMISSION 

Mr. Chairman and members of the House Judiciary Committee: I am David 
Medine, Associate Director for Credit Practices, Bureau of Consumer Protection, 
Federal Trade Commission ("FTC" or "Commission"). I appreciate this opportunity 
to present the Commission's views on the important issue of privacy on the Inter- 
net.' 

I. INTRODUCTION 

A Internet Privacy 
The Internet is an exciting new marketplace for consumers. It offers not only easy 

access to a vast array of goods aind services, but also to rich sources of information 
that enable consimiers to make better-informed purchasing decisions. 

The online consumer market is growing exponentially. In early 1997, 51 million 
adults were already online in the U.S. and Canada.^ Of those people, 73% reported 
that they had shopped for product information on the World Wide Web ("the Web"), 
the interactive graphics portion of the Internet.^ By December 1997, the number of 
adults online in the U.S. and Canada had climbed to 58 million, and 10 million had 

'My oral testimony and responses to questions you may have reflect my own views and are 
not necessarily the views of the Commission or any one Commissioner. 

'CommerceNet and Nielsen Media Research, CommerceNet /Nielsen Media Demographic and 
Electronic Commerce Study, Spring '97 (March 12, 1997) (defming adults as individuals over 16 
years old) (reported at <http:/Awww.commerce net/work/pilot/nielsen—96/press/97.html>) Ihere- 
after CommerceNet /Nielsen Demographic Study, Spring "971, IntelliQuest Communications, Inc., 
Worldwide Internet/Online Tracking Service rWW/TS"'"): Second Quarter 1997 Study (Sept. 4, 
1997) (reported at <http7/www.intelliquest.com/about/relea8e32.htm>). 

'CommerceNet/Nielsen Demographic Study, Spring "97. 



actually purchased a product or service online.* Further, analysts estimate that 
Internet advertising—which totaled approximately $301 million in 1996—will swell 
to $4.35 billion by the year 2000.^ 

These figures suggest rapid growth of the online marketplace, but there are also 
indicators that consumers are wary of participating in it. Surveys have shown that 
increasing niunbers of consumers are concerned about how their personal informa- 
tion is used in the electronic marketplace. This research indicates that constmiers 
have less confidence in how online service providers and online merchants handle 
personal information than they have in how traditionally off-line institutions, such 
as hospitals and banks, handle such information.^ In fact, a substantial number of 
online consumers would rather forego information or products available througn the 
Web than provide a Web site personal information without knowing what the site's 
information practices are.'' According to the results of a Business Week survey re- 
leased earlier this month, consumers not currently using the Internet ranked con- 
cerns about the privacy of their personal information and communications as the top 
reason they have stayed off the Internet.* These fmdings suggest that consimiers 
will continue to distrust online companies and will remain wary of engaging in elec- 
tronic commerce luitil sulficient consumer privacy protections are implemented in 
the online marketplace. 

B. The FTC's Role 
The mission of the FTC is to promote the efficient functioning of the marketplace 

by protecting consumers from unfair or deceptive acts or practices and increasing 
consumer choice by promoting vigorous competition. The Commission undertakes 
this mission by enforcing the Federal Trade Commission Act, which prohibits unfair 
methods of competition and imfair or deceptive acts or practices in or aifectuig com- 
merce.^ The Commission's responsibilities are far-reacning. With the exception of 
certain industries, this statute provides the Commission with broad law enforce- 
ment authority over virtually every sector in our economy.'° Commerce on the Inter- 
net falls within the scope of this statutory mandate. 

C. The FTC's Approach to Online Privacy 
The Commission is taking a proactive approach to online privacy issues impacting 

consumers by: (1) identifying potential consiuner protection issues related to online 
marketing and commercial transactions; (2) providing a pubhc forum for the ex- 
change of ideas and presentation of research and technology; smd (3) encouraging 
self-regulation. 

The Commission's first pubhc workshop on privacy was held in April 1995. In a 
series of hearings held in October and November 1995, the FTC examined the impli- 
cations of globaBzation and technological innovation for competition issues and, con- 
sumer protection issues, including privacy concerns. At a public workshop held in 
Jime 1996, the Commission examined Web site practices in the collection, use, and 

* CommerceNet and Nielsen Media Research, CommerceNet I Nielsen Media Demographic and 
Electronic Commerce Study, Fall "97 (December 11, 1997) (reported at <http:// 
www.commerce.nel/new8/press/121197.html>) jhereafler CommerceNet /Nielsen Demographic 
Study, Fall '971. See also Yankclovich Partners, 7997 Cybercitizen Report (Mar. 27, 1997) (re- 
ported at <http://www.yankelavlch, com/pr/970327.HTM>) (finding that 23% of users ordered 
and paid for a product over the Internet, i.e., "transacted" business online) 

'Jupiter Communications, 1998 Online Advertising Report (Aug. 22, 1997) (reported at <http:/ 
Avww.jup.com/digest/08229/advert.shtml>) (figure includes directory listings and classified ad- 
vertisements). 

^Commerce, Communications, and Privacy Online, A National Survey o^ Computer Users, by 
Louis Harris & Associates and Dr. Alan F. Westin (1997) (hereinafter referrea to as "Westin 
Survey") at ix. 

lid. at 20-21. 
'"Business Week/Harris Poll: Online Insecurity," Business Week, March 16, 1998. 
'15 U.S.C. § 45(a). The Commission also has responsibilities under approximately thirty addi- 

tional statutes, e.g., the Fair Credit Reporting Act, 15 U.S.C. §1681 et seq., which establishes 
important privacy protections for consumers' sensitive financial information; the Truth in Lend- 
ing Act, IS use. §§1601 et seq., which mandates disclosures of credit terms; and the Fair 
Credit Billing Act, 15 US.C. §§1666 et. seq., which provides for the correction of billing errors 
on credit accounts. The Commission also enforces over 35 rules governing specific industries and 
practices, e.g., the Used Car Rule, 16 C.F.R. Part 455, which requires used car dealers to dis- 
close warranty terms via a window sticker; the Franchise Rule, 16 C.F.R. Part 436, which re- 
quires the provision of information to prospective franchisees; and the Telemarketing Sales 
Rule, 16 C.F.R. Part 310, which defines and prohibits deceptive telemarketing practices and 
other abusive telemarketing practices. 

'"Certain entities, such as banks, savings and loan associations, and common carriers, as well 
as the business of insurance are wholly or partially exempt from Commission Jurisdiction. See 
Section 5(aX2) of the FTC Act, 15 U.S.C. §45(aX2) and the McCarran-Ferguson Act, 15 U.S.C. 
§ 1012(b). 



transfer of consumers' personal information; self-regulatory efforts and technological 
developments to enhance consumer privacy; consumer and business education ef- 
forts; the role of government in protecting online information privacy; and special 
issues raised by the online collection and use of information from and about chil- 
dren. A sunmiary of the workshop testimony was published by the Commission in 
a December 1996 staff report entitled Consumer Privacy on the Global Information 
Infrastructure. The agency held a four-day workshop in June 1997 to explore issues 
raised by computerized databases that contain consumers' personal identifying in- 
formation (also known as "individual reference services" or "look-up" services). This 
workshop also explored issues relating to unsolicited commercial e-maU, online pri- 
vacy, and children's online privacy. 

lliese FTC efforts have served as a foundation for dialogue among members of 
the information industry and online business commimity, government representa- 
tives, privacy and consumer advocates, and experts in interactive technology. Fur- 
ther, the Commission and its staff have issued reports describing various consumer 
privacy concerns in the electronic marketplace." In addition, FTC staff has written 
opinion letters delineating what types of practices in this area might violate the 
Federal Trade Commission Act.'^ 

II. FOCUS OF FTC PRIVACY ACnVITIES 

Following the June 1997 workshop, the Commission focused on a number of key 
privacy issues impacting consumers. "These issues were discussed in a July 31, 1997, 
letter (Attachment A) responding to a joint request from Chairman John McCain 
and Chairman Tom Bliley for a brief report on the Commission's findings from the 
workshop. The CTommission's letter sununarized its work and provided a plan to ad- 
dress concerns raised by the following issues: (1) computerized databases containing 
consumers' personal identifying information, <.e., individual reference services or 
look-up services; (2) unsolicited commercial e-mail; (3) online information collection; 
and (4) children's privacy in the online environment. I will address each of these 
issues today. In addition, as set forth in the July 31 letter, the Commission intends 
to issue a report to Congress in June 1998 that will focus on the Commission's ef- 
forts to monitor and assess the status of self-re^latory efforts by industry members 
involved in the online collection and dissemination of consumer information. 
A. Individual Reference Services 

In response to growing public and Congressional concern, the Commission exam- 
ined the availability of sensitive personal identifying information through computer- 
ized database services that are used to locate, identify, or verify the identity of indi- 
viduals, often referred to as individual reference services or look-up services. The 
Commission's study of look-up services culminated in a report to (Jongress in De- 
cember 1997. The report summarized what the Commission had learned about the 
individual reference services industry; examined the benefits, risks, and potential 
controls associated with these services; assessed the viability of an industry self-reg- 
ulatory proposal; and concluded with recommendations that address concerns left 
unresolved by the proposal.'^ 

The Commission found that a vast amount of information about consumers is 
available to customers of individual reference services through the services' propri- 
etary computer networks and increasingly over the Internet. Gleaned from various 
public and proprietary sources, information available through the services ranges 
from purely identifying information, e.g., name and phone number, to much more 
extensive data, e.g., driving records, criminal and civil court records, property 
records, and licensing records.'* The Commission also learned that convenient ac- 
cess to this type of information confers a myriad of benefits on users of these serv- 
ices and on society. The look-up services enable law enforcement agencies to carry 
out their missions, parents to find missing children, journalists to report the news, 

"Bx, FTC Report to Congress: Individual Reference Services, December 1997; FTC Staff Re- 
port: Public Workshop on Consumer Privacy on the Global Information Infrastructure, December 
1996; FTC Staff Report: Anticipating the 21st Century: Consumer Protection Policy in the New 
High-Tech, Global Marketplace, May 1996 In addition, the Commission presented testimony on 
September 18, 1997, on the Implications of Emerging Electronic Payment Systems on Individual 
Privacy before the House Subcommittee on Financial Institutions and Consumer Credit, Com- 
mittee on Banking and Financial Services. 

"E.g., Letter from Bureau of Consumer Protection Director to Center for Media Education, 
July 15. 1997. 

" FTC Report to Congress: Individual Reference Services, December 1997. 
"W. at 4-S. 
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and consumers to find lost relatives. i° At the same time, the increasing availability 
of this information poses various risks of harm to consumers' privacy and financial 
interests, including the possibility of increasing the incidence of^ identity thefl.'^ 

At the June 1997 workshop, a group of industry members (the "Individual Ref- 
erence Services Group" or "IRSG") announced its intent to address concerns associ- 
ated with its industry through self-regulation. Commission staff worked with this 
group to encourage it to adopt an effective self-regulatory program. In December 
1997, 14 companies, a substantial majority of the individual reference service indus- 
try, agreed to abide by the "IRSG Principles," a set of principles that addresses the 
availability of information obtained through individual reference services. 

The IRSG Principles restrict access to certain information obtained from "non- 
public" sources contained in each signatory's database. This non-public information 
uicludes what is called "credit header" information, which is that portion of a credit 
report purchased from a credit reporting agency that contains an mdividual's name, 
address, aliases, Social Security number, current and prior addresses emd telephone 
number.'^ The restrictions vary according to the category of customer. Customers 
that have less restricted access to non-public information are subject to greater con- 
trols. It is noteworthy that the IRSG Principles prohibit distribution to the general 
public—over the Internet or otherwise—of certain non-public information, including 
Social Security number, mother's maiden name, and date of birth. In addition, con- 
sumers will be able to access the non-public information maintained about them in 
these services £md to prevent the shanng (i.e., "opt out") of the non-public informa- 
tion distributed to the general public.'* 

The IRSG Principles show particular promise because they include a compliance 
assurance mechanism and are likely to influence virtually the entire individual ref- 
erence services industry. First, signatories must undergo an annual compliance re- 
view by a professional third party such as an accounting firm, the results of which 
will be made public. Public examination of the results of compliance reviews and 
the possibility of liability under the FTC Act and similar state statutes should cre- 
ate an incentive for compliance by signatories. Second, signatories that are informa- 
tion suppliers {e.g., the tnree national credit reporting agencies) are prohibited from 
selling information to entities whose practices are inconsistent with the Principles. 
Therefore, non-signatories whose practices are inconsistent with the Principles like- 
ly wiU be unable to obtain non-public information easily for redissemination through 
their services. Thus, the IRSG Principles should substantially lessen the risk that 
information held by these services will be misused, and they should address con- 
sumers' concerns about the privacy of their non-public information.'^ 

The Commission concluded that the IRSG Principles address many of the con- 
cerns associated with the increased availabiUty of non-public information through 
individual reference services while preserving important benefits conferred by tms 
industry. However, iinportant issues related to inaividual reference services remain. 
For ex£unple, the IRSG Principles do not give consumers access to the "public infor- 
mation" (e.g., real estate, motor vehicle, and court records) maintained about them 
and disseminated by the look-up services. Accordingly, consumers will not be able 
to check for inaccuracies resulting from transcription or other errors occurring in 
the process of obtaining or compiling the public information by the look-up services. 
IRSG members have agreed to revisit tnis issue by June 1999, and to consider 
whether to conduct a study quantifying the extent of any such inaccuracies. The 
Commission has urged the IRSG to conduct an analysis to determine whether the 
frequency of inaccuracies and the harm associated with them are such that con- 
sumer access to public record information or other safeguards are in fact unneces- 
sary, ^o 

In its report to Congress, the Commission also encouraged public agencies to con- 
sider the potential consequences associated with the increasing accessibility of pub- 
lic records when formulating or reviewing their public records collection and dis- 
semination practices. Finally, the Commission has acknowledged and encouraged 
the ongoing efforts of many privacy advocates, consumer groups, government agen- 
cies, and the IRSG to educate the public about information privacy issues.2' 

"W. at 9-11. 
>6/d. at 13-16. 
^''Id. at 5-6 and n. 42. Non-public information on an individual's financial status, employment 

background, credit history, and medical records can be found in a credit report, but the dissemi- 
nation of that information by a credit reporting agency is strictly regulated under the Fair Cred- 
it Reporting Act, 15 U.S.C. §§ 1681-1681u (1997). 

"H. at 25-28. 
»»W. at 28-30. 
20W. at 31-32. 
"Id. at 32-33. 
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B. Unsolicited Commercial E-mail 

At the 1997 Workshop, the Commission also rathered a considerable body of infor- 
mation concerning the problem of unsolicited commercial e-mail ("UCE"). Three 
UCE-related initiatives grew out of that workshop. First, a cross-section of inter- 
ested parties, including Internet service providers, online firms, senders of UCE, 
and privacy advocates, formed a working group to develop a self-regulatoiy solution 
to the problems associated with UCE. This group, which has been led by the Center 
for Democracy and Technology, a non-profit, public interest organization involved in 
new technology issues, is expected to issue a report outlining proposed solutions. 
Second, the Commission brought enforcement actions against scam artists who 
make allegedly fraudulent solicitations via UCE,^^ and continues to investigate 
other possible frauds committed through UCE. Third, the Commission has launched 
an educational campaign. Staff have produced educational materials warning con- 
sumers to be suspicious of the solicitations they receive in UCE and are distributing 
them through channels designed to reach those who are likely to use e-mail. Stall 
also monitored thousands of UCE messages, identified those which appeared facially 
deceptive, and sent letters to over one thousand senders of these UCE messages, 
advising them of the legal requirements applying to their activities. 

C. Online Information Collection Practices 
Many consumers care deeply about the privacy and security of their personal in- 

formation in the online environment and are looking for greater protections.^^ i>ui-. 
ing the Commission's first privacy workshop, a consensus emerged among workshop 
participants regarding four important considerations that would assist in protecting 
online privacy. These considerations include: notice concerning Web sites informa- 
tion practices, i.e., how commercial Web sites will use personal information they col- 
lect from consumers; choice in how Web sites wiU use consumers' personal informa- 
tion; access to consumers' own information collected, maintained, or used by Web 
sites; and security of consumers' personal information maintained by Web sites from 
improper or unauthorized use by third parties.** 

1. Commitment to Self-Regulation 
The Commission has also learned that members of the online industry are aware 

of the need to address consumers' concerns. Throughout the series of Commission 
workshops on these issues, the online industry has asserted that self-regulation is 
the most efficient and effective means of creating online privacy protections. Indus- 
try groups have demonstrated varying approaches to protecting online consumer pri- 
vacy. As of June 1997, certain key trade associations had developed policies and pro- 
cedures to protect online privacy. Others were in the initial stages of policy forma- 
tion, and still others remamed uncertain as to whether industry-wide policies, as op- 
posed to individual company efforts, would be necessary. Trade association rep- 
resentatives committed to develop privacy policies as guidance for their members 
and to encourage their members to post their own information practices on their 
Web sites. In addition, a non-profit group called TRUSTe launched a proprietary 
svstem requiring disclosure of member Web sites' basic information practices and 
tnird-party auditing of those practices, but the system had not yet been widely im- 
plemented. ^^ Its efficacy will depend upon widespread industry participation.^^ 

The Commission has also learned of promising efforts to create interactive tech- 
nology that permits consumers to automate their preferences, and Web sites to com- 
municate their practices, regarding the collection and use of personal information 
online. At the time of the 1997 Workshop, these technological tools, which poten- 
tially could provide adequate privacy protection, were still in the initial stages of 
development.*'' 

»»See FTC v. Maher, Case No. WMN-98-495 (D. Md. filed Feb. 19, 1998) (unsolicited commer- 
cial e-mail promotmg allegedly bogus business opportunity), FTC v. Cooley, CIV-98-0373 PHX- 
RGS (D. Ariz filed Mar. 4, 1998) (unsolicited commercial e-mail promoting allegedly fraudulent 
credit repair services) 

''^Privacy & American Business Report, Vol. 4, No. 3 (1997) (reporting on Louis Harris Associ- 
ates and Alan F Westin's National Survey of Computer Users) 

'* FTC Staff Report; Public Workshop on Consumer Privacy on the Global Information Infra- 
structure, December 1996 

^See Transcript from FTC Public Workshop on Consumer Information Privacy, June 11, 1997 
at 108-112. 

^As noted on page 17 infra, the Commission has recently requested information practice 
guidelines and principles from trade associations and industry groups to determine the current 
status of these efforts 

"See Transcript from FTC Workshop on Consumer Information Pnvacy, June 13, 1997 at 81- 
sa. 
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2. Online Information Collection from and about Children 
The collection of information from and about children who use the Internet de- 

serves special attention. Internet usage by children is growing: a 1997 survey indi- 
cates that approximately 9.8 million children (under age 18) go online, which is a 
five-fold increase from 1995.^^ Children use the Internet for a variety of activities 
including homework or informal learning, playing games, browsing or for e-mail/ 
chat rooms.29 These young people are not shopping or banking online, but parents 
still have serious concerns about the online collection and use of personal informa- 
tion from children. A 1997 survey indicates that 97 percent of parents whose chil- 
dren use the Internet believe Web sites should not sell or rent personal information 
on children; 80 percent object to a Web site requesting a child's name and address 
when the child registers, even if such information is used only internally.^" 

Several workshop participants voiced concern at the 1997 Workshop about online 
activities that enable children to post or disclose their names, street addresses, or 
e-mail addresses in areas accessible to the public, such as chat rooms, bulletin 
boards, and electronic pen pal programs, creating a serious risk that the information 
may fall into the wrong hands.^' For example, anecdotal evidence indicates that 
many children surfing the Internet claim to have experienced problems, such as at- 
tempted password theft and inappropriate advances by adults in children's chat 
rooms.32 Further, the FBI and Justice Department's "Innocent Images" investigation 
reveals that online services and bulletin boards are rapidly becoming the most prev- 
alent sources used by predators to identify and contact children.^ 

Industry guidelines on the collection and use of children's information were pre- 
sented by the Children's Advertising Review Unit (CARU) of the Council of Better 
Business Bureaus and by the Direct Marketing Association, among others.^"* All of 
the guidelines call for some form of notice and some degree of parental choice over 
the disclosure of personal information about children to third parties. The guide- 
lines, however, do not always make clear what specific steps would satisfy these ob- 
ligations or take into account that children may be online without parental super- 
vision. 

Overall, there was strong support at the 1997 Workshop for development of tech- 
nological tools, such as filtering or browser software, to protect children's privacy. 
Yet, important limitations were identified, such as the ability of computer-sawy 
children to defeat technological protections and the fact that their widespread imple- 
mentation and use may be over a year away.^^ These technologies are only now 
being applied to protecting privacy, and their effectiveness will depend on their 
widespread adoption by industry and parents. 

Finally, the information presented at the 1997 Workshop demonstrated the need 
to educate parents about privacy issues concerning their children's use of the Inter- 
net and the need for parents to establish clear rules for children on providing infor- 
mation to Web sites. Commission staff is developing additional educational mate- 
rials for parents and children regarding privacy protections for children online and, 
most importantly, looking for ways to work with affected industries, consumer 
groups, and educators to develop educational initiatives.^ 

3. Encouraging Self-Regulation 
The Commission has encouraged industry to address consumer concerns through 

self-regulation. In the Commission's view, self-regrulation in the first instance gen- 
erally is more prompt, flexible, and effective than govenmient regulation. Further, 
self-regulation can bring the accumulated judgment and experience of industry to 
bear on issues that may be difficult for the government to define with bright-line 
rules. Industry and consxmiers are well-situated to know what is needed and where 

^^Interactive Consumers Research Report, Vol. 4, No. 5 at 1, May 1997 (discussing results of 
FIND/SVFs 1997 American Internet User Survey). 

^°See Transcript from FTC Public Workshop on Consumer Information Privacy, June 12, 
1997, at 156 (citing Westin Survey at 74). 

3'/d. at 230. 
'2/rf. at 192-93. 
"/rf. 
"W. at 132-78 {June 13, 1997). 
35 W. at 25-26. 
3* In response to a petition from the Center for Media Education concerning the information 

collection practices of "KidsCom," a web site directed to children, the Commission staff issued 
an opinion letter addressing potential Section 5 violations involved in the collection of person- 
ally-identifiable information directly from young children. Letter from Bureau Director Jodie 
Bernstein to Center for Media Education, July 15, 1997. 
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immediate concerns lie. The IRSG Principles provide one promising model for self- 
regulation. 

Commission staff has recently issued some guidance that should strengthen self- 
regulatory efforts to protect consumers' privacy both online and off-line. The Com- 
mission staff recently responded to a request from the Direct Marketing Association 
("DMA") for an advisory opinion concerning whether the antitrust laws would per- 
mit it to require three things of its members: (1) to use the DMA's Mail Preference 
and Telephone Preference Services to honor consumers' requests to not be contacted 
by direct marketers; (2) to disclose to consumers how members sell or otherwise 
transfer personal information about those consumers to others; and (3) to honor con- 
sumers' requests that the members not sell or transfer their personal information. 
FTC Bureau of Competition staff advised the DMA of its conclusion that these re- 
quirements, as the DMA described them, would not harm competition or violate the 
FTC Act.37 

4. Monitoring Self-Regulation 
The Commission continues to monitor the online collection and use of information 

from consumers, including children. Last October, Commission staff conducted a 
"Kids Privacy Surf Day," designed as a "quick snapshot"—not a comprehensive sur- 
vey—of children's Web sites' privacy practices. Staff found that more than 80 per- 
cent of the over 100 sites surveyed were collecting personal identifying information 
from children, most without seeking parental permission or allowing parents to con- 
trol the collection and use of the information. Commission staff sent the surveyed 
Web sites e-mail messages notifying them of potential law violations in connection 
with their information collection practices. 

This month, the Commission is conducting a survey of commercial Web sites, in- 
cluding sites directed to children, to determine the extent to which they are disclos- 
ing their information practices and offering consumers choice regarding the online 
coUection and use of their personal information. The survey covers approximately 
1200 Web sites: 100 of the most frequently visited Web sites; roughly 900 sites 
drawn from a database of commercial Web sites maintained by Dun & Bradstreet, 
including subsamples representing the retail, health, and financial sectors; and 
roughly 200 children's sites drawn from Yahooligans' online directory of sites of in- 
terest to children. In particular, the Commission is looking at whether sites display 
privacy policies or discrete statements about their information practices and wheth- 
er such disclosures (1) include notice to consumers as to whether their information 
will be transferred to third parties; (2) provide consumers with choice over the use 
of their information; (3) allow consumers to access the information that is main- 
tained about them; and (4) inform consumers that security precautions will be taken 
to protect their information after it has been transferred. Further, the Commission 
is assessing whether the policies are easy to find. As to sites directed to children, 
the Commission is also determining whether individual sites allow parents to have 
control over the collection, disclosiu^, and use of their children's information. 

III. REPORT TO CONGRESS: ASSESSING STAFF'S FINDINGS 

As mentioned above, the Commission's upcoming report to Congress will focus on 
the effectiveness of self-regulation as a means of protecting consumer privacy online. 
The Conunission will summarize and assess its findings from this month's com- 
prehensive survey of commercial Web sites. The report will also include the Com- 
mission's analysis of existing industry guidelines and principles on the online collec- 
tion and use of consumers' personal information. Toward that end, the Commission 
issued a Federal Register notice on March 5, 1998, requesting that interested trade 
associations and industry groups submit copies of their information practice guide- 
lines and principles for inclusion in the Commission's report. 

IV. CONCLUSION 

The Commission recognizes the importance of the development of the Internet as 
a viable and safe marketplace for consumers. In order for the online marketplace 
to grow, sufficient privacy protections must be in place. The Commission supports 
technological innovation and also encourages industry self-regulation so long as self- 
regulation proves meaningful and effective. The upcoming June report describing 
the results of the staffs Web survey will shed light on how much progress self-regu- 
lation has made in achieving effective online privacy protection for consumers. If 
such progress is inadequate, appropriate alternatives may need to be explored. 

^'' Letter from Bureau of Competition Assistant Director to Counael for the DMA, Sept. 9, 
1997. 
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ATTACHMENT A 

UNITED STATES OF AMERICA 
FEDERAL TRADE COMMISSION, 

Washington, DC, July 31, 1997. 
Hon. JOHN MCCAIN, Chairman, 
Committee on Commerce, Science and Transportation, 
United States Senate, Washington, DC. 

DEAR MR. CHAIRMAN: This letter responds to your letter dated July 30, 1997 re- 
Questing that the Commission provide Congress with a preliminary assessment of 
the Public Workshop on Consumer Privacy held on June 10-13, 1997. The Work- 
shop addressed four major topics: computerized databases containing identifying in- 
formation about consumers; unsolicited commercial e-mail; consumers' online pri- 
vacy; and children's privacy in the online environment. The Workshop presentations 
and the extensive written commentary submitted in connection with the Workshop 
form a rich public record with which to examine these subjects. We welcome this 
opportunity to provide our preliminary findings from the Workshop and to outline 
some of the steps the Commission intends to undertake in the next twelve months 
to address consumer privacy issues.' 

Computerized Databases 
In light of widespread concern and Congressional interest, the Commission pre- 

viously agreed to conduct a study of the collection, compilation, sale, and use of com- 
puterized databases that contain what consumers may perceive to be sensitive iden- 
tifying information, often referred to as "look-up services," "locators," or "individual 
reference services." The Workshop, as well as the comments which have been and 
continue to be filed, will aid us in completing this ongoing study. At the Workshop, 
database operators, information vendors and other participants identified the types 
and sources of information contained in their databases. A wide variety of personal 
information, including social security numbers, dates of birth, unlisted phone ntmi- 
bers, prior addresses, and the names and ages of household members, is being col- 
lected and stored in databases. In some cases, this data is made instantly available 
to anyone with access to the Internet. 

Workshop participants discussed the benefits and risks associated with look-up 
services. Database users demonstrated the crucial role that these databases play in 
furthering important objectives, such as tracking down criminals, preventing fraud, 
finding witnesses, preparing news reports, and locating missing children. Privacy 
and consumer advocates expressed concerns about the privacy implications of the 
databases and warned of potential harm that could result from inaccurate or inse- 
cure data, as well as from the misuse of the data for criminal ends, including iden- 
tity theft. 

We are encouraged that the industry has stepped forward to address the serious 
privacy concerns raised by these databases. Key industry members came together 
and offered a preliminary self-regulatory proposal to limit the availability of sen- 
sitive information, to ensure the accuracy amd security of this information, and to 
educate consumers about their practices. 

Workshop participants and Commission staff have identified a number of key 
issues to address in the Commission's study of computerized databases. These issues 
include: preventing misuse of personal information; providing consumers with suffi- 
cient access to their own information to correct inaccuracies; avoiding undue chilling 
of the free flow of information for legitimate purposes; assessing the effectiveness 
of self-regulatory guidelines and enforcement mechanisms; and examining the ex- 
tent to which government action, if any, may be needed. 

The Commission anticipates submitting a report on the database study to the 
Congress by the close of 1997. We plan to continue our dialogue with industry mem- 
bers to help improve and broaden the reach of their self-regulatory effort. 

Unsolicited Commercial E-mail 
Survey research presented at the Workshop demonstrates that unsolicited com- 

mercial e-mail is strongly disfavored by almost all consumers who receive it. It im- 
poses considerable costs (in time and money) on individual recipients and their on- 
line or Internet service providers, and the large volume of bulk e-mail solicitations 
burdens the infrastructure of the Internet itself. These costs are likely to escalate 

'The public record for the unsolicited commercial e-mail and online privacy sessions of the 
Workshop closed on July 14, 1997 The public record for the session on computerized databases 
remains open The transcript of the Workshop and all commentary submitted has been posted 
on the Commission's Web page (www.flc.gov). 
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as e-mail solicitations become interactive and incorporate video and audio messages 
that further consume the Internet's capacity and use more space on recipients' com- 
puters. Furthermore, an increasing segment of unsolicited commercial e-mail in- 
volves seemingly fraudulent offering of products or services, such as get-rich-quick 
schemes that we commonly see in our telemarketing fraud program. In addition, in 
what appears to be unique to this form of direct marketing, unsolicited e-mail often 
involves the use of false return addresses and forged header information, practices 
which may also be deceptive within the meaning of Section 5 of the Federal Trade 
Commission Act. 

We recognize, however, that interactive technology provides a unique and poten- 
tially lucrative marketing medium. It is an extremely inexpensive way for small 
businesses and entrepreneurs to reach a broad audience. E-mail also holds out the 
promise of one-to-one marketing of bona fide products and services to consumers 
who truly wish to receive solicitations in this manner. Workshop participants dis- 
cussed various ways to identify those consumers. For the most part, industry groups 
favor providing consumers with the opportunity to have their e-mail addresses re- 
moved from lists created for the purpose of sending unsolicited commercial e-mail. 
Another approach which some inaividual online marketers have found successful is 
the use of lists which include only individuals who have affirmatively asked to re- 
ceive e-mail solicitations. 

The Workshop provided both proponents and opponents of the practice of sending 
unsolicited commercial e-mail with the opportunity to come to one table. We are en- 
couraged that a disparate group, including senders of unsolicited commercial e-mail, 
technology experts, and privacy advocates, has committed to develop a voluntary re- 
sponse to consumer and industry concerns and to report back to the Commission 
in 6 months. Staff will monitor this self-regulatory effort. In addition, staff will con- 
tinue to monitor unsolicited commercial e-mail for possible violations of Section 5 
of the Federal Trade Commission Act, and the Commission will bring enforcement 
actions, as appropriate, against senders who engage in fraudulent or deceptive prac- 
tices. 
Consumer Online Privacy 

The Workshop demonstrated that many consumers care deeply about the security 
and confidentiality of their personal information in the online environment. Con- 
sumgT'Survey research presented at the Workshop indicates they are looking for 
greater protections, preferably from voluntary efforts by industry, but if necessary 
from government. Currently a handful of commercial sites on the World Wide Web 
disclose how they collect and use consumer information online and offer consumers 
an opportunity to exercise choice as to whether and how their information should 
be used. Members of the online industry are aware of the need to address consum- 
ers' concerns, and have begun to respond with self-regulatory measures. 

We are delighted with the high level of interest in our efforts shown by the indus- 
try leaders who submitted commentary and chose to participate in the Workshop. 
Industry groups demonstrated varying approaches to protecting online privacy. 
Some key trade associations have well-developed policies and procedures; others are 
in the initial stages of policy formation; still others remain uncertain as to whether 
industry-wide policies, as opposed to individual company efforts, are necessary. 
Even when a Web site has a policy, its effectiveness depends on whether the policy 
is easily communicated to consumers. 

The McGraw-Hill Companies, a Workshop participant whose corporate divisions 
sponsor sixty Web sites, is implementing a privacy policy that is one model for com- 
panies committed to protecting consimier privacy online. This policy requires: (1) 
that consumers be notified of the collection and intended uses of their personally 
identifiable information; (2) that consumers be offered the opportunity to refuse per- 
mission for distribution of their personally identifiable information to third parties; 
(3) that security measures be implemented to protect the integrity and privacy of 
this information; (4) that consumers have access to this information and a mecha- 
nism to correct it; and (5) that measures be implemented to ensure that only author- 
ized third parties use this information, and only for authorized purposes. The policy 
prohibits tne distribution outside the company of "sensitive" personally-identifiable 
information, including medical and financial data, as well as most information about 
children. Consumers will also be given the ability to prevent this sensitive informa- 
tion from being shared even among the company's subdivisions. 

The Workshop also highlighted a variety of other self-regulatory endeavors. A pro- 
prietary system requiring cTisclosure of member Web sites' basic information prac- 
tices and third-party auditing of those practices has been launched, but has not yet 
been widely implemented. Its efficacy as a privacy protection will depend upon wide- 
spread industry participation. Particularly promising are efforts to create interactive 

v/ 
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technology that permits consumers to automate their preferences, and Web sites to 
communicate their practices, regarding the collection and use of personal informa- 
tion online. These technological tools, which may well provide adequate privacy pro- 
tection, are in the initial stages of development. They will play a critical role in any 
comprehensive self-regulatory solution to online privacy concerns. 

Self-regulatory approaches and emerging technological tools will be effective in 
protecting online privacy only to the extent that they are widely adopted by Web 
sites and, in the cast of technology, are readily available to consumers and easy to 
use. Consumer and business education projects will be critical to the success of 
these efforts, and the Commission will assist industry and consumer groups in those 
endeavors. 

Commission staff will monitor the World Wide Web, just as it monitors national 
advertising, to determine the extent to which commercial Web sites are disclosing 
their information practices and offering consimiers choice regarding the collection 
and use of their personal information online. We will report our fmdings to Congress 
on or before June 1, 1998. Our recommendations, if any, will take into account 
whether the initial efforts demonstrated at the Workshop are translated into broad- 
er industry progress toward effective self-regulation.^ 
Children's Online Privacy 

The final focus of the Workshop was the special problems posed by the collection 
of information from children who use the Internet. The presentations provided valu- 
able information regarding (1) parents' attitudes and perceptions on online informa- 
tion collection from children; (2) Web sites' information collection practices and poU- 
cies; (3) industry initiatives; and (4) possible technological responses to address chil- 
dren's privacy concerns. 

Consumer survey data presented at the Workshop showed that consumers gen- 
erally, and particularly parents, are extremely concerned about the collection of per- 
sonally-identifiable information from children. Parents are virtually unanimous 
(97%) in their belief that Web sites should not collect personal information from 
children, and sell or rent that information to others. Similarly, 72% of parents object 
to a Web site's asking children to provide their names and addresses when they reg- 
ister, even when the site uses this information only within the company; 64% object 
to a Web site's asking children to provide their e-mail names to gather statistics 
on how many children visit the site and what they do there. In addition, anecdotal 
evidence indicates that as many as one third of children surflng the Internet claim 
to have experienced problems, such as attempted password theft and inappropriate 
advances by adults in children's chat rooms. Information presented at the Workshop 
indicates that numerous Web sites are collecting a variety of personal information 
from children without providing effective notice to parents, although there was less 
information about how and in what form the data is used once collected. 

Special concern was voiced at the Workshop about online activities that enable 
children to post or disclose their names, street addresses, or e-mail addresses in 
areas accessible to the public, such as chat rooms, bulletin boards, and electronic 
pen pal programs, creating a serious risk that the information may fall into the 
wrong hands. In fact, the FBI and Justice Department's "Innocent Images" inves- 
tigation reveals that online services or bulletin boards are rapidly becoming one of 
the most prevalent sources used by predators to identify and contact children. 

At the Workshop, participating industry groups stated their conunitment to effec- 
tive seff-regulation. Industry guidelines on the collection and use of children's infor- 
mation were presented by the Children's Advertising Review Unit (CARU) of the 
Council of Better Business Bureaus and by the Direct Marketing Association, among 
others. These guides, however, have only recently been released, and industry is just 
beginning its efforts to educate Web site operators and seek compUance. In general, 
the recent issuance of industry guidelines in the children's area demonstrates the 
industir's commitment to adciressing this problem. Nonetheless, there were con- 
cerns about the sufficiency of the guidelines. While all of the guidelines call for some 
form of notice and some degree of choice over the disclosure of personal information 
about children to third peuties, the guidelines do not make clear what specific steps 
would satisfy these obligations. The extent and speed of industry compliance with 
the new guidelines will be important to evaluating whether action by government 
is needed. 

Overall, there was strong support at the Workshop for development of techno- 
logical tools to protect children s privacy. The testimony also identified important 

^We hope to find by March 1, 1998. that a substantial majority of commercial Web sites are 
clearly posting their mformalion practices and privacy policies. Commission staff will also be 
looking to see whether Web sites are honoring consumers privacy preferences. 
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limitations on the ability of current products to protect children's privacy. First, 
computer-sawy children can easily defeat them.-' Second, although, 85% of parents 
say they would use filters if they were inexpensive and easy to operate, oiily 25% 
of parents said they were currently using them.'' Third, while newer, interactive 
technologies to enhance children's online privacy were also demonstrated, their 
widespread implementation is at least one or more years away. For example, a new 
techmcal standard is being developed that would allow parents to set privacy pref- 
erences for their children automatically. In addition, other technologies such as digi- 
tal certificates and biometric technology were presented as possible means of obtain- 
ing verifiable parental consent in the future. 'These technologies are only now being 
applied to protecting privacy, and their effectiveness will depend on their wide- 
spread adoption by industry and parents. 

The staff is taking a number of steps to address the important issues raised by 
the online collection of information from and about children. First, in response to 
a petition to the Commission from the Center for Media Education (CME), the staff 
of the Bureau of Consumer Protection recently issued the attached letter denying 
the petition. The letter also provides the industry with initial staff guidance with 
respect to online information practices that could be deemed deceptive or unfair 
under Section 5 of the FTC Act. 

Second, having provided initial staff guidance in the CME letter, the staff will 
continue to review the online collection and use of information from children by 
commercial Web sites and will recommend that the Commission initiate enforce- 
ment actions where appropriate. We believe that carefully selected enforcement ac- 
tions will help support effective industry self-regulation. 

Third, Commission staff will continue to support self-regulatory efforts, as well as 
technological responses to this issue. We will mclude our assessment of the indus- 
try's self-regulatory efforts in our June 1998 report to Congress. In preparing this 
report, we will assess the percentage of sites providing notice to parents, whether 
the notice meets the critena set forth in the staffs response letter to CME, what 
information is being collected from children, and how Wet) sites are using this infor- 
mation. 

Fourth, the staff will continue to pursue a dialogue with industry about the desir- 
ability of FTC guidelines in the area of children's online privacy, "rhe Workshop re- 
vealed uncertainty in the business community about what constitutes an unfair or 
deceptive practice in the context of online information collection from children. The 
CME letter and any future enforcement actions may provide adequate guidance, but 
we will also continue to explore the possibility of guides that would further clarify 
what information practices would constitute an unfair or deceptive practice under 
Section 5. 

Finally, the information presented at the Workshop demonstrated the need to 
educate parents about privacy issues concerning their children's use of the Internet 
and the need for parents to establish clear rules for children on information disclo- 
sure to Web sites.5 Commission staff will develop additional educational materials 
for parents and children regarding privacy protections for children online and, most 
importantly, look for ways to work with affected industries, consumer groups, and 
educators to develop educational initiatives. 

Conclusion 
The Workshop proved to be an invaluable source of information to assist our con- 

sumer privacy efforts. In sum, these efforts include the following steps. We expect 
to report to Congress on the database study by the end of 1997. We plan to monitor 
industry's self-regulatory efforts in connection with unsolicited conunereial e-mail 
and to bring enforcement actions, as appropriate, against senders whose practices 
violate the Federal Trade Commission Act. We also will monitor the information 
practices of commercial sites on the World Wide Web, and we will report our find- 
ings on the effectiveness of self-regulation to Congress by June 1, 1998. With regard 
to children's online privacy, we will monitor industry's implementation of its guide- 

'Some of the filters do not screen for disguised names—even simply separating a first and 
last name with a period can bypass a filter programmed to block the first and last name of a 
child. In addition, none of the filters reportedly guard against a child giving up information via 
check boxes, multiple choice menus, or as an e-mail attachment. 

* For this reason, it appears that these filters may be widely used only if they are incorporated 
into Web browsers, rather than left to individual parents to obtain. 

'For example, one industry effort offers the following online safety rule: "1 will not give out 
personal information such as my address, telephone number, parents' work address/telephone 
number, or the name and location of my school without my parents' permission." Child Safety 
on the Information Highway, National Center for Missing and Exploited Children and the Inter- 
active Services Association (1994). 
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lines, review online information collection practices by commercial Web sites, take 
enforcement action, where appropriate, and report our findings to Congress. We will 
continue to educate consumers and industry aoout information privacy issxies in all 
these areas. 

We appreciate your continued interest in, and support of, our work in this area. 
By direction of the Commission. 

DONALD S. CLARK, Secretary. 

ATTACHMENT B 

Madam Chairman and members of the Committee: I am Robert Pitofsky, Chair- 
man of the Federal Trade Commission ("FTC or "Commission"). I appreciate this 
opportunity to present the Commission's views on the important issue of fraud on 
the Internet.' 

Introduction 
The Commission pursues its mission of promoting the efficient functioning of the 

marketplace by seeking to protect consumers from unfair or deceptive acts or prac- 
tices and to promote vigorous competition. As you know, the Commission's respon- 
sibilities are far-reaching. Its primary legislative mandate is to enforce the Federal 
Trade Commission Act, which prohibits unfair methods of competition and unfair 
or deceptive acts or practices in or affecting commerce.^ With the exception of cer- 
tain industries, this statute provides the Commission with broad law enforcement 
authority over virtually every sector in our economy;^ commerce on the Internet 
falls within the broad sweep of this statutory mandate. 

The advent of the Internet—with its new methods of communicating through web 
sites, electronic mail, news groups, chat rooms, electronic bulletin boards, and com- 
mercial on-line services—is an historical development much like the introduction of 
television or, a few generations earlier, the telephone. Like these earlier tech- 
nologies, the Internet presents consumers with an exciting new means for them to 
purchase both innovative and traditional goods and services faster and at lower 
prices, to communicate more effectively, and to tap into rich sources of information 
that were previously difficult to access and that now can be used to make better- 
informed purchasing decisions. 

The Internet's promise of substemtial consumer benefits is, however, coupled with 
the potential for fraud smd deception. Fraud is oppwrtunistic, and fraud operators 
are always among the first to appreciate the potential of a new technology. This 
phenomenon was illustrated by the advent, floiu-ishing, and near-demise of pay-per- 
call (900-number) technology as a commercial medium during the last decade. 900- 
number technology was the first interactive technology—and still is the only inter- 
active technology offering nearly universal access because all that is needed is a 
telephone. This technology has huge potential as an alternative payment system, 
since every telephone could serve as a payment terminal, (md no credit cards, debit 
cards, or checks are needed. In 1991, there were $6 billion in pay-per-call trans- 
actions. But fraud operators moved in to exploit the technology, and the industry 
was slow to respond to this challenge. As a result, the 900-number industry's rep- 
utation became tarnished by fraud and abuse, and sales plimmieted to $300 million 
annually. In 1992, pursuant to Congressional mandate, the FTC and the FCC pro- 
mulgated rules to regulate the 9(X)-number industry to ensure that consumers 
would receive price and other material information before incurring costs, and have 

' My oral testimony and responses to questions you may have reflect my own views and are 
not necessarily the views of the Commission or any other (jommissioner. 

'15 U.S.C. §45<a). The Commission also has responsibilities under approximately thirty addi- 
tional statutes, e.g., the Clayton Act, 15 U.S.C. §12, which prohibits various anticompetitive 
practices; the 'Truth in Lending Act, 15 U.S. C. §§1601 et seq., which mandates disclosures of 
credit terms; the Fair Credit Billing Act, 15 U.S. C. § 1666 et seq., which provides for the correc- 
tion of billing errors on credit accounts; and the Fair Credit Reporting Act, IS U.S.C. § 1681 
et seq., which establishes rights with respect to consumer credit reports. The Commission also 
enforces over 35 rules governing specific industries and practices, e.g. the Used Car Rule, 16 
C.F.R. Part 455, which requires used car dealers to disclose warranty terms via a window stick- 
er; the Franchise Rule, 16 C.F.R. Part 436, which requires the provision of information to pro- 
spective franchisees; and the Telemarketing Sales Rule, 16 C.F.R. Part 310, which defines and 
prohibits deceptive telemarketing practices and other abusive telemarketing practices. 

^Certain entities, such as banks, savings and loan associations, and common carriers, as well 
as the business of insurance are wholly or partially exempt from Commission jurisdiction. See 
Section 5(aX2) of the FTC Act, 15 U.S.C. § 45(aX2) and the McCarran-Ferguson Act, 15 U.S.C. 
§ 1012(b). 
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the right to dispute allegedly incorrect or unauthorized charges.'' Annual sales 
begem to climb again, reaching $450 million in 1995. The 900-nimiber industry now 
seems poised to attract a higher volume of legitimate commerce because consumers 
can use 900-numbers with greater confidence. 

Some of the same features that made pay-per-call technology a tempting field for 
fraud artists in the 1980s—low start-up costs and the potential for big profits—exist 
on the Internet today. Indeed, after bujdng a computer and modem, scam artists can 
establish and maintain a site on the World Wide Web for $30 a month or less and 
solicit consumers anywhere on the globe. There is nothing new about most types of 
Internet fraud the Commission has seen to date. What is new—Eind striking—is the 
size of the potential market and the relative ease, low cost, and speed widi which 
a scam can oe perpetrated. 

If the Internet is to avoid a fate similar to that of 900-number technology, the 
Commission believes it is important to address Internet fraud now, before it discour- 
ages new consumers from going on-line and chokes oiT the impressive commercial 
growth now in progress and potential for innovation on the Internet. According to 
some industry analysts, total Internet business will climb from $2.6 billion in 1996 
to $220 billion by 2001.* Much of this trade likely will involve business-to-business 
transactions. However, the on-line consumer market also is growing, and at an ex- 
ponential rate. In early 1997, 51 milUon adults were already on-line in the U.S. and 
Canada.^ Of those people, 73% reported that they had shopped for product informa- 
tion on the World Wide Web, the interactive graphics portion of the Internet.'' By 
December 1997, the number of on-line users had risen to 58 million adults in the 
U.S. and Canada, and 10 million had actually purchased a product or service on- 
line.' Perhaps most telling, analysts estimate that Internet advertising—which to- 
taled approximately $301 million in 1996—will reach $4.35 billion by the ye£ir 
2000.9 

If this trend and all the benefits that it implies are to continue, consumers must 
feel confident that the Internet is safe from fraud. Nothing is more likely to under- 
mine their confidence than exploitation by scam artists using this new technology 
as yet another means to defraud consumers. Therefore, the Commission, like the 
Subcommittee, is concerned about fraud on the Internet and has taken strong action 
to combat it. 

The Commission began to examine the potential for consumer protection problems 
on the Internet proactively, before on-line consumer transactions became common. 
In the fall of 1995, the Commission held public hearings to explore business and 
consumer issues arising from technological innovation and increasing globalization. 
Over 200 company executives, business representatives, legal scholars, consumer ad- 
vocates, and state and federal officials presented testimony. A two-volume report 
was published summarizing the hearings. Volume II, "Anticipating the 21st Cen- 
tury: Consumer Protection in the New High-Tech, Global Marketplace," reflects 
principles that many participants urged the Commission to consider when address- 
mg the Internet and other technologies in the new Information Age: 

Consumer protection is most effective when businesses, government, and con- 
sumer groups all play a role. Meaningful consumer protection takes: (1) coordi- 
nated law enforcement against fraud and deception; (2) private initiatives and 

*The FTC and the FCC promulgated their regulations pursuant to the Telephone Disclosure 
and Dispute Resolution Act, 15 U.SC. §§5701 et seq. The FTC's regulations are at 16 C.F.R. 
Part 308; the FCC's regulations are at 47 C.F.R. §64.1501 et seq. 

'International Data Corporation, Dramatic Growth of Web Commerce—From 2.6 Billion in 
1996 to more than $220 Billion in 2001 (Aug. 26, 1997) (reported at http;//www.idc.com/PHNR/ 
ic200irhtm). 

^CommerceNet and Nielsen Media Research, CommerceNet/Nielsen Media Demographic and 
Electronic Commerce Study, Spring "97 (March 12, 1997) (defining adults as individuals over 16 
years old) (reported at httpi/Avww commerce.nct/work/pilot/nielsen—96/press—97.html) Ihere- 
aiter CommerceNet/Nielsen Demographic Study, Spring ^7|; IntelliQuest Communications, Inc., 
Worldwide Internet/Online Tracking Service (WWITS^*^): Second Quarter 1997 Study (Sept 4, 
1997) (reported at http//www intelliquest com/about/release32.htm). 

''CommerceNet /Nielsen Demographic Study, Spring '97. 
•CommerceNet and Nielsen Media Research, CommerceNet/Nielsen Media Demographic and 

Electronic Commerce Study, Fall '97 (December 11, 1997) (reported at http://www.commerce.net/ 
news/press/121197.html) fhereafler CommerceNet/Nielsen Demographic Study, Fall '971. See 
also, Yankelovich Partners, 7997 Cybercitizen Report (Mar. 27, 1997) (reported at http:// 
www.yankclovichcom/pr/970327.HTM) (frnding that 23% of users ordered and paid for a product 
over tne Internet, i.e. 'transacted" business online). 

'Jupiter Communications, 1998 Online Advertising Report (Aug. 22, 1997) (reported at http7 
/wwwjup.cam/digest/082297/advert.8html) (figure includes directory listings and classified adver- 
tisements). 
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public/private partnerships; and (3) consumer education through the combined 
efforts of government, business, and consumer groups.'" 

Applying these principles, the Commission has taken the offensive against fraud 
on me Internet through a three pronged-strategy that emphasizes targeted law en- 
forcement action, complemented by education of consumers and new Internet entre- 
preneurs, both of whom may be venturing into cyberspace for the first time. In all 
aspects of this strategy, but particularly in the Commission's consumer and business 
education efforts, the Commission has sought to form new partnerships with private 
industry amd other government agencies, and the Commission has tried to turn new 
technologies to our advantage. 

Law Enforcement 
First and foremost, the FTC is a civil law enforcement agency with strong and 

effective enforcement tools to combat fraud and deception. The Commission can 
issue administrative complaints and conduct administrative adjudications that may 
result in the issuance of cease and desist orders against practices found to be unfair 
or deceptive." Further, in cases of fraud and other serious misconduct, the Commis- 
sion has statutory authority to file suit directly in federal district court to obtain 
preliminary and permanent iiyunctive relief, redress for injured consimiers, or 
disgorgement of ill-gotten gains.'^ The Commission also may seek the assistance of 
the Department of Justice in filing criminal contempt proceedings against persons 
who violate court orders issued at the behest of the Commission, or m filing crimi- 
nal actions in egregious fraud cases. 

The Commission has brought over 25 law enforcement actions against defendants 
whose alleged illegal practices used or involved the Internet. Several of these cases 
involved alleged deceptive advertising and billing practices of commercial on-line 
service providers.'^ Most of the Commission's law enforcement actions, however, 
have involved old-fashioned scams dressed up in high-tech garb.'* For example, the 
Commission has brought several cases to stop alleged pyramid schemes that recruit 
victims through the web.'^ In the Commission's largest Internet pyramid case to 

'"See Exhibit 1, Bureau of Consumer Protection, Federal Trade Commission, Anticipating the 
21st Century: Consumer Protection in the New High-Tech, Global Marketplace, iii (May 1996). 

"15U.S.C §45. 
'^15 use. §53(b). In addition, the Commission may request the Attorney (General to file an 

action in the appropriate federal district court seeking civil penalties for violations of the Com- 
mission's administrative orders or trade regulation rules, and may file those actions on its own 
behalf if the Department of Justice declines to do so in the name of the United States. 15 U.S.C. 
§56. 

"America Online. Inc., FTC File No. 952-3331 (consent order subject to fmal approval, May 
1, 1997); CompuServ, Inc. FTC File No. 962-3096 (consent order subject to fmal approval. May 
1, 1997); Prodio'Services Corp., FTC File No. 952-3332 (consent order subject to final approval. 
May 1, 1997). These respondents allegedly made "free trial" offers to consumers without ade- 
quately disclosing that consumers would automatically be charged if they did not affirmatively 
cancel before the end of the trial period. (The Commission also cilleged that AOL failed to inform 
consumers that 15 seconds of connect time was added to each online session, resulting in addi- 
tional undisclosed charges, and that AOL misrepresented that it would debit customers' bank 
accounts only after receiving authorization to do so.) 

"E.g., ALLEGED cUEDrr REPAIR SCAMS: FTC v. Conine, No. CrV-S-94-1446 (E.D. Cal. filed 
Sept. 12. 1994); FTC v. Consumer Credit Advocates, No. 96 Civ. 1990 (S.D.N.Y.. filed Mar 19, 
1996): Martha Clark, dibia Simplex Services, Docket No. 0-3667 (consent order, June 10, 
1996); Bryan Coryat, dIbIa Enterprising Solution, Docket No. C-3666 (consent order, June 10, 
1996); Lyle R. Larson, dIbIa Momentum, Docket No. C-3672 (consent order, June 12, 1996); 
Rick A. Rehem, dIbIa NBC Credit Resource Publishing, Docket No. C-3671 (consent order. June 
12, 1996). ALLEGED BUSINESS OPPORTUNITY SCAMS: FTC v. Intellicom Services. Inc., No. 97-4572 
TJH (McxXC.D. Cal., filed June 23, 1997); FTC v. Chappie (Infinity Multimedia), No. 96-6671- 
CIV-Gonzalez (S.D. Fla., filed June 24, 1996); Timothy R. Bean. dIbIa DC. Publishing Group, 
Docket No. C-3665 (consent order, June 10. 1996); Robert Surveys. dIbIa Excel Communica- 
tions, Docket No C-3669 (consent order, June 12. 1996). Sherman G. Smith, d/b/a Starr Com- 
munications. Docket No C-3668 (consent order. June 12, 1996). ALLEGED DBCEPnvE CASH 
GRANT MATCHING SERVICE: Randolf D. Alberton, d/b/a Wolverine Capital, Docket No. O3670 
(consent order. June 12, 1996). ALLEGED DECEPTIVE ADVERTISING OF HEALTH PRODUCT Global 
World Media Corp. and Sean Shayan, Docket No. C-3772 (consent order. Oct. 9. 1997). ALLEGED 
MISREPRESENTATIONS ABOUT PRODUCT CHARACTERISTICS: Zygon International. Inc. Docket No. C- 
3686 (consent order, Sept. 24, 1996). ALLEGED NON-DEUVERY OF ORDERED MERCHANDISE: FTC 
v. Brandzel, 96 C. 1440 (N.D. 111., filed Mar. 13. 1996). 

"Eg, FTC v. The Mentor Network, Inc.. Civ. No. SACV96-1104 LHM (EEx) (CD. Cal., filed 
Nov. 5, 1996). FTC v. Global Assistance Networkfor Charities, Civ. No. 96-02494 PHX RCB (D. 
Ariz. filed Nov. 5, 1996); FTC v. JewelWay International, Inc., CV97-383 TUC JMR (D. Ariz., 
filed June 24. 1997); FTC v. Rocky Mountain International Silver and Gold, Inc., Action No. 97- 
WY-1296 (D. Colo., filed June 23. 1997). 



19 

date, FTC v. Fortuna Alliance,^^ the defendants allegedly promised consumers that, 
for a payment of $250, they would receive profits of over $5,000 per month. The pro- 
gram spawned numerous web sites on the Internet and appealed to victims all 
around the globe seeking to get rich quickly for little effort. Yet sheer mathematics 
dictated that 95 percent of the consumers who joined the program could never make 
more than they paid in. The Commission obtained a temporary restraining order 
halting the unlawful practices and freezing the assets of the individuals who devel- 
oped and operated the Fortuna program. The court order also required the defend- 
ants to repatriate the assets they had deposited overseas. In February 1997, the de- 
fendants stipulated to a permanent injunction that prohibited their alleged pyramid 
program and provided for redress to consumers who requested refunds. The defend- 
ants subsequently balked at paying many consumers, and the Commission filed a 
contempt motion. The court did not impose sanctions but issued a compliance order 
against the defendants on January 6, 1998. The compliance order clears the way 
for over 8,600 Fortuna members to begin receiving refunds. 

Another alleged Internet pyramid scheme targeted in a recent Commission law 
enforcement action was Credit Development International.''' The scheme was pro- 
pelled by allegedly false promises that those who joined GDI would receive an unse- 
cured Visa or MasterCard credit card with a $5,000 limit and a low interest rate, 
as well as the opportunity to receive monthly income of $18,000 or more. The Com- 
mission filed its complaint on October 29, 1997, and on October 31, the court grant- 
ed a temporary restraining order, appointed a receiver to oversee the coiporate de- 
fendants, and froze both the corporate £ind individual defendants' assets. After a 
hearing, on November 20, 1997, the court issued a preliminary injunction against 
the defendants. The Conunission's staff estimates that over 30,000 consumers collec- 
tively may have lost 3 to 4 million dollars in this alleged scam. This matter is still 
in litigation. 

The Commission's investigators discovered the Credit Development International 
scam as part of an ongoing eflbrt to monitor "spam"—also known less colloquially 
as unsolicited commercial e-mail CUCE")—on the Internet. One theme sounded in 
the Commission's recent privacy hearings was that an ever-increasing volume of 
UCE strains the capacity of on-line service providers and threatens the development 
of the Internet as a conduit for commerce. For example, at the Commission's privacy 
hearings held in June 1997, America Online ("AOL") reported that it handled 15 
million electronic messages per day. By September 1997, that number had quad- 
rupled to 60 million messages per day. Significantly, AOL has estimated that UCE 
comprises as much as one-third of all e-mail traffic. 

Beyond the sheer volume and potential annoyance of UCE, many UCE messages 
may be misleading or deceptive.'^ Alleged scams like Fortuna and Credit Develop- 
ment International generate huge Quantities of UCE, because e-mail is unparalleled 
as a means of cultivating a "downline"-—additional recruits to a pyramid—for vir- 
tually no cost and little effort. The same attributes make UCE attractive to other 
types of scams as a means to solicit millions of consumers for little cost. 

Although most Internet fraud is fairly traditional, the Commission has taken ac- 
tion against one scheme that uniquely and ingeniously exploited what can be done 
on the Internet and only on the Internet. The case FTC v. Audiotex Connection, Inc., 
CV-97 0726 (DRH) (E.D.N.Y.), presented a scheme that allegedly "hijacked" con- 
sumers' computer modems by surreptitiously disconnecting them from their local 
Internet Service Provider (such as AOL) and reconnecting them to the Internet 
through a high-priced international modem connection, purportedly going to 
Moldova but actually terminating in Canada. On various Internet sites, the defend- 
ants offered access to free computer images through a special "viewer" program. If 
a consumer downloaded and activated the viewer software, the alleged hijacking 
automatically ensued, and an international long-distance call (and the charges for 
it) continued until the consumer turned off the computer—even if he or she lefl de- 

»«Civ No. C96-799M (W.D. Wash., filed May 23, 1996). 
"FTC V. Nia Cano dibia Credit Development Intt & Driuers Seat Network, No. 97-7947 IH 

(AJWx) (CD. Cal. filed Oct. 29, 1997). 
"In addition, UCE often contains fake or altered routing inrormation in the address portion 

of a message, i.e., the "From," "Received from," or "Reply to" lines. Thus, consumers may not 
know who sent the e-mail or to whom they should reply. Fake "Reply to" lines also may send 
undeliverable or reply messages back to the wrong address, thereby tying up a legitimate 
business's computer. This may confuse consumers, but in addition, UCE may oirectly deceive 
them through misleading advertisements or solicitations that appear in the body of the e-mail 
itself The Commission has received, directly or by referral from consumers, over 50,000 UCE 
messages. Our staff actively reviews these messages and investigates purveyors of UCE that 
may violate the FTC Act's prohibition against unfair or deceptive practices. 
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fendants' sites and moved elsewhere on the Internet, or lefl the Internet entirely 
to use a different computer program. 

Commission staiT were first alerted to the Audiotex scheme by security experts at 
AT&T. The United States Secret Service assisted staff in ascertaining how this 
Trojan horse" viewer software worked, and AT&T lent further assistance in tracing 
the software back to specific web sites. With this help, the Commission's staff com- 
pleted its investigation, filed a complaint, and obtained an ex parte temporary re- 
straining order and asset freeze against the defendjmts within just 31 days of learn- 
ing about the alleged scam. The lawsuit was recently resolved by entry of a stipu- 
lated permanent injunction against the main defendants named in the Commission's 
complaint and the issuance of a virtually identical administrative order against ad- 
ditional parties found to have played a role in the alleged scam. Under the two or- 
ders, the defendants and administrative respondents are barred from engaging in 
the alleged tinlawful practices, and over 38,000 consumers should receive full re- 
dress worth an estimated $2.74 million.'° 
Consumer Education 

The Conmiission has gone on-line to reach Internet users. Since April 1995, the 
Commission has used it« web site at "www.ftc.gov" to make instantly available to 
consumers a rich and continuously updated body of advice and information. The 
Commission receives approximately 60,000 to 75,000 "hits" per day on this home 
page.2° In September 1997 alone, FTC.GOV received almost 2 million hits from 
114,000 visitors. 

In constructing its web site, the Commission has put a premium on making it not 
only comprehensive, but also user-friendly. FTC.GOV contains a search engine that 
allows consumers to pull up information by typing in a few key words. The site also 
contains a special section called ConsumerLme that provides news releases, con- 
sumer alerts, and on-line versions of all of the Commission's consumer and business 
education publications.^' 

Building on the success of the FTC's home page, the Commission's staff conceived 
a plan to create a new site at "Vww.consumer.gov" {md has developed the site in 
partnership with sister agencies—the Securities and Exchange Commission ("SEC"), 
the U.S. Consumer Product Safety Commission ("CPSC") the Food and Drug Admin- 
istration ("FDA"), and the National Highway Traffic Safety Administration 
("NHTSA"). C0NSUMER.GOV provides the public with "one-stop shopping" for fed- 
eral information on a broad spectrum of consumer issues, ranging from auto recalls 
to drug safety to investor alerts.^* 

Extending a hand to consumers at their most vulnerable point—when they are 
surfing in areas of the Internet likely to be rife with fraud tmd deception—the staff 
of the Commission has posted several "teaser" web sites. The "Ultimate Prosperity 
Page" is one example advertising a fake deceptive business opportunity. The "Ulti- 
mate Prosperity Page" uses "buzz words" and promises of easy money common to 
many such scams. When the consumer clicks from the "Ultimate Prosperity Page" 
to the next page in the series, he or she finds glowing testimonials from fictitious 
persons who purportedly have achieved fabulous success through the business op- 
portunity—again mirroring the t}npical get-rich-quick business opportunity scam. 
Clicking through to the third and final page in the series, however, brings the con- 
sumer to a sobering warning: "If you responded to an ad like [this], you could get 
scammed." The warning page gives advice on how to avoid fraudulent business op- 
portunities and provides a hyper-text link back to FTC.GOV, where consumers can 
team more about investing in franchises or business opportunities.^ 

There are now other teaser sites, posted by the Commission's staff, that mimic 
pvramid schemes, scholarship scams, deceptive travel programs, false weight-loss 
claims, and fraudulent vending opportunities—all perennial frauds that have been 
practiced on consumers for years through direct mail, telemarketing, and other 
means, and are now enjoying new life on the Internet.^'^ The Commission's staff has 
registered each "teaser'^ site with major search engines and indexing services on the 

"The Commission would like to acknowledge the assistance of AT&T and MCI in administer- 
ing the redress program. AT&T and MCI will distribute refunds to most consumers in the form 
of telephone credits on their long-distance telephone bills. 
•A "hit" occurs when someone accesses a web site. 
'•After the home page for FTC.GOV, the search engine is the most popular area visited on 

the web site, followed by the ConsumerLine section. See Exhibit 2, exceipts from "www.fVc.gov". 
''Exhibit 3, homepage of "www.consumer.gov". 
^To alleviate any privacy concerns that consumers may have, the warning page makes it 

clear that the FTC has not gathered any personal information about individuals visiting this 
teaser site. 

" Exhibit 4, examples of FTC teaser sites. 
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Internet. Thus, consumers may encounter the site when they are perhaps most re- 
ceptive, just when they may be about to become ensnared in a fraud by responding 
to a plausible but untrue come-on. Private on-line service companies nave worked 
with the Commission's staff to highlight various teaser pages and have billed some 
as the "new" or "cool" site of the week.^^ 

In another effort to use new technology to reach the public, the staff of the Com- 
mission partnered with the North American Securities Administrators Association 
and held a real time on-line forum on the Internet in April 1997. Over 100 consum- 
ers participated, posing questions to, and receiving instantaneous responses from, 
state and federal experts about how to invest wisely in new business ventures or 
franchises. The Commission posted the transcript of this "chat" session on its web 
site so that other consimiers could access it and benefit from the exchange. 

The Commission has actively sought Internet companies and trade groups to join 
with us as partners in disseminating consumer protection information to consumers 
on-line. As a result, the Interactive Services Association, a leading on-line trade as- 
sociation, and companies such as AT&T, NetCom, and America Online have helped 
circulate public service announcements over the Internet, cautioning consumers to 
avoid particular scams and "hot linking" consumers to the Commission's web site 
where they can find "Cybershopping" guides, "Safe Surfing" tips, and other helpful 
information. 

Business Education 
At the forefront of its business education efforts, the Commission has conducted 

a number of "Surf Days" aimed at providing information to new entrepreneurs who 
may unwittingly violate the law. 'The first Surf Day was conducted in December 
1996 and focused on pyramid schemes that had begun to proliferate on the Internet. 
Commission attorneys and investigators enlisted the assistance of the SEC, the U.S. 
Postal Inspection Service, the Federal Communications Commission, and 70 state 
and local law enforcement oiTicials from 24 states. This nation wide ad hoc task 
force surfed the Internet one morning, and in three hours, found over 500 web sites 
or newsgroup messages promoting apparent pyramid schemes. The Commission's 
staff e-mailed a warning message to the individuals or companies that had posted 
these solicitations, explaining that pyramid schemes violate federal and state law 
and providing a link back to FTC.GOV for more information. In conjunction with 
the New York Attorney General's Office and the Interactive Service Association, the 
Commission announced the results of Internet Pyramid Surf Day at a televised 
press conference held during the Internet World '96 convention in New York City. 
A month later, the Commission's investigative staff checked on the status of web 
sites or newsgroups identified as likely pyramids during Surf Day and found that 
a substantial nimiber had disappeared or been improved.'^'' The Commission has 
employed this technique several times since, conducting additional Surf Days fo- 
cused on Internet web sites or newsgroup messages that promoted potentially prob- 
lematic business opportunities, credit repair scnemes, and "miracle cure" health 
products. 

The Commission has now taken its Surf Day concept to the private sector, the 
global law enforcement community, and sister agencies as well. In August 1997, the 
Coupon Information Center, a private trade association, and its members from the 
national merchandising community joined Commission staff in surfing for fraudu- 
lent opportunities that promoted coupon certificate booklets. Then on October 16, 
1997, the Commission helped coordinate the first "International Internet Surf Day." 
Agencies from 24 countries joined this effort and targeted "get-rich-quick" schemes 
on the Intemet.2'' Australia's Competition and Consumer Commission oversaw the 
world-wide effort while the FTC led the U.S. team consisting of the SEC, the Com- 
modities Futures Trading Commission ("CFTC") and 23 state agencies. 

In November 1997, the Commission used the Surf Day concept to help the Depart- 
ment of Housing and Urban Development ("HUD") target unscrupulous "HUD 'Trac- 
ers." These "tracers" track down consumers to whom HUD may owe a refund for 
PHA mortgage insurance. Consumers can claim their refund for free by contacting 

''Exhibit 5, example of FTC teaser site highlighted as "new" site of the week by Yahoo!, a 
large Internet search engine and indexing service. 

** Apart from newsgroup messages that had terminated automatically. 66 (18%) of the notified 
web sites had been improved or taken down within a month. In the wake of a subsequent Surf 
Day that targeted a separate type of fraud, 24% of the notified web sites improved or removed 
their solicitations. 

"International participants included Australia, Austria, Belgium, Canada, the Czech Repub- 
lic, Denmark. Finland, France. Hungary, Ireland, Jamaica, Japan, Korea. Mexico. New Zealand, 
Norway, the Philippines. Poland, Portugal, South Africa, Spain. Sweden. Switzerland, and the 
United Kingdom. 
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HUD directly; however, unscrupulous "tracers" may falsely claim that refunds can- 
not be secured without their assistance (and they may charge up to 30 percent in 
commissions), may falsely claim an affiliation with the government, and may falsely 
represent to other entrepreneurs how much money they can make as "HUD tracers. 
The HUD Tracer Surf Day not only helped to generate publicity to inform consum- 
ers about HUD's refund program, but it also helped eliminate many potentially de- 
ceptive solicitations from the Internet. A montn after sending out warning mes- 
sages, the Commission's staff checked on suspect tracer sites and found that 70 per- 
cent had shut down entirely or removed questionable claims about earnings poten- 
tial or their affiliation to HUD. 

Earlier this month, the Commission announced yet another innovative use of the 
Surf Day concept, this time targeting deceptive UCE messages. Commission staff 
conducted a "fall harvest" by surfing the Commission's large database of UCE solici- 
tations, topic by topic, and identifying over 1000 individuals or companies poten- 
tially responsible for misleading e-mail solicitations, for example, for pyramid or 
other get-rich-quick schemes. Ironically, most of these UCE messages did not allow 
any reply by e-mail, due to inaccurate or deceptive "sender" information, so in Janu- 
ary through the U.S. Postal system the Commission sent out letters warning the 
sources of the UCE that their messages may be in violation of the law. 

Our messages to businesses on the Internet are straightforward—e.g., don't lie or 
make misleading statements; don't m£ike product or earnings claims that you can't 
support, don't mislead consumers with unrealistic testimonials. The difficulty hes in 
finding a way to get these basic messages to new entrepreneurs who may nave no 
prior business or advertising experience. Surf Days help us overcome this hurdle, 
but in addition, we have put together a "road show" that our ten regional offices 
can use in their local communities to help explain how basic legal principles apply 
on the Internet. The Commission also is preparing a business guide for Internet en- 
trepreneurs and a continuing legal education ("CLE") course for lawyers who coun- 
sel new Internet businesses. Finally, the Commission is going directly to the com- 
puter industry for help. In July, Commission representatives met with Silicon Valley 
executives at Stanford University's Technology and Business Strategy Summit '97, 
and asked them to lend us their contacts ana marketing expertise in order to reach 
new Internet entrepreneurs. 
Looking Ahead 

Currently, the Commission receives approximately 100 to 200 Internet-related 
complaints per month. Many of these complaints are forwarded to us by the Na- 
tional Fraud Information Center, with which the Commission works closely. The 
Commission has seen an increase in complaints over the last year, but fortunately 
on-line problems seem to be growing at a slower pace than the Internet marketplace 
itself At the moment, complaints about Internet fraud remain a small fraction of 
the number of complaints the Commission receives about more traditional problems 
concerning credit cards or telemarketing. However, the Commission expects that as 
the Internet marketplace grows, reports about consumer fraud also will continue to 
grow. 

The potential for fraud is likely to be fueled by easy on-line access that exists for 
legitimate and fraudulent businesses alike. Also, it is likely that many first-time en- 
trepreneurs, because of their lack of marketing experience or knowledge of their ob- 
ligations under basic consumer protection principles, will unwittingly engage in 
Internet practices that violate the law. Finally, keeping up with the introduction 
and application of new technologies will prove daunting. "The growing problem of 
"spam already threatens to outstrip our resources. The Commission currently re- 
ceives approximately 500 pieces of UCE per day, forwarded by disgruntled consum- 
ers and others—far more than we can read or analyze on an individual basis and 
a volume that strains the capacity of the agency's computers. 

Mr. ROGAN [presiding]. Ambassador Aaron, welcome to the sub- 
committee. 

STATEMENT OF AMBASSADOR DAVID AARON, UNDER SEC- 
RETARY OF COMMERCE FOR BSTERNATIONAL TRADE, U.S. 
DEPARTMENT OF COMMERCE 
Mr. AARON. Thank you very much, Mr. Chairman. 
The Clinton Administration appreciates the opportunity to testify 

on Administration policies related to information privacy. I am ac- 
companied today by Becky Burr, the Acting Associate Adminis- 
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trator for the National Telecommunications and Information Ad- 
ministration of the Department of Commerce, and Barbara 
Wellbury, Special Counsel for Electronic Commerce in our General 
Counsel's Office, both of whom have major responsibilities in this 
field. 

Americans treasure privacy. It's fundamental to our concept of 
personal well-being and our concept of liberty. The Internet's great 
promise, that it facilitates the collection, re-use and instantaneous 
transmission of information, can also, if not managed carefully, di- 
minish personal privacy. It's essential, therefore, to assure personal 
privacy in the networked environment. 

At the seune time, fundamental and cherished principles like the 
First Amendment protect the free flow of information. Commerce 
on the Internet will thrive only if the privacy rights of individuals 
are guaranteed and also balanced with the benefits associated with 
the free flow of information. 

The Clinton Administration has been aggressive about privacy 
protection in general and the Internet in particular. Apart from the 
Internet, the Administration has called for legislation to protect the 
privacy of medical records and genetic information. Moreover, the 
Administration supported the 1996 amendments to the Fair Credit 
Reporting Act that extended the coverage of the Act to hundreds 
of information providers to strengthen privacy protection of finan- 
cial information generally. And we supported adoption of new lim- 
its on the use of telephone subscriber information by telephone 
common carriers in the Telecommunications Act of 1996. Moreover, 
we also supported the Drivers' Privacy Protection Act of 1994 
which governs how states make motor vehicle and licensed driver 
information available. And of course we have supported the efforts 
of the FTC just described by Mr. Medine. 

I want to stress in this connection that existing applicable statu- 
tory protections, such as the Fair Credit Reporting Act and the oth- 
ers I just mentioned, apply to personally identifiable information 
on the Internet. The obligations to protect privacy do not change 
just because the medium is electronic. 

The Clinton Administration is concerned, however, that the na- 
ture of the Internet reduces the eff'ectiveness of legislative and reg- 
ulatory solutions. Congress could certain pass a law mandating pri- 
vacy protections on the Internet, but enforcement of such a law, 
even if possible, might require enormous resources. We don't want 
to give Internet users a false sense of security based on an unen- 
forceable law. 

Instead, as set forth in A Framework for Globatl Electronic Com- 
merce, the Clinton Administration supports private sector efforts to 
implement meaningful, consumer friendly, self-regulatory regimes 
based on fair information practice principles. Fair information prac- 
tice principles include consumer awareness, choice, appropriate lev- 
els of security, and consumer access to their personally identifiable 
data. 

Consumer awareness of information practices is a first step in 
advancing on-line information privacy. At a minimum businesses 
must develop and post prominently, clearly- written policies that 
inform consumers about the identity of the collector of their per- 
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sonal information, intended users of this information, and the 
means by which consumers may limit its disclosure. 

Consumers must also have readily available simple and afford- 
able opportunity for exercising choice with respect to whether and 
how their personal information is used, either by businesses with 
whom they have direct contact or by third parties. 

Security of information is critical if electronic commerce is to 
flourish. Companies with records of identifiable personal informa- 
tion must take reasonable measures to assure their accuracy and 
must take reasonable precautions to protect them from loss, mis- 
use, alteration or destruction. 

Consumers must have reasonable access to information about 
them that is held by businesses and should have a right to correct 
or amend that information. 

Let me be clesir: to be meaningful self-regulation must be more 
than an articulation of broad policies and guidelines. Self-regu- 
latory privacy regimes must provide consumers with simple, read- 
ily available and affordable enforcement mechanisms to assure 
compliance when rules are not followed. Enforcement mechanisms 
may vary depending on the type and nature of the company and 
the kind of information the collection uses. But in the end we think 
that enforcement mechanisms will provide at least three elements: 
consumer recourse, verification £ind consequences, and let me speak 
to each of them. 

Consumer recourse. Companies that collect and use personally 
identifiable information should offer consumers readily available 
and affordable mechanisms by which their complaints can be re- 
solved. 

Second, verification. Verification provides assurances that a com- 
pany's privacy practices have in fact been implemented as rep- 
resented. 

Third, consequences. For self-regulation to be effective, failure to 
comply with fair information practices must have consequences, 
such as posting the name of a non-complier on a publicly-available 
"bad actors'* list or forfeiting membership in a trade association. 
When companies make assertions that they are abiding by certain 
privacy practices and then fail to do so, they may also be liable for 
fraud and subject to action by the Federal Trade Commission. 

On July 1st the Commerce Department and 0MB will report to 
the President on private sector implementation of self-regulation 
for privacy. We are looking for industry leadership to ensure that 
privacy codes of conduct are easy for consumers to recognize, com- 
port with fair information practices, provide for verification of com- 
pliance, provide prompt and efficient dispute resolution and re- 
course for consumers harmed by misuse of personal information, 
and provide appropriate consequences for those who violate privacy 
policies. 

111 stop there, Mr. Chairman, and be prepared to answer your 
questions. 

[The prepared statement of Ambassador Aaron follows:] 
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PREPARED STATEMENT OF AMBASSADOR DAVID AARON, UNDER SECRETARY or 
COMMERCE FOR INTERNATIONAL TRADE, U.S. DEPARTMENT OF COMMERCE 

SUMMARY 

Americans treasure privacy, linking it to our concept of personal freedom and 
well-being. The Internet's great promise can also, if not managed carefully, diminish 
personal privacy. It is essential, therefore, to assure personal privacy in the 
networked environment if people are to feel comfortable doin^ business. 

The Clinton Administration has been aggressive about privacy protection in gen- 
eral and on the Internet in particular. For example, it called for legislation to pro- 
tect the privacy of medical records and genetic information. And, while existing stat- 
utory protections and regulatory obhgations apply to personally identifiable informa- 
tion on the Internet, the Administration has been worked to find alternative ap- 
proaches because the Internet by its nature reduces the effectiveness of legislative 
solutions. 

The Clinton Administration supports private sector efforts to implement effective 
consumer-friendly, self-regulatory policies. These should be based on fair informa- 
tion practices and provide consumers with the means to know the rules, that compa- 
nies comply with them, and that consumers have an appropriate means of redress 
when injuries result from noncomphance. 

On July 1 the Commerce Department and 0MB will report to the President on 
efforts by the private sector to implement privacy protections. We look to industry 
leadership to provide effective and enforceable privacy codes of conduct that comport 
with fair information. 

The Administration considers privacy protection critically important. We believe 
that private efforts of industry working in cooperation with consumer groups can 
be more effective and are preferable to government regulations, but if effective pri- 
vacy protection cannot be provided in this way, we will reevaluate this policy. 

STATEMENT 

Mr. Chairman and members of the House Judiciary Committee, I am David 
Aaron, Under Secretary, International Trade Administration of the U.S. Department 
of Conunerce. The Clinton Administration appreciates the opportunity to testify on 
our policies related to information privacy. As outlined in his Directive on Electronic 
Commerce, President Clinton instructed the Department of Commerce and the Of- 
fice of Management and Budget to lead the Administration's privacy efforts and to 
encourage private industry and privacy advocacy groups to adopt effective self regu- 
latory approaches to protect privacy on the Internet. As Under Secretary of ITA, I 
am deeply involved in many aspects of the our electronic conmierce initiatives, in- 
cluding privacy policy. 

Americans treasure privacy, linking it to our concept of personal freedom and 
well-being. The Internet's great promise—that it facilitates the collection, re-use, 
and instantaneous transmission of information—can also, if not managed carefully, 
diminish personal privacy. It is essential, therefore, to assure personal privacy in 
the networked environment if people are to feel comfortable doing business. 

At the same time, fundamental and cherished principles like the First Amend- 
ment protect the free flow of information. Commerce on tne Internet will thrive only 
if the privacy rights of individuals are balanced with the benefits associated witn 
the free flow of information. 

The Clinton Administration has been aggressive about privacy protection in gen- 
eral and the Internet in particular. Apart from the Internet, for example, the Ad- 
ministration called for legislation to protect the privacy of medical records on ge- 
netic information. In addition, the Administration supported 1996 amendments to 
the Fair Credit Reporting Act that extend the coverage of the Act to hundreds of 
information providers and strengthens financial privacy. In the Telecommunications 
Act of 1996, the Administration supported new limits on the use of telephone sub- 
scriber information by telephone common carriers. Additionally, the Administration 
supported passage of the Drivers' Privacy Protection Act of 1994, which governs how 
states make motor vehicle ar.d licensed driver information available. 

Specific sectoral privacy statutes, such as those mentioned above apply to infor- 
mation on the Internet. But because networked communication technology facili- 
tates data collection and sharing, privacy concerns are heightened with regard to 
the Internet. / want to stress that existing explicable statutory protections and regu- 
latory obligations apply to personally identifiable information on the Internet. 

The Clinton Adininistration is concerned, however, that the nature of the Internet 
makes le^slative and regulatory privacy protections less effective on-line. On the 
World Wide Web, new sites appear and others disappear at an astonishing rate. 
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Coneress could certainly pass a law mandating privacy protections on-line, for ex- 
ample, but enforcement or such a law, even if possible, might require enormous re- 
sources. We don't want to give Internet users a false sense of security based on an 
unenforceable law. 

Therefore, the Clinton Administration has also been active with respect to the 
specific issues of protecting privacy on the Internet. In 1993, the Administration set 
up the Information Infrastructure Taskforce (IITF), a cabinet level group charged 
with articulating and implementing the Administration's program, to promote the 
development of the Information Superhighway; the group was chaired by the late 
Secretary of Commerce, Ron Brown. The Clinton Administration quickly realized 
that successful development of the information infrastructure would require en- 
hanced privacy protections. Quite simply, while the infrastructure might get built, 
consumers will not use it until their personal data is adequately protected. Accord- 
ingly, in 1995, the IITF examined privacy in the electronic environment and issued 
Privacy Principles updated for the information age. 

The Privacy Principles were developed with substantial input from industry and 
consumer groups. They provide a general framework from which more specific laws 
and quidelmes could be written for particular sectors of the economy or to remedy 
particular abuses. The Principles exphcitly call upon the private sector to develop 
detailed guidance responsive to particular needs of the individual sectors. 

Similarly, when the Administration issued its policy statement on electronic com- 
merce, A Framework for Global Electronic Commerce, it supported private sector ef- 
forts to iniplement meaningful, consumer-friendly, self-regulatory regimes based on 
the fair information practice principles. (These principles were contained in a report 
presented in 1973 to the then Department of Health, Education and Welfare, now 
the Department of Health and Human Services; adopted by the international com- 
munity in the early 1980s in the form of the OECD's Guidelines for the Protection 
of Personal Data and Transborder Data Flows; and formed the basis for the Privacy 
Principles.) They include consumer awareness, choice, appropriate levels of security, 
and consumer access to their personally identifiable data. 

Consumer awareness of information practices is essential to promoting on-line in- 
formation privacy. Information about their rights and responsibiUties in personal 
data enables consumers to make judgments about the levels of privacy available to 
them and to make meaningful choices about the use of their data. At a minimum, 
consumers must know the identity of the collector of their personal information, the 
intended uses of the information, and the means by which consumers may limit its 
disclosure. Accordingly, businesses must develop policies that articulate the manner 
in which they collect, use, disclose, and protect data, and the choices they offer con- 
sumers to exercise rights in their personal information. Notice of companies' infor- 
mation practices is a first principle in advancing privacy. Notification must be writ- 
ten in language that is clear and easily understcMd, and must be displa3^d promi- 
nently and in a manner that allows consvimers to access it prior to relinquishing 
information to the company. 

Consumers must be given the opportunity to exercise choice with respect to 
whether and how their personal information is used, either by businesses with 
whom they have direct contact or by third parties. Consumers must be provided 
with a simple, readily avsdlable, and affordable mechanism—whether through tech- 
nological means or otherwise—to exercise this option. For certain kinds of mfonna- 
tion, e.g., information related to children, affirmative choice by consumers may be 
appropriate—personal information may not be used by companies unless it is spe- 
cifically released by the individual or his or her parent or guardian. 

Security of information is critical if electronic commerce is to flourish. Companies 
creating, maintaining, using or disseminating records of identifiable personal infor- 
mation must take reasonable measures to assure their reliability for their intended 
uses and must take reasonable precautions to protect them from loss, misuse, alter- 
ation or destruction. Companies should also strive to assure that the level of protec- 
tion extended by third parties to whom they transfer personal information is at a 
level comparable to its own. 

Consumers must have reasonable access to information about them that is held 
by businesses, and should have a right to request corrections and amendments of 
that information. Mechanisms must be in place to make it possible to exercise that 
right, although the extent of access may vary from industry to industry. Decisions 
about the level of appropriate access necessarily must take into account a number 
of factors, such as the nature of the information collected, the number of locations 
in which it is stored, the nature of the enterprise, the ways in which the information 
is to be used, and the cost of access. 

Let me be clear to be meaningful, self regulation must be more than an articula- 
tion of broad policies or guidelines. Effective self regulation must involve sub- 
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stantive rules, as well as the means to ensure that consumers know the rules, that 
companies comply with them, and that consumers have an appropriate means of re- 
dress for injuries resulting from noncompliance. 

A self-regulatory regime to protect privacy must have some enforcement mecha- 
nism to assure compliance with the rules and appropriate redress to an injured 
party when rules are not followed. Such mechanisms are essential tools to enable 
consumers to exercise their rights in data, and must, therefore, be readily available 
and aflbrdable. They may take several forms, and businesses may need to use more 
than one of these tools depending upon the nature of the enterprise and the kind 
of information the company collects and uses. But in the end, we think that enforce- 
ment mechanisms will provide at least three elements: consumer recourse, verifica- 
tion, and consequences. 

1. Consumer recourse. Companies that collect and use personally identifiable in- 
formation should offer consumers a mechanism by which their complaints can be re- 
solved. Such mechanisms must be simple, readily available, and affordable. 

2. Verification. Verification provides attestation that the assertions businesses 
make about their privacy practices are true, and that privacy practices have been 
implemented as represented. The nature and the extent of verification depends upon 
the kind of information with which a company deals—companies using highly sen- 
sitive data may be held to a higher standard of verification. 

3. Consequences. For self regulation to be effective, failure to comply with fair in- 
formation practices must have consequences. Among these may be cancellation of 
the right to use a certifying seal or logo, posting the non-complier on a publicly 
available "bad-actors" list, or disoualification from membership in an industiy trade 
association. Non-compliers could be required to pay the costs of determining its non- 
compliance. Ultimately, sanctions shomd be stiff enough to be meaningful, and swift 
enough to assure consumers that their concerns are addressed in a timely fashion. 
When companies make assertions that they are abiding by certain privacy practices 
and then fail to do so they may be Uable for fraud and subject to action by the Fed- 
eral Trade Commission. 

On July 1, the Commerce Department and 0MB will report to the President on 
private sector implementation of effective self reflation for privacy, including codes 
of conduct, industry developed rules, technological solutions to protect privacy on 
the Internet, and means for ensuring the privacy of children online. We are looking 
for a commitment from industry to establish enforcement mechanisms to ensure that 
sector-specific self regulatory codes (1) are ea^ for consumers to recognize, (2) com- 
port with fair information practices, (3) verify compliance through audits or other 
procedures, (4) provide prompt and efficient dispute resolution and recourse for con- 
sumers harmed by misuse of personal information, and (5) provide appropriate con- 
sequences (trade association disciplinary measure, revocation of seals, etc.) for those 
who violate privacy policies. 

In anticipation of this report, the Department of Commerce will hold a privacy 
conference in May. This two-day DOC conference will bring together the private sec- 
tor and consumer groups to work toward establishing enforcement mechanisms for 
privacy self regulation. The conference will serve several purposes. First, it will 
raise consumer awareness of privacy issues; second, it will allow companies to begin 
to present the status of their efforts toward self regulation; third, it will allow a mil 
and fair discussion of the role that self regulation can play in online privacy protec- 
tion; fourth, it will allow presentation and public discussion of enforcement mecha- 
nisms self regulation; and fifth, it will set the stage for further evaluation of privacy 
protection technology. 

The Department of Commerce will follow up the May conference by continuing the 
dialogue with industry and consumer groups in a variety of informal and perhaps 
more formal ways. 

The Administration considers privacy protection critically important. We believe 
that private efforts of industry working in cooperation with consumer groups are 
preferable to government regulation, but if eflective privacy protection cannot be 
provided in this way, we will reevaluate this policy. 

That concludes my comments on the issue of privacy. I will be happy to answer 
any questions. 

Mr. COBLE. I thank you both for your testimony. Pardon my ab- 
rupt departure. I had to go to the Crime Subcommittee for a mark- 
up. It was not that I was not interested in what you all were say- 
ing. 

Ambassador, what sort of response are you getting from busi- 
nesses to the Administration's policy statement regarding the im- 
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simplified way is the business/commercial community taking ade- 
quate steps to implement these principles? 

Mr. AARON. We are encouraged, Mr. Chairman. The Secretary of 
Commerce has met with me personally on two occasions. We will 
have further meetings to encourage a positive industry response. 
We believe that by the time we make our report to the President 
on July 1 that we will have something positive and concrete to 
present to him. 

In addition, the Commerce Department is holding a conference in 
May which will offer an opportunity for business, interested non- 
governmental organizations, privacy organizations and the rest to 
come together and begin the process of evaluating the steps that 
businesses are taking. I think that as we prepare the report to the 
President we will have an opportimity to see in more concrete 
terms what industry is proposing to do. 

Mr. COBLE. Ambassador, currently what type of consumer re- 
course is available to members of the public when they have had 
their privacy rights violated? 

Mr. AARON. If I may, I would like to turn to Ms. Burr to respond 
to that. 

Mr. COBLE. Sure, that's fine. 
Ms. BURR. Thimk you very much. Aside from the protections that 

the Federal Trade Commission offers with respect to deceptive 
practices and unfair practices in commerce, there is not yet wide- 
spread, systematic consumer recourse. That is something that we 
are very much expecting to be developed in the coming months. 
The Secretary in his visits with members of the business commu- 
nity has indicated some need to hasten the process, and we believe 
that there are several models. For example, the Better Business 
Bureau online is providing some dispute resolution services, and 
there are a couple of other models. But I would have to say at this 
point there is not outside of the Federal Trade Commission widely 
available, simple-to-use dispute resolution procedures. 

Mr. COBLE. Thank you. 
Mr. Medine, in your written testimony you indicate that the 

Internet as a commercial entity likely will not flourish until the 
fiublic is assured that their personal information is protected, and 
'm inclined to agree with that conclusion. 

On our second panel today we will hear from witnesses who will 
advocate a hands-off approach by the Congress. Now how do you 
respond to that admonition? 

Mr. MEDINE. Well, we do believe that electronic commerce pro- 
vides some tremendous opportunities, and we really are at a cross- 
roads right now as to whether this marketplace wiU develop or not. 
What we've heard from consumers through surveys and through 
our workshops is that they are very concerned about their privacy 
online, and many consumers are reluctant to shop online and don't 
even go online because of privacy concerns. 

So the question is how do you protect that privacy online? The 
approach that we've taken in response to industry's request, is to 
encourage self-regulation, to facilitate and provide fonuns in which 
all interested parties are able to sit at the same table and discuss 
these important issues. We think that industry self-regulation can 
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provide tremendous flexibility, can adapt to changing technology, 
and limit the use of government resources in trying to accomplish 
these ends. But self-regulation has to be effective to provide these 
protections or this marketplace will not floiuish. 

That's the reason why this month we are survejang 1,200 web 
sites to get a sense, after 3 years of working with industry to try 
to facilitate an awareness of this issue, whether it has taken hold 
and whether companies are providing consumers adequate disclo- 
sures of privacy policies, and when we report to the Congress in 
June on this we will have a sense of whether that has worked or 
not. 

Mr. COBLE. Mr. Medine, will you elaborate on the FTC public 
workshops' efforts to educate parents on the dangers of having 
their children's information on the Internet. Bring us up to speed 
on that. 

Mr. MEDINE. I would be happy to. The Commission has histori- 
cally devoted special attention to protecting children in commerce. 
The Internet provides an unprecedented ability not only to give in- 
formation to children, but to gather information from children 
without the intervention of their parents, and that raises special 
concerns for the Federal Trade Commission because of the possible 
misuse of that information by pedophiles and others. 

So we have devoted a lot of attention in our public workshops to 
highlighting the extent to which technology can protect children. 
But, we have also issued a staff opinion letter stating that the Fed- 
eral Trade Commission Act does apply to the collection and dis- 
tribution of information from children on the Internet in two par- 
ticular ways. 

First, if information is gathered from young children and there 
is not adequate disclosure of how that information is going to be 
used and why that information is being collected, we believe that 
to be a deceptive trade practice imder current law. 

We also believe that if information is gathered from children for 
distribution to third parties that poses a special risk to the child 
and that parental consent is required in that instfmce before the 
information is distributed to third parties, and failure to obtain pa- 
rental consent is an unfair trade practice under the Federal Trade 
Commission Act. 

We also have encouraged industry efforts to provide further pro- 
tections and notice to children, but we believe there is a base legal 
authority that currently applies to the very sensitive issue of gath- 
ering information from children on the Internet. 

Mr. COBLE. Thank you, Mr. Medine. 
The gentleman from Massachusetts, Mr. Frank. 
Mr. FRANK. Well let me begin with that, and, first, I want to 

thank the witnesses for helping us in this. You said there is a basic 
legal authority that covers this, and would you elaborate on that. 

Mr. MEDINE. It has not yet been tested in court, but the staff has 
issued an opinion that the Federal Trade Commission Act's decep- 
tion and unfairness authorities do apply in particular to the gath- 
ering of information from young children. 

Mr. FRANK. And the unfairness aspect of it? 
Mr. MEDINE. Unfairness looks primarily toweu-d injury that can't 

be easily avoided, and we believe that gathering information from 

59-933 00-2 
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children on the Internet when it's being distributed to third parties 
presents a special risk to children and that it is an unfair trade 
practice unless parental consent is obtained. 

Mr. FRANK. IS there an effort to find an appropriate test case 
going on? 

Mr. MEDINE. We are currently investigating online firms for their 
practices regarding collection of information ft-om children and do 
expect enforcement actions in this area in the future. 

Mr. FRANK. The reason I ask is that I would think as we begin 
to look for areas where we could act that would be one where we 
have run into this situation. This would be one where we will get 
a lot of fake reasons, and fake reasons play a very important role 
in the legislative process. Fake reasons are what you put forward 
when you don't think your real reason will stand the light of day, 
and it often happens in legislative debates. People will express rea- 
sons why something shouldn't be passed, it is unnecessary, it's con- 
fusing, it doesn't go far enough or it goes too far. I expect that if 
we were to try to legislate protection for children we would hear 
from a lot of businesses that now make money fi-om this informa- 
tion from children and we would hear a lot of their fake reasons, 
and their real reason would be they want to continue to make 
money off children. 

I think that's an area where well be legislating. So 111 be inter- 
ested to see what your result is. But I would also say people who 
might be inclined vigorously to contest your enforcement efforts on 
the grounds that you don't have sufficient statutory authority 
should be aware that they will be helping us make the case for a 
more explicit statutory authority. So people should understand 
that. I'm glad that you're planning to go ahead, and if your efforts 
should be frustrated by some legal interpretation, then we are talk- 
ing about our statutory right. 

In fact, let me ask all of the witnesses. One of the things we hear 
from the private business community is, oh, don't worry, we can do 
self-regulation. I take fi-om you, Mr. Medine, because you are talk- 
ing about proceeding legally, you obviously do not accept that argu- 
ment; is that correct? 

Mr. MEDINE. Well, I think there are two issues there. I mean 
there are always going to be firms that don't comply with the law, 
and that's when enforcement actions are appropriate. But the ques- 
tion is whether the bulk of industry is voluntarily providing protec- 
tions to consumers. 

Mr. FRANK. You said complying with the law, but self-regulation 
I assume means there is no law. I mean the argiunent for self-regu- 
lation is we're here in a new medium, tmd we have people sa)dng 
we don't need any laws, we are the good citizens of cyberspace. 
This is a Lockean state of nature and not a Hobbesian one. We all 
get along and everybody is going to be fine and wonderful and well 
respect each other's rights. Maybe it's even Rousseauean. Locke 
would require too much government. I take it you are implicitly re- 
jecting that sashing we do need some law. 

Now I think there are two obvious questions. One is do you need 
any law at all. There is nobody here but us well-motivated anar- 
chists who say you don't need any law at all. Then there is a sec- 
ond-level question which is given the basic legal structuire how in- 
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tensive an enforcement effort do you need, and that's when I think 
the question about voluntary compliance or not would come in. 

But I woiild hope that we would have some agreement that this 
notion that we don't need any law just doesn't work, and that if 
you have the law we would then hope that most people would com- 
ply voluntarily. That's the way we tend to prefer law enforcement. 

Mr. MEDINE. Well I think the question is where does the law cur- 
rently begin suid end? I think, following up on Becky Burr's com- 
ments, FTC's authority primarily in the adult area relates to decep- 
tion, which is a firm states how they are going to be using informa- 
tion; we can enforce that by bringing an action. What we can't 
mandate is a firm stating their privacy policies. They have to do 
that voluntarily. 

Mr. FRANK. Right. 
Mr. MEDINE. SO that's where industry self-regulation comes in. 
Mr. FRANK. I think obviously we can deal with deception under 

existing law. It's sometimes hard to prove. And children is obvi- 
ously a separate case where they give up their own information, 
and you can say with regard to underage people they need protec- 
tion. 

I guess the thing we have to address is people who give informa- 
tion voluntarily, adults, for one purpose, and then find that it used 
for another. Is there £iny law on that or is that now wide open for 
people to do what they want? 

Mr. MEDINE. Well again that's the issue of whether firms are vol- 
untarily telling consumers how they're going to use the data. If 
they say we will use it to fulfill your order and for no other pur- 
pose, and they don't honor that, then that's deceptive. 

Mr. FRANK. Most people don't think to ask. 
I would ask for another couple of minutes, Mr. Chairman. 
Mr. COBLE. Without objection. 
Mr. FRANK. I think, you know, most of us when we're buying 

something don't stop and think to ask now what else are you going 
to use this for. I mean I agree if they tell you one thing and violate 
it that's a different story. And if they say to you, by the way, we're 
going to take this information and sell it to people who will forever 
{tfter call you up at dinner time and harass you, then I might not 
buy it. So I think most of these fall into the category of people who 
get the information from you, and I think most people assume that 
it's only going to be for this purpose, but it's for another purpose. 
Is there any law in that area? 

Mr. MEDINE. There isn't, and that's where we're looking for self- 
regulation. That's why we're surveying web sites to see what per- 
centage are voluntarily providing consumers information about 
their practices, and again we will report to Congress on June 1st 
about that. 

Mr. FRANK. Well let me ask you, I mean why shouldn't we do 
this self-regulation. If I'm self-regulating how is the law going to 
hurt me? "The law doesn't hurt me if I'm self-regulating. It just tells 
me I should do what I'm already doing. 

Mr. MEDINE. Well you'll have to take that up with industry. Our 
approach has been to try to  

Mr. FRANK. Well have to take it up with who? With industry, no. 
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Mr. MEDINE. I mean our view has been let's give indiastry a 
chance to do all that voluntarily without the need for a law press- 
ing them on that. 

Mr. FRANK. Why? Excuse me, why? What is this, like law is some 
bad thing? You know, laws properly enforced don't walk around 
and bite people. If the law says you should not take information 
from people without telling them you're going to use it for another 
purpose and they use it for another purpose, who is that law hurt- 
ing? 

Mr. MEDINE. Well I think the concern has been that laws can 
somehow, depending on how they're drafted, confine the develop- 
ment of an industry, be technology specific and not allow for new 
technologies to be developed. There is tremendous change going on. 

Mr. FRANK. Those are all those fake reasons I'm talking about. 
You know, they tell us that because they really want to keep going. 
By the way, I don't mean to get into a turf battle here, but they're 
more worried about how you enforce them than how we draft them 
has been my experience. 

Let me just ask, finally, if there is a compendium, if anybody has 
done one and, if not, I would uj-ge. Ambassador, and I think you're 
the highest ranking Executive Branch official here, could we ask 
for a kind of compendium on what the law now is maybe working 
interdepartmentally through Justice. I think it would be very help- 
ful for this subcommittee. If by the end of this session for next 
year, and I mean I'm not looking for something instantly, but after 
we adjourn for the year and have gone home and we've stopped 
{)estering you, if we could have an interdepartmental effort tnat 
aid out the state of the law on this subject matter I think that 

would be a very useful jumping off point for us for next year, Mr. 
Chairman. 

I thank you for the extra time. 
Mr. AARON. We would be happy to arrange that. 0MB actually 

has prepared such a document a year ago, and we can make sure 
that it's updated. 

Mr. FRANK. Yes, if they could because obviously things are 
changing and if it could be passed around. Do they get input fi"om 
all the other departmental agencies? 

Mr. AARON. Oh, yes. 
Mr. FRANK. And I assume from the regulatory agencies as well. 
Mr. AARON. They make sure that we are involved. 
Mr. FRANK. Did they release that document? I don't know if 

we've seen it. 
Mr. AARON. I'm sorry? 
Mr. FRANK. Have they released that document? 
Mr. AARON. Yes. I understand that was circulated a year ago or 

produced and made public a year ago. 
Mr. FRANK. Made public a year ago. 
Mr. AARON. Yes, and Justice was involved also. 
Mr. COBLE. I thank the gentleman. 
The gentleman fi"om Virginia, Mr. Goodlatte is recognized for 5 

minutes. 
Mr. GOODLATTE. Thank you, Mr. Chairman. 
Ambassador Aaron, welcome. I would like to commend you on 

your efforts to promote electronic commerce and protect individual 
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privacy. It's something that is of great concern to me and I think 
vitally important to see the Internet reach its full potential. 

As you know, I have introduced legislation that is designed to 
make sure that one of the primary tools for protecting privacy and 
promoting electronic commerce is available to all law-abiding citi- 
zens, and that is the use of strong encryption, and it would be my 
interest in hearing your comments on the efforts that have been 
pursued in the Congress and in the Administration to reach an 
agreement on the most effective way to do that. 

I know that there are certain law enforcement concerns about 
encryption being used by those who are not law-abiding citizens 
who want to cover up their own activities, and the FBI and others 
have some concerns about that which I share with them. However, 
I do not share the solution that they have put forward which is to 
require every law-abiding citizen to put the key to their software 
programs in a location where law enforcement can access it without 
their knowledge. 

This is a massive erosion of the Fourth Amendment privacy 
rights of United States citizens, and it would be exceedingly harm- 
ful to the software industry in the United States which would effec- 
tively have their packaging labeled with a different standard than 
the foreign competition that is out there in more than 20 countries 
around the world today. Ultimately the effect of that will be to 
stunt, as the current export control policy of the Administration is 
doing, the growing use of strong encryption in advancing the Inter- 
net for all means of electronic commerce, protecting credit cards, 
medical records, copyrighted material, industrial trade secrets and 
?rotecting the infrastructure of our country, whether it be the New 

ork Stock Exchange or a nuclear power plant. 
Encryption serves vital functions, and I'm concerned that this 

Administration's policy is retarding the growth and use of 
encryption, and that certainly is the consensus opinion of not only 
the software and hardware computer industries, but also of the 
business community in general because my legislation has been en- 
dorsed by the U.S. Chamber of Commerce, the National Association 
of Manufacturers and a number of other respected organizations 
that are concerned about having electronic commerce grow on the 
Internet. 

Would you respond to that. 
Mr. AARON. I think it's important to recognize that the Adminis- 

tration's encryption policy is not designed to require every Amer- 
ican to place a key to their encryption in the hands of either the 
government or a third party. 

Mr. GooDLATTE. But in order to get an export control license you 
have to come forward with a key recovery plan in order to export 
the product, and the Internet being an international function it is 
not feasible to have domestic enciyption. There is no law against 
the domestic use of encryption today, you are correct about that. 
But if you're going to use something in your New York and San 
Francisco offices and also in your London, Paris and Tokyo offices 
you've got to be able to export that encryption in order to utilize 
it, and our policy seems to very much retau-d that. 

Mr. AARON. The policy on export controls is designed to encour- 
age the development and sale of key recoverable encryption around 
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the world, including in the United States. It does not require it. As 
you pointed out, there are no requirements within the United 
States that kind of encryption is to be used by American citizens. 
But the export controls do require that above a certain strength ex- 
ported encryption software would be sold abroad, is required to 
have key recovery features at least by the end of this year, and for 
even stronger encryption it's required now. 

Mr. GooDLATTE. Isn't that effectively mandating a key recovery 
system for the United States? It may not be the actual law, but the 
effect of having export controls is to create domestic controls. 

Mr. AARON. I've always been a little baffled by that concern be- 
cause we have the largest [by far] Internet computer information 
technology market in the world. Within the United States, we have 
a fair number of very powerful, in fact virtually unbreakable 
encryption programs that are for seile within the United States. I 
can't say, despite all the attention by industry, that the export con- 
trol laws are what are holding back the promise of encryption. 

I believe most people who have analyzed this with some expertise 
believe that what is holding back encryption and its more wide- 
spread use within the United States is in fact the absence of appro- 
priate certificate authorities and authenticating bodies that enable 
people who are communicating with encrypted names from know- 
ing who the person is they're communicating with. 

Mr. GrOODLATTE. Well that's obviously not the focus of the indus- 
try because they have placed great emphasis on changing the ex- 
port control laws, and obviously they feel that they have been hin- 
dered in their ability to compete. 

I'm also aware of the fact that you have been engaged in negotia- 
tions with other countries around the world in an effort to get them 
to adopt similar standards to those standards of the United States, 
not a market-driven policy, but a governmental policy, and it's my 
understanding that those efforts have been lacking in success, 
which indicates again to me that this policy of trying to use export 
control laws to guide the market with regard to the use of 
encryption is not going to work. It's failing. 

Mr. AARON. I wouldn't agree with that assessment, Mr. Good- 
latte. My experience in discussing these matters with foreign gov- 
ernments is that two things are underway. First of all, foreign gov- 
ernments are making their own policies, the Canadian Govern- 
ment, the Swedish Government, the British Government and the 
French Government. The French have made their policy, and the 
other three governments are in the process of making their policies. 
They are all trying to come to the same point that we're trying to 
reach here in the United States, which is how to badance the need 
for strong encryption against the requirements of law enforcement. 

I think it's extremely important to recognize that if we go for- 
ward with technologies that do not permit law enforcement to con- 
tinue to conduct electronic surveillance this will have a powerful 
impact on the ability of law enforcement to carry out its respon- 
sibilities. Understandably all markets are quite concerned about 
the impact on an enforcement, and every government is going 
through the same difficult task of balancing these issues. As you 
point out the law enforcement community does have a deep concern 
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here and their interests are quite different than that of the busi- 
ness community in some very specific sectors. 

I think that there is a possibihty (with good will on both sides) 
to find middle ground so that we can have strong encryption for all 
the purposes that are necessary to protect privacy and at the same 
time not give a blank check to criminal elements in our society. 

Mr. GOODLATTE. Well, Ambassador Aaron, my time has expired. 
Mr. Chairman, I would ask unanimous consent for a couple of 

additional minutes. 
Mr. COBLE. Without objection. 
Mr. GoODLATTE. I hope you are right about that. I share law en- 

forcement's concern, as you say, but I do not share the solution 
that they have offered because I don't think it's workable. It is 
clear that those who are dedicated to acquiring encryption to mis- 
use it already have access to it. The Cali Cartel is known to have 
software engineers who write and create encryption programs. You 
can download encryption off the Internet, and you can buy it from 
more than 20 foreign countries right now. You mentioned four that 
are in various stages of considering the issue, but there are nearly 
200 nations around the world, and access to encryption for those 
who are bent on violating the law is very easy. It's not like your 
standard export control product, like a bomb or a jet or a main- 
frame computer where there are few manufacturers and there are 
a few known recipients of these, and the funnel through our export 
process can be fairly effective at restricting access to these things. 

Here we're talking about an idea, mathematical algorithms, little 
I's and O's going through wires. Every day there are individuals 
who violate the export control laws of the United States without 
their knowledge by sending encrypted material between this coun- 
try and other countries, and to use those laws for this purpose I 
think is totally ineffective. I think most other nations around the 
world are recognizing that. 

Mr. Chairman, with your permission I would like submit for the 
record two articles from the New York Times, one dated October 9, 
1997, which is entitled "Europeans Reject U.S. Plan on Electronic 
Cryptography," which talks about a meeting of the European Com- 
mission that had rejected the proposals by the United States aimed 
at ensuring that police agencies can crack coded messages over 
telephone and computer networks, and more recently a February 9, 
1998 New York Times article entitled "Support for Encryption is 
Less than U.S. Claims Study Says," and it starts out 'The Clinton 
Administration is losing its battle to increase international controls 
over how reliably computer data c£ui be scrambled to ensure pri- 
vacy according to reports scheduled to be released Monday by an 
independent research group." 

This report goes on to quote individuals who say "I don't see any 
clear consensus out there in the world. I think the governments are 
equally divided on the issues and are not likely to try and follow 
the U.S. in trying to go down the path of the U.S. in the key recov- 
ery scheme." 

Mr. Chairman, if these could be made a part of the record I 
would appreciate it. 

Mr. COBLE. Without objection they will be indeed made a part of 
the record. 
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Mr. GOODLATTE. Thank you. Ambassador Aaron. 
[The information referred to follows:) 

CyberTimes ft'N^B^Afe-* 

February 9.1998 

Support for Encryption Is Less 
Than U.S. Claims, Study Says 
By JERI CLAUSING ooBi 

WASmNCiTON - The Clinton adniini.slration is losing its battle to 
increase International controls over how reliably computer data can be 
scrambled to insure privacy, according to a report scheduled to be 

released Monday by an independent research group. 

Is It About rrivacy or Security? 

The administration has been lobbying members    
ut'the European Union and other industrialized   The Encryption Debate: 
nations to back its efforts to place contmls on 
"strong cncTyption," a technology for 
scrambling data so effectively thai the code 
caxinot be broken and the content cannot be 
deciphered without a digital key^ 

Data eacryptins is used incn:asii\gly to protect 
the privacy of (inancial transactions, medical 
rccord.s and busin«5s.s communications. The 
administration wants the ability to descramble 
all encrypted nie!<sages to keep labs on 
criffiinais. 

In a report .scheduled to be relcAscd Monday, the Electronic Privacy 
Tnfnrmation Center, a Washington-based research group, says thai its survey of 
243 governments showed that the Unilcd States is virtually the only 
democratic, industrialized nation seeking domestic regulation of strong 
encryption. 

Go Co Fpnim 
R«lat«ii Articlci 
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'llwt findioe diractly coniradicts the Clinton 
•dministratioo's assertion in congressional liearings that 
it has (he support of most nations on dtis issue. 

David Sobel. who directed the study by the research 
group for the Qlobal Internet T,ibertv pampaiyn. a 
civil-Iibctties advocacy group, said of the 
Bdministration: "They nulcc the claim that other 
countries are accepting (he U.S. position on this, then in 
an attenmt to make (hat a reality, our government 
launched a worldwide lobbying campaign on 
encryption policy." 

William Reinsch, the undersecretary for export 
administration in the U.S. Commerce Department, 
denied that the study contradicted the administration's 
assertions. 

"Ail the administration has ever said is that there are 
more countries that go futher than we do," he said. 
"The study confirms that. Aod what I've gone on to say 
is that in tallis vvilh otlier countries, they arc moving in 
our direction. 1 don't think the study itself does anything 
to contradict that." 

The report comes as Congress prepares to renew what 
has become a contentious debate on encryption policy. 
Currently, the United Stales controls only the export of 
strong encryption. But the administration is pusiiing for 
a system thai would give a third party a set of spare 
keys to all scrambled data so thai law enforcement 
agencies could gain eas^ access tii otherwise 
uncrackable computer files. The Federal Bureau of 
Investigation is pushing for a mandatory key recovery 
system that would guaruniec the agency "immediate" 
access to the communications and data of suspected 
criminals. 

Key recovery, as .such systems are known, is opposed 
by virtually everyone outside of law cnforx:erDent 
ai^encics, including groups as diverse as the American 
Civil Liberties Union and the National Rille 
A.ssociation. Opponent.s argue that such systems would 
be analogous to being required to leave copies of your 
letters at the post office in case .some day you were 
suspected of committing a crime. 

The survey, based on direct questioning of officials in 
more than 200 nations and territories, found thai in the 
"vast majority of countries, eryptngraphy may be freely 
used, manufactured, and sold without restriction," 
according to the report. 

'This is true for both leading industrial countries and for 
countries in emerging markets," Ihc report says. "We 
also noted that recent trends in international taw and 
policy suggest greater relaxation in controls on 
cryptogrqshy. llierc are a small number of countries 
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cryptography. Tbcir arc a small number of countries 
where stioas domestic controls on the use of 
cryptography arc in place. These include Belarus. 
China, Israel, Pakistan, Russia, and Singapore. There 
are an even smaller number of countries that are 
cunently considering the adoption of ne;w controls. 
These include India, South Korea and the United 
States." 

The report calls the policies of the United Stales "most 
surprising, given the fkct that virtually all of the other 
democratic, industrial nations have few if any controls 
on the use of crypUigraphy." 

It goes on to obeserve that the administration's position 
"may be explained, in part, by the dominant role that 
state security agencies in tlie U.S. hold in the 
devclopmeni nt eacryptivn policy." 

France is a notable exception to the international trend, 
having one of the most restrictive encryption control 
policies in the world. But the movement there hsa been 
toward easing those controls, according lo the report. 

'.      '  . T.ast August, Industry Ministtsr Christian Pierrel said 
that Fnmcc would liberalize its cncrypUon policies to 

"allow French companies to fully enter the market of electronic commerce 
currently dominated by U.S. companies." 

Sobel said that the study was conducted, in part, "to test the administration's 
representations about the state of play around the world on this issues, because 
they have been pretty outspoken in congressional hearings ill claiming that the 
U.S. policy is in line with what other governments are inclined to do wiih 
respect the encryption issues." 

Rcinsch defended those claims. "What we are finding in talks with government 
afler government is a recognition of the need to create key management 
infrastructure," be said. 

Lynn McNulty, a retired associated director for computer security at Ihc 
National Institute for Standards and Technology who now is director of 
government affairs for the RSA Data Security, a developer of commercial 
encryption solYware, said he was not surprised by the survey's tmdings. 

"I don't sec any clear consensus out there in the world," McNulty said. "1 think 
the governments are equally divided on this i.s.sues and are not likely lo try and 
follow the U.S. in trying to go dowu the path of the U.S. in the key recovery 
scheme." 

Related Sites 
Follnwing are links lo the external Web sites menticxuui in this anicic These sites arc not part 
of The New York Times on the Weh, and The Times lias no control over their content or 
availability. When yuu have Tinished visiting any of these sites, you will be able to rclum to 
this page by clicking on your Web bmwiici's "Back' button or icon until this pu^ reappean. 

Electronic Privacy Information Center 
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Oelobcr 9,1997 

Europeans Reject U.S. Plan on Electronic 
Cryptography 
Hy EDMUND L. ANDREWS 

FRANKFURT — The European Commission has rejected proposals by the 
United States aimed at insuring thai police agencies can crack coded 
messages over telephone and computer networks. 

In a lengthy report released Wednesday, the European 
Commission said the American approach could 
threaten privacy and stifle Ihc growth of electronic 
coTnmcrce and that it might simply be inefFectivc. 

The report appeam lo all but doom efforts by the [g?jg'IKKjI.^^TBTi5&j!'ja 
Clinton Administration and the Federal Bureau of Investigation to establish a 
global system in which people who use cryptography would have lo deposit a 
"liey" for unlocking their codes with an independent ouLside organization. As 
envisioned, the police or intelligence agents would be able to use this key once 
(hey got court approval to cany out a wiretap. The pliin has been vigorously 
opposed by the computer industry, which fears that it would jeopardize sales lo 
foreign customers. 

Because of the Internet's borderless nature, American officials have long 
acknowledged that their plan is workable only if most other countries adopt 
similar systems. If not, people could simply route their communications 
through countries with no restrictioiis. 

The White House had already run into heavy opposition from civil rights 
groups, the computer industry and Congressional Republicans. And earlier this 
year, the United States failed to muster any support for its plan from the 
Organisation for Econgnyc Co-operation and DcvclopmenL a consortium 
backed by more than 40 countries. 

But the European Commission's blunt opposition, reported Wednesday in The 
Wall Street Journal, v/ent considerably niitbcr, raising a slew of objections to 
"key recovery" and "key escrow" systems. Among them were these: 

• Hackers could find new ways to breach security. "Inevitably, any key 
access scheme introduces additional ways to break into a cryptographic 
system," the report said. 

• The systems could weaken European data-privacy laws. "Any regulation 
hindering the use ofencryptinn products," the report said, "hinders the 
secure and free flow of personal mformatjon." 

• Hven with a "key escrow" or "key recovery" system, criminaLs carmot be 
entirely prevented from using .suong encryption. 
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MoTc broadly, the European ComniisMOn said, any kind of key-hascd systenn 
could jeupardize the rise of electronic comniercc. 

"If citizens and companies have to fear that their communication and 
Inmsactions are roonitoted with the help of key access or sioiilar schemes," the 
report said, "they may prefer remaining in the anonymous off-line world." 

American officials did not diseuisc Iheir   
disappointment, and challenged the Europeans   Xhe Encryption Debate: 
to come up with better alternatives. 

If It About Privacy or Security? 
"1 am a tittle surprised," said William Rcinsch, 
Deputy Secretary of Commerce in charge of 
export administralion. "My question to the 
European Commission is, where do they think 
the niarket is going? Our sense is that 
corporations engaged in electronic commerce 
want key recovery in some form, because ihey 
want to recover tlieir own records and to lUhltd Artfc!ei 
monitor their own employees."   

Beyond high-minded policy issues, European ofGcials quietly acknowledge that 
they have political and economic concerns. For one thiog, sevcra.! countries do 
not like the idea of deferring to an American system that might allow American 
companies to dominate the next gciKiation of security producUs. 

The German Government, meanwhile, is worried that American authorities 
might have improper access to data on Cierman users — possibly violating 
Germany's tough new laws on data protection. 

But the European Union is far from united. Britain has generally sided with the 
United Stales in supporting an international system for regulating data 
cneryptioB, 

Indeed, the European Commission remained vague about what alternatives lo 
the American system it might actually favor, nor docs the report attempt to 
block member countries from setting up Vey-based systems if they wanl (o. 

American computer and sonwarc companies greeted Ihe European pitlicy 
declaration as a victory. 

"Even tlie hard-line Governments, the U.S. and the United Kingdom, have said 
thai any cryptography restrictiotis have to be intemalionally coordinated 
because otherwise you can just download material from another country." said 
Chris K.uner, a lawyer in Frankfiirt who represents Netscape Communications 
and other networking companies in Europe. 

"This shows that Europe does not agree with the idea of mandatory key 
recovery. This idea that that is the only patsiblc regulatory ihunework for the 
world has been clearly rejected." 

Retetcd Site 
'llie following link will lake ynu to • lite that is not part of The New York Times OD the Web, 
and The Timei has no coatrol over its conlcni iir availiblllly. When you have Finished visiting 
this aite, you will be able to PLlurn to Ihii page by clicking on your Web browter's "Back" 



41 

Mr. COBLE. The gentleman's time has expired. 
The gentleman from Massachusetts, Mr. Delahunt. 
Mr. FRANK. Mr. Chairman, if I could just briefly. I did want to 

make clear, as people are looking at the witnesses and might have 
a question, that my staff did call some of the business enterprises 
that are in the business of buying and selling some of this informa- 
tion, and they declined to comment. So I did want to say we did 
ask some of those whose business practices we are implicitly criti- 
cizing to come, and as of now they decided they didn't want to. So 
if there is a one sidedness there we did try to avoid that. 

Mr. COBLE. SO noted. 
The gentleman from Massachusetts, Mr. Delahunt is recognized 

for 5 minutes. 
Mr. DELAHUNT. Thank you, Mr. Chairman. 
I think I would like to give Ambassador Aaron an opportunity to 

respond to my colleague from Virginia's remarks and observations. 
I should also add that I share in many respects those observations 
just made by Representative Goodlatte. 

Mr. AARON. Thank you very much. I appreciate the opportunity 
to do so. I think it is a false distinction to say that if you cannot 
have perfection in controlling encryption you shouldn't do it at all. 
I don't think our law enforcement authorities believe that they're 
going to keep encryption out of the hands of the most sophisticated 
terrorists and criminals like the Cali Cartel, but there is a world 
of difference between this and a situation where common people 
have access to secure communications. They've had access to secure 
communications for decades. They've had safe houses and couriers 
and other means to communicate. But that's a world of difference 
between every malcontent, every would-be terrorist bomb-maker, 
every common criminal, every drug-pusher hanging around on the 
comer and  

Mr. DELAHUNT. I think that  
Mr. AARON. May I please complete my comment. 
Mr. DELAHUNT. Sure. 
Mr. AARON. It's a world of difference when all of them are crypto 

geniuses by just pushing a button on either a computer or a tele- 
phone. I think that this is the nightmare that the FBI faces, and 
this is a fundamental decision that perhaps the Congress is going 
to have to make. We will have to decide whether we are going to 
allow the FBI to no longer have any ability to intercept commu- 
nications or for that matter to recover stored data in files that's 
encrypted. Are we going to say they're just going to have to live 
with that kind of constraint? And if our decision is that, no, that 
isn't the right thing to do, then we've got to find an answer. Now 
the Administration has proposed an answer. Industry, I might add, 
despite the expressions of sympathy for this situation, has not pro- 
posed an answer. 

So, again, I'm pleading here for a little effort to find common 
ground. I'm just deeply distressed that the issue is so terribly po- 
larized, and I don't think it's very helpful to our national security, 
nor the advance of our industry, to have each side completely re- 
jecting the interests of the other. 

I guess my plea here would be if we're going to have a real dis- 
cussion about encryption on the Hill that we try to do it fi-om the 
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standpoint of really trying to serve both interests. They are very 
difficult to reconcile, but in my judgment it's a reconciliation that 
really needs to take place. 

Mr. DELAHUNT. Again, with all due respect. Ambassador, I have, 
you know, listened and heard my colleague from Virginia address 
this issue, and I for one feel strongly that he has made a prodigious 
effort to find the middle ground, if you will. I don't know what the 
status of his efforts are at this particular point in time, but I think, 
and this is the concern that I share, that in the real world today 
you have the ability to have such ready access to any kind of 
encryption. Again he made reference to the fact that it could be 
just simply downloaded on the Internet and end up in the hands 
of a terrorist from any part of the world. You know, simply getting 
on a plane and arriving in New York and going to Computer World, 
where it's on shelf and have the availability there and getting back 
on the plane. I mean this is how someone who if they are dedicated 
and intent on acquiring that technology, it is so readily available 
that our policy right now I don't think in any way deters that kind 
of an individual, that kind of organization from securing it. 

Mr. AARON. I agree with you. 
Mr. DELAHUNT. That's the problem. 
Mr. AARON. NO, I agree with you, and I don't think there is a so- 

lution for that kind of situation. 
Mr. DELAHUNT. But what we do simultaneously is hurt our 

own  
Mr. AARON. I don't think that's the issue that law enforcement 

is concerned about. I think the issue that law enforcement is con- 
cerned about is to have it in the hands of virtually anybody who 
has some malevolent designs and who is not a crypto genius and 
who doesn't have the resources to go to this place and that place. 

I'm struck by the fact that we are constantly talking about how 
cryptography is so readily available, but the fact of the matter is 
it really isn't that widely used. Now there are reasons for that, and 
it's not export controls. The reason is that it's not very user friend- 
ly. We've heard for three or 4 years that the horse is out of the 
bam. Well the best that I could say from having worked on this 
now for more than a year is that I don't even think the beta ver- 
sion of the horse is out of the bam. I think that you have some 
encryption out there that is not saleable, you cannot use it widely, 
it's not user friendly, you can't just attach it to your phone, and you 
can't just put it into your computer and then communicate with 
anybody in the world in an encrypted way. You can't do that. The 
systems really don't exist yet. We still have time to try to reach a 
decision whether anybody who has criminal interests is going to be 
able to use this with no possibility of law enforcement ever having 
any access to it. 

I cannot stress enough that the reason law enforcement officials 
are so concerned about this is not because they're blind or don't un- 
derstemd or don't get it. They get it fine. They get the fact that the 
interception of communications under court order and the ability to 
seize files and read them under court order is vital to their law en- 
forcement function, and they see the possibility that this tech- 
nology will make that impossible. 
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We really need to think through if we're going to go down the 
road of saying, "well it's just too hard, it's too difficult because it's 
too important to industry, so therefore let's just have strong 
encrjTJtion for everybody," and we'll just leave it at that. We will 
really have to think through how our law enforcement in this coun- 
try, and for that matter in the world, is going to function because 
it's going to be a very difficult proposition. And if we haven't 
thought that through, then maybe we ought to just take a little 
time to see if there isn't some compromise that's possible between 
the interests of law enforcement and industry. 

Mr. DELAHUNT. Mr. Chairman, my time has expired. Thank you. 
Mr. COBLE. If you have another question go ahead. 
Mr. DELAHUNT. I do have several other questions. 
Mr. COBLE. We'll do this family style this morning and give a 

long leash on time. 
Mr. DELAHUNT. Well 111 be brief in those. 
You know, we're talking again about self-regulation and the cur- 

rent status of the law, and I guess I would direct this to Mr. 
Medine and also to Ambassador Aaron. What kind of complaints 
are you getting? I mean what is the extent—has there been any 
analysis or review—of the problem? I mesm there is a problem pre- 
sumably because we're here, but what is the extent of it, and why 
don't you provide us with any empirical data that you might have 
available and an anecdote or two if you can do it concisely. 

Mr. MEDINE. Actually what I think is unique about this hearing 
and unique about the Federal Trade Commission's efforts in this 
area has been that we've been acting before a problem arises to try 
to address consumer concerns in advance. We're trying to create a 
marketplace where consumers have confidence and £u-e interested 
in shopping. So we don't have the horror stories yet, and that gives 
us the opportunity, as new systems are being developed to inte- 
grate privacy protection before those horror stories occur and we 
have to just respond to those accounts. 

What we do have is survey data that shows that consumers are 
very concerned, increasingly concerned about their privacy online, 
that they are staying away firom this marketplace, and that's a sig- 
nificant trend because if consumers stay away, this marketplace 
will not develop and reach its full potential. So what we're trying 
to do is to encourage an awareness of this issue with industry 
members so that they can respond voluntarily. 

Mr. DELAHUNT. So you're saying there is no measiu-able problem 
at this point in time? 

Mr. MEDINE. I think that's basically right because, first of all, 
consumers oftentimes don't know if their privacy has been invaded 
because they don't know some of the subsequent uses of their data. 

Mr. DELAHUNT. Given the question posed by Mr. Frank in terms 
of information being provided unbeknownst to the consumer. 

Mr. MEDINE. That's right, they may not know. If they get a cata- 
log in the mail or if they get contacted they may not know. 

Mr. DELAHUNT. What prompted, and I think you made reference 
to a group that has applied these IRSG principles, 14 companies 
and 3 credit card companies that are sitting down trying to work 
out a protocol, if you will. 



44 

Mr. MEDINE. What prompted that was an incident involving a 
service called Lexus-P-Trak which came to attention  

Mr. DELAHUNT. We're starting to get into the problems now, but 
go ahead. 

Mr. MEDINE (continuing]. Which first came to attention on the 
Internet as being a database that consumers were unaware of, not 
that there were necessarily identifiable problems so much as there 
was consumer concern that there was information about them 
available that they were not even aware existed, and databases ex- 
changing that information, and that concern went to the media and 
then to Congress, and Congress asked us to take a very close look 
at this industry. 

Mr. FRANK. Would the gentleman yield? 
Mr. DELAHUNT. Ill yield. 
Mr. FRANK. Was that the one with the Social Security numbers? 
Mr. MEDINE. Yes. 
Mr. FRANK. People's Social Security numbers showing up. 
Mr. MEDINE. Yes, Social Security numbers, mother's maiden 

name was at least alleged, and actually it turned out to be just 
your maiden name, and information about birth and location. So- 
cial Security numbers were certainly a primary motivation for that, 
and again that's why we were asked to do it. There are cases of 
identity theft, and they're very hard to tie in, a case of identity 
theft from the source of that information. So again it's hard some- 
times to tie in the injury to the invasion of privacy. 

Mr. DELAHUNT. At this point in time there is nothing, or is there, 
to prevent the exchange of this kind information other than indus- 
try private sector self-regulation? 

Mr. MEDINE. That is by and large the case. The way we look at 
it is that we have experience with the credit card market, and 
that's a situation that in 1968 and 1970 Congress enacted some 
protections for consumers on the use of credit cards, liability limits 
and billing dispute procedures, and that created a consumer con- 
fidence in the industry that allowed the credit card market to take 
off dramatically. By contrast the 900 number  

Mr. DELAHUNT. NOW we have three billion solicitations annually. 
Mr. MEDINE. Well, the contrast is the 900 number industry 

which started off very strong and was beset by fraud and sales feel 
off" dramatically because consumers lost confidence in that medium. 
We all carry credit cards in our wallet today and walk down the 
street because we have those Congressionally mandated protec- 
tions. Now the protections can come either from Congress or from 
the industry, but consumers need confidence in a marketplace for 
it to take off. We're really at the crossroads now of electronic com- 
merce taking off or not, and we think privacy protections are inte- 
gral to that. 

Mr. DELAHUNT. This will be my last question, Mr. Chairman, 
and I thank you for indulging me. 

Within your purview and your statutory authority the penalties 
or the sanctions that are available are all civil in nature. You 
would obviously have to refer I presume any criminal activity you 
discovered to the Department of Justice; is that correct? 

Mr. MEDINE. That's absolutely correct. 
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Mr. DELAHUNT. HOW many referrals in this whole privacy area 
have you made, if you have an idea? 

Mr. MEDINE. Well, again, our statutory authority is limited in 
the area of criminal sanctions. This area is limited. There have 
been a few instances in the Fair Credit Reporting context in which 
we have made criminal referrals to the Justice Department, and 
that is the place where we would make referrals because we lack 
criminal prosecution authority, but we would work with the De- 
pzulment or the U.S. Attorney's Office in prosecuting in that in- 
stance. 

Mr. DELAHUNT. In those really egregious cases I sense there is 
no deterrence out there whatsoever at this point in time because, 
you know, if you get away with it, fine. I mean so there is some 
sort of an injunction against unfair practices. Well, you know, who 
cares? 

Mr. MEDINE. Well we think that firms do pay attention to both 
the publicity associated with enforcement actions and to the fact 
that they would be subject to criminal or civil contempt for viola- 
tions of our orders, and there are provisions for providing redress 
and restitution. So there are a range of remedies that are available 
to us that I think can keep firms' privacy practices in line. 

Mr. DELAHUNT. Thank you, Mr. Chairman. 
Mr. COBLE. I thank the gentleman. 
The gentleman from California, Mr. Rogan. 
Mr. RoGAN. Thank you, Mr. Chairman, for calling this hearing. 

I thank Mr. Medine and Ambassador Aaron for joining us today. 
I appreciate your respective comments in your prepared and in 

your presented testimony relating to private efforts of industry 
being preferable to government regulation. I applaud that senti- 
ment. 

I'm especially mindful of what Ambassador Aaron talked about 
a few minutes ago when he spoke of the need to balance strong 
encryption against the needs of law enforcement. I think that dove- 
tails on what Mr. Medine said. Mr. Medine is absolutely right 
when he said that we are at a crossroads as to whether electronic 
commerce will really take off, and privacy concerns are integral to 
it. 

I don't want to turn this into a subcommittee hearing on 
encryption, but having listened to the comments here today from 
my colleague from Virginia, and mindful of our previous debate in 
the House, I can't help but think that there are a lot of other in- 
stances where that balancing act between the needs of law enforce- 
ment and an individual's right of privacy come into play. 

Thus, this balance relative to encryption is not a unique cir- 
cumstance. For instance, if two conspirators are walking down the 
street together and suddenly duck into a restaurant and go into a 
back room and have a conspiratorial conversation, I imagine that 
any law enforcement official would like to be able to tap into that 
conversation and be able to act upon it. But barring their foresight 
to have a bug planted in that room or some ability to electronically 
eavesdrop at the last moment there are just times when that desire 
is not available to act upon. There are remedies, of course. We 
could simply outlaw the concept of people walking down the street 
and ducking into a restaurant to talk; we could just bug every back 
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room and every table. But in the interest of liberty, we make a 
judgment call that such laws would not be appropriate. In fact, pro- 
cedurally we place a number of obstacles before law enforcement 
officials wishing to eavesdrop. 

I only raise this issue because in reviewing Ambassador Aaron's 
testimony, he presents many hopeful aspects, but the prospect for 
a hammer certainly is present. On the last page, quoting from the 
Ambassador's prepared testimony he said "We believe that private 
efforts of industry working in cooperation with consumer groups 
are preferable to government regulation, But if effective privacy 
protection cannot be provided in this way, we will reevaluate this 
policy." I know that based on your testimony that on July 1st a re- 
port is going to be prepared for the President relating to this sub- 
ject. 

Ambassador Aaron, or Mr. Medine, do you have any preliminary 
observations as to how industry might be faring in this regard 
prior to the publication of the July 1st report? 

Mr. AARON. Yes, I think I can comment at least in part on that. 
Let me just say in response to some of the earlier discussion here 
that we have never felt that self-regulation was the only tool for 
ensuring privacy. It's our feeling that it really has to be a combina- 
tion of measures that includes law, includes regulation and in- 
cludes self-regulation where it is more appropriate, efficient or cost- 
effective. 

Mr. ROGAN. If I may interrupt just for a moment so I may follow 
you. Certainly the assumption in that comment is that if the stand- 
ard that the Administration might like to see is not met, the other 
side of the scale begins to tip higher. 

Mr. AARON. Well I wouldn't put it in those terms, but I would 
say that different circumstances require different measures. For ex- 
ample, we have seen the validity and importance of law and regu- 
lation in certain sectors. As I indicated earlier, the sectors include 
telecommunications, medical information and genetic information, 
financial sector, and so forth. I just want to make it clear that 
we're not just saying that self-regulation is the only answer. 

It's really our judgment that the Internet, because it is so rapidly 
evolving and so multifaceted, that it is best to try to get the indus- 
try itself to embark on self-regulation. So far, to be frank, we are 
off to a slow start, but I think there is hope. There are some lead- 
ing companies who are seeking to bring together other companies 
to adopt self-regulatory regimes that would be consistent with the 
kinds of criteria which I enunciated in my presentation, and we be- 
lieve that by July 1 we should be in a position to report some sub- 
stantial progress in that area. 

I don't want to identify the companies. I want to let them go 
ahead and do their work. I think the picture is reasonable encour- 
aging at this point, but it has take significant encouragement on 
the part of Secretary Daley and others to get to this point and 
we're going to need to continue that dialogue with industry. 

I believe the Department has two different activities coming up. 
In May, the Department of Commerce is going to have a 2-day con- 
ference with industry, consumer groups and government officials to 
look at the issue of self-regulation and its enforcement and how ef- 
fective it can be in protecting privacy. We will follow up that con- 
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ference with meetings with industry and consumer groups in a va- 
riety of fashions prior to the July 1 deadUne. 

But as you point out, and I'm sorry I didn't get to that point be- 
cause my Httle red light had gone on, the Administration does be- 
lieve that private efforts of industry working in cooperation with 
consumer groups can be more effective and are preferable to gov- 
ernment regulation, but if effective privacy protection cannot be 
provided in this way, we will reevaluate this policy. 

Mr. ROGAN. Mr. Chairman, I see that my time has expired. 
Mr. COBLE. Well if you have another question or two you are wel- 

come to ask them. We're informal this morning. 
Mr. ROGAN. Actually I had promised my friend from Virginia I 

would yield a minute to him. So I wonder if the committee would 
indulge me so as not to make a liar out of me in his eyes. 

Mr. COBLE. Without objection. 
Mr. ROGAN. I yield to my colleague from Virginia. 
Mr. GOODLATTE. I thank the gentleman for jaelding, and I also 

thank the gentleman from Massachusetts for his comments. He is 
one of a number of former prosecutors who recognized the difficulty 
that law enforcement has in dealing with encryption as I do, but 
nonetheless understands the nature of this problem and that the 
solution is not to keep encryption out of the hands of the good guys 
who can use it to protect themselves. 

Ambassador Aaron, I just wanted to respond to a comment you 
made earlier asking if we wanted to have a situation where the 
FBI would no longer be able to use certain law enforcement tech- 
niques because of the existence of encryption, and I just want to 
dispute that. There is absolutely no question but that through both 
technological means and traditional law enforcement means there 
are a lot of other ways for law enforcement to address this problem. 
Will strong encryption be a problem for them? Absolutely. Whether 
my bill passes or not, it will be a significant problem for them, but 
they have the opportunity to work with the computer industry. 

One of the provisions that was put into this legislation and one 
of the committees that dealt with it was a center for law enforce- 
ment to work with the high-tech industry to come up with a means 
of looking at this. This is not new either. Certain aspects of the law 
enforcement and intelligence commimities have always engaged in 
that sort of activity to try to find the weak points in mathematical 
algorithms and use that. In addition, you have the opportunity to 
have undercover operations where somebody is given tne key to the 
encryption by getting inside of an organization. Sometimes people 
inadvertently give the key out to other people. 

You correctly noted that one of the problems in this whole area 
is the certificates of authority. How do you know whether the per- 
son you are communicating with is the person you think you're 
communicating with. There are a number of tools that law enforce- 
ment will have and will continue to use to deal with their lawful 
right under certain circumstances to intercept and decode commu- 
nications. 

So I don't want this issue to be at all polarized, and we are will- 
ing to look at a lot of different alternatives, but if one of those al- 
ternatives is the government mandating or even indirectly requir- 
ing certain activity of citizens that results in mandating, which is 
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what I believe our current export control laws effectively do, or 
having a key system where the gentleman from California correctly 
noted is the equivalent of the Congress requiring people to take the 
key to their home or their safe deposit box down to the police sta- 
tion and put it on deposit so that under certain circumstances the 
police can use it and come into their homes without their knowl- 
edge, that is a massive erosion of our Fourth Amendment rights 
and that's what we object to. Short of that there are a lot of things 
we can do and a lot of things we can and will in this legislation 
give to law enforcement to deal with the problem of encryption. 

I thank the gentleman for yielding. 
Mr. COBLE. I thank the gentleman. 
The gentleman from Indiana, Mr. Pease. 
Mr. PEASE. I thank the chairman and the members of the panel 

for being with us on this important subject, and I express my re- 
gret to the chairman and the members of the panel that multiple 
simultaneous duties have had me moving in and out, and because 
of that I think it's more appropriate that I waive my opportunity 
to question. 

I do appreciate the written material and having reviewed it will 
probably be in touch, but thank you very much for your presen- 
tations. 

Mr. COBLE. I thank the gentleman. 
Gentlemen, we appreciate you being here. We may be in touch 

with you subsequently. 
Now I may pay the price for having been so hberal on our time 

with the first panel because we're going to have a vote fairly immi- 
nently and I would like to be able to move this along. So I would 
ask the second panel if you all would adhere to the red light when 
it appears as your warning that the 5 minutes have elapsed. 

Our first witness on the second panel is Fred Cate, who is a pro- 
fessor of law and Director of the Information Law and Commerce 
Institute at the Indiana University School of Law. Professor Cate 
is a recognized expert on information law and also the author of 
many articles addressing privacy, copyright and freedom of expres- 
sion. 

Our second witness is Mr. Marc Rotenberg, Director of the Elec- 
tronic Privacy Information Center, a public interest research orga- 
nization working to protect privacy, free speech and Constitutional 
values in the online world. Mr. Rotenberg is also an adjunct profes- 
sor at Georgetown University Law Center. 

Our third witness is Ms. Deirdre Mulligan. She is Staff Counsel 
at the Center for Democracy and Technology where she evaluates 
the impact of technology on individual privacy. Currently Ms. Mul- 
ligan is shepherding the Internet Privacy Working Group, a col- 
laborative public interest/private sector working group, developing 
a framework for privacy on the Internet. 

We had a fourth witness who because of personal problems could 
not appear, Ginlauri Goldman, who is the Director of Health Pri- 
vacy Project at the Georgetown University Medical Center, and I 
would ask uinanimous consent that her statement be made a part 
of the record as well as the statements of the members of the sec- 
ond panel. 
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Now, Professor Gate, we have a valued member of this sub- 
committee who is an alumnus of your School of Law, but I believe 
you look too young to have taught him. [Laughter.] 

Am I correct about that? 
Mr. GATE. Thank you very much, Mr. Ghairman. I doubt if I 

could have taught the Member from Indiana anything at all. 
Mr. FRANK. I had one other acknowledgement, Mr. Ghairman. In 

the interests of full disclosure I should note that one of the wit- 
nesses has a connection. My first politicad event was held in his 
home. He was at the time I think about six. [Laughter.] 

It was in 1972. Mr. Rotenberg's parents held my first political 
event in 1972. So I thought we should put that in the record. I do. 
think he was probably of an age where he was certainly eligible to 
give personal information to various computer-generated busi- 
nesses, but he was not himself I think a participant in the decision 
to host me, although I hope it is one he never later regretted. 

Mr. GOBLE. Mr. Rotenberg, we will hold you harmless for your 
past sins. That is said in jest of course. [Laughter.] 

And I need to tell the gentleman from Indiana that I did not 
mean to imply that you looked that old, Mr. Pease. [Laughter.] 

I'm getting in trouble. So having said that, Ms. Mulligan, why 
don't we start with you. And, again, folks, if you all could be ever 
mindful of the 5 minute time limit we will be appreciative. 

STATEMENT OF DEIRDRE MULLIGAN, STAFF COUNSEL, 
CENTER FOR DEMOCRACY AND TECHNOLOGY 

Ms. MULLIGAN. Thank you very much. It's a pleasure to be here 
this morning to talk about this important issue. 

While my mind and my nose were buried yesterday trying to fin- 
ish my testimony, I neglected to read the Style Section of the 
Washington Post which I know is where most people start. As I 
was sitting around the living room last night with my friends and 
neighbors we started discussing the fact that, Kenneth Starr, went 
down to Kramer Books, and subpoenaed records of Monica 
Lewinsky's book purchases. I believe this is a good place to st£ut 
my testimony. 

We have entered a "Brave New World." It's a world in which our 
words are not the only important records, but in fact data itself 
speaks. And the little pieces of data that we leave in our daily 
transactions, whether they're with the book store or they're with an 
online service provider or they're with a web site, can come back 
and bite us. 

When Kenneth Starr goes and asks Kramer Books for records of 
Monica Lewinsky's purchases at the book store we must think 
about the information he may find. Will he find that Monica was 
perhaps fighting depression? Will he find that she was curious 
about a particular health ailment in her family? What may be re- 
vealed by the records of her book purchases? 

Historically the actions of data collectors in the private sector 
were rarely the focus of our privacy policies. Generally they have 
focused on law enforcement access. This case highlights that the 
wall between the private sector collection and use of data and the 
government's use of data when it decides to bring its force and ac- 
tions into this world in the area of privacy is a permeable one. I'm 
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' very pleased that the committee has decided to focus on the impor- 
tant issue of privacy in the electronic medium. 

Perhaps the next type of information that Kenneth Starr will 
seek will be information from a cellular phone company, which in 
fact might be able to a year or so down the line detail not only 
whether Monica was in the White House, but what part of town 
she was in, and perhaps next year it would be able to tell us which 
room Monica visited in the White House. Because in fact that is 
the type of detailed transactional data that this digital revolution 
in technology is bringing upon us. 

Crafting proper privacy protections in the electronic realm has 
always been a very complex endeavor. It requires a keen awareness 
not only of changes in technology, but also changes in how that 
technology is entering our daily lives. 

The last time that Congress revisited this issue seriously was in 
1986. Due to privacy considerations arising from changes in tech- 
nology, primarily wireless services and the growing use of e-mail. 
Congress adopted the Electronic Communications Privacy Act. 
ECPA began to grapple at the edges of this revolution in commu- 
nications and computing medium. It started to realize that this 
transactional data, not necessarily the words we speak, but the dig- 
ital fingerprints that we leave as we walk through this world were 
beginning to talk very loudly about our thoughts, our associations, 
our whereabouts and our acquaintances. 

I would like to use two brief examples to talk about what that 
might mean in the future and why I think that these changes in 
both technology and the way in which this technology is being em- 
bedded in the fabric of our lives requires us to reexamine how we 
craft privacy policies, how we deal with privacy institutionally 
within the government, and how to move forward. 

Individuals traditionally kept their diaries imder their bed, in 
their drawer or perhaps on their desk. With the advent of digital 
desktop computing people began to store their diaries on their hard 
drives. As network computing, which is where we are today, contin- 
ues to become more and more an integral part of our lives those 
intimate papers, those thoughts and reflections are actually moving 
out into remote locations. >A^at this means is that rather than hav- 
ing the full Fourth Amendment protections when law enforcement 
comes to seize my diary they would if they were stored in the 
home, they might be able to access that information under a much 
weaker legal standard—perhaps a mere subpoena if that record 
was kept on a remote server somewhere. That diary is still my 
diary regardless of where it is. Yet the legal protections afforded 
it might be quite different. 

This becomes I think perhaps even more troubling to individuals 
if we think about some of the sensitive records that are held by in- 
stitutions. Congress is focusing specifically on the privacy protec- 
tions afforded medical records. It is an area on which we need to 
focus. Hospitals, clinics and physicians are using network comput- 
ing in their businesses, and as those personal records that reveal 
the most intimate pieces of our lives go from the doctor's file to the 
doctor's desktop to a shared computing environment where they 
are no longer under the purview of the doctor—forget about my 
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right to have notice before those records are accessed—but in fact 
the doctor might not even realize when those records are accessed. 

To conclude, in thinking about electronic communications as we 
move forward I would ask that Congress, one, reexamine the need 
for limits on the disclosure and use of personal information by pri- 
vate entities. This is a very important area that is in need of fur- 
ther thought. Reconsider how the lines have been drawn between 
records that are entitled to the full Fourth Amendment protection, 
such as my diary in my home, and the records that are considered 
business records, such as the records that Kenneth Starr subpoe- 
naed from Kramer Books about Monica Lewinsky's First Amend- 
ment activities. It is time to heighten the standard for access to 
transactional data because it does reveal much more than just the 
phone numbers that we've dialed. 

Finsdly, I would ask that you consider creating a privacy entity 
to deal with privacy policy as we move forward. It's going to con- 
tinue to be a perplexing issue. Encrjqjtion has focused us on pri- 
vacy. There will always be needs that people think outweigh Amer- 
icans' interest in privacy, and we must have a cohesive body of 
thought and a place to develop institutional policies on this issue. 

And, finally, I think that the government has  
Mr. COBLE. MS. Mulligan, if you could wrap it up as soon as you 

can. I don't want to cut you off. 
Ms. MULLIGAN. Yes, this is the last one. Technology does play an 

important role in protecting privacy and as many members of the 
subcommittee have stated this morning, encryption is one of those 
core technologies. I think your support for strong encryption in this 
coming age is of utmost importance. Thank you. 

Mr. COBLE. Thank you. 
[The prepared statement of Deirdre Mulligan follows:] 

PREPARED STATEMENT OF DEIRDRE MULLIGAN, STAFF COUNSEL, CENTER FOR 
DEMOCRACY AND TECHNOLOGY 

SUMMARY 

CDT is a non-profit, public interest organization dedicated to developing and im- 
plementing public policies to protect and advance civil liberties and democratic val- 
ues in new digital media. One of our core goals is to enhance privacy protections 
for individuals in the development and use of new technologies. 

It is critically important to ensure that privacy protections keep pace with 
chsinges in technology. This requires a periodic assessment of whether changes in 
technology pose new threats to privacy Uiat must be addressed through changes in 
law. Many of our existing laws were constructed to meet dual purposes, such as pro- 
tecting privacy and meeting legitimate law enforcement needs, or protecting privacy 
and promoting the cost eifective operation of the health care system, the rules con- 
tinue to set the bounds of permissible government action. We must examine wheth- 
er they continue to do so in a fashion consistent with privacy protection. In addition, 
it requires us to evaluate whether techiiology itself can be used to advance privacy 
in this new environment. Finally, the globalization of the communications system 
requires us to consider alternative methods for achieving policy goals, be they self- 
regulation or international agreements. In other words, examining privacy protec- 
tions in the changing electronic communications environment requires us to look 
freshly at old law, consider the creation of new law, consider the role of technology 
in promoting privacy, and explore new avenues of making policy. 
Shifts in Technology 

Several trends in technology have ramiflcations for the existing framework of pri- 
vacy protections in electronic communications: the explosive ^wth of the Internet; 
the increase in transactional data generated; the globahzation of communications 
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technology; the lack of centralized control mechanisma; and, the decrease in comput- 
ing costs and the focus on client-side controls over network interactions. 
Gaps in the legal framework 

The current legal framework of Title III and ECPA did not envision the World 
Wide Web and the pervasive role technology would play in our daily lives. Underly- 
ing Title III and ECPA were a number ofassumptions about both the nature and 
the use of electronic communications. While these assvunptions ma^ have been accu- 
rate at one point in history, communications technology and individuals' use of it 
have both changed dramatically since the initial framework for protecting electronic 
communications was articulated in 1968. The shift toward distributed networks and 
the proliferation of digital communications technology in our everyday interactions 
creates some interesting privacy consequences imder the existing framework. 
Conclusion and Recommendations 

As we consider privacy in the changing communications environment we must ask 
whether policies designed to implement the Fourth Amendment developed in a 20th 
centiiry world of paper records—even as extended to protect transient voice commu- 
nications—are applicable to 21st century technologies where many of our most im- 
portant records are not "papers" in our "houses" but "bytes" stored electronically 
and our commimications rather than disappearing into thin air are captured and 
stored at distant "virtual" locations for indefinite periods of time. 
To address privacy in the electronic communications environment the U.S. govern- 

ment should: 

• Reexamine the need for limits on the disclosure and use of personal informa- 
tion by private entities. 

• Reconsider how the lines have been drawn between records entitled to full 
Fourth Amendment protection and records under Miller that fall outside the 
protection of the Fourth Amendment. 

• Heighten the standard for access to transactional data. 
• Create a privacy protection entity to provide expertise and institutional mem- 

ory, a forum for privacy research, exploration, and guidance, and a source of 
policy recommendations on privacy issues. 

• Encourage the development and implementation of technologies that support 
privacy on global information networks. 

STATEMENT 

/. Introduction and Summary 
The Center for Democracy and Technology (CDT) is pleased to have this oppor- 

tunity to testify on the issue of privacy protection in the online environment. 
Ciyr is a non-profit, public interest organization dedicated to developing and im- 

plementing public policies to protect and advance civil liberties and democratic val- 
ues on the Internet. One of our core goals is to enhance privacy protections for indi- 
viduals in the development and use of new communications technologies. 

To focus my testimony this morning, I will begin by outlining five trends in tech- 
nolo^ with ramifications for the existing framework of privacy protections in elec- 
tronic communications. The current mix of legal and self-regulatory protections for 
privacy has not kept pace with technology and its growing role in society. The core 
of my testimony is a series of poUcy recommendations: 

• identifying areas in which Congress should enhance existing privacy protec- 
tions; 

• recommending the creation of an institutional structure for addressing pri- 
vacy concerns in a proactive and ongoing manner; and, 

• urging the US government (and others) to engage in several non-traditional 
methods of developing and implementing privacy policy that are of particular 
relevance to the global, decentralized networks Uiat comprise our communica- 
tions infrastructure. 

It is critically important to ensure that privacy protections keep pace with changes 
in technology. This requires a periodic assessment of whether changes in technology 
pose new threats to privacy that must be addressed through changes in law. Man^ 
of our existing laws were constructed to meet dual purposes, such as protecting pri- 
vacy and meeting legitimate law enforcement needs, or protecting privacy and pro- 
moting the cost-effective operation of the health care system. We must examine 
whether they continue to set the boimds of permissible government and private sec- 
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tor action in a fashion consistent with privacy protection. In addition, we should 
evaluate whether technology itself can be used to advance privacy in this new envi- 
ronment. Finally, the globalization of the conununications system requires us to con- 
sider alternative methods for achieving policy goals, be they self-regulation or inter- 
national agreements. 

//. Technology trends with ramifications for individual privacy in electronic commu- 
nications 

A. The explosive growth of the Internet is transforming our methods of conunu- 
nicating ana methods of gatnering, processing and sharing information and knowl- 
edge. In 1986, when Congress updated the communications privacy laws,' the Inter- 
net was comprised of approximately 50,000 computers. Today the Internet is com- 
prised of upwards of 20 million Internet host computers globally and estimates on 
mdividual users hover around 100 million people worldwide. Unlike traditional 
media, the Internet supports interactions ranging from banking to dating, from one 
to one communications, town hall meetings, political events, to commercial trans- 
actions. 

B. The transactional data generated through the use of new technologies is a rich 
source of information about mdividuals' habits of association, speech, and commer- 
cial activities. This vast new data is essential to the operation of the packet-switch- 
ing medium and provides the raw material for many of the unique functions the 
Internet offers, yet it poses significant privacy concerns. Interactive media generate, 
capture and stort a tremendous amount of information. At the same time the flexi- 
bility of new media is blurring the distinction between the content of a communica- 
tion and the transactional data used to route the message to its destination. Trans- 
actional data in this new media is more detailed, descriptive, and identifying than 
ever before. Aggregated, it is capable of revealing as much about the individual as 
the content of a message. 

C. The globalization of communications technology is eroding national borders. 
Governments are finding it increasingly difficult to enforce laws—be they laws to 
protect or repress their citizens. The fluidity of borders on the Internet promises to 
promote pluralism, the free flow of information and ideas, diverse associations, and, 
we hojje, democracy. On the other hand, enforceable, workable privacy protections 
for the global information infrastructure have yet to emerge leaving individuals' 
communications and personal data vulnerable. 

D. The lack of centralized control mechanisms. The distributed nature of the Inter- 
net's infrastructure distinguishes it, at least in degree, from existing communica- 
tions systems. Its decentralized nature allows it to cope with problems and failures 
in any given computer network by simply routing information along alternate paths. 
This makes the Internet quite robust. However, the lack of centralized control mech- 
anisms may frustrate those seeking to regulate activities on the network.^ Decen- 
tralized systems are inherently less secure. They pose new challenges to protecting 
data during storage and transmission. 

E. Decrease in computing costs and the focus on client-side controls over network 
interactions present new opportunities to empower individuals. The Internet contin- 
ues to shift control over interactions away from the government and large private 
sector companies. The ability to build privacy protections into the users interface 
with the network offers the opportunity to craft privacy protections that shield indi- 
viduals regardless of the junsdictional law and policy. Providing individuals with 
technical means to control and secure their communications and personal informa- 
tion may pave the way for privacy protections that are as decentralized and ubiq- 
uitous as the networks themselves. 

///. Policies from the pre-network world 
Current policies protecting individual privacy in electronic commtmications are 

built upon Fourth Amendment principles designed to protect citizens from govern- 
ment intrusion. While premised on Fourth Amendment concepts, the contours of ex- 
isting statutory protections are also a product of the technical and social "givens" 
of specific moments in history. Some of these historical givens have changed dra- 
matically, with implications for the effectiveness and relevance of existing statutory 
protections for privacy. 

> Electronic Communications Privacy Act of 1986, Pub. L No. 99-508, 100 Stat. 1848 (codified 
in sections of 18 U.S C including §§2510-21, 2701-10, 3121-26. 

'Attempts to regulate the availability of encryption on the Internet highlight the frustrations 
that regulators may experience. As many scholars and advocates have pointed out, national at- 
tempts to restrict the availability of encryption arc likely to be ineffective. For if even one juris- 
diction (or one network in one jurisdiction) fails to restrict it, individuals world-wide will be able 
to access it over the Internet and use it. 
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Crafting proper privacy protections in the electronic realm has always been a com- 
plex endeavor. It requires a keen awareness of not only changes in technology, but 
also changes in how the technology is used by citizens, and how those changes are 
pushing at the edges of existing laws. From time to time these changes require us 
to reexamine our fabric of privacy protections. The issues raised below indicate that 
it is time for such a review. 

A. From phones to email: The existing framework 
In response to Supreme Court decisions finding that electronic surveillance was 

a search and seizure covered by the 4th Amendment ^ and law enforcement's argu- 
ments that it was a needed weapon against organized crime,'* Congress passed Title 
III of the Omnibus Crime Control ana Safe Streets Act of 1968.^ The wiretap provi- 
sions of Title III authorized law enforcement wiretapping of telephones within a 
framework designed to protect privacy and compensate for the uniquely intrusive 
aspects of electronic surveillance.^ 

In brief, the legislation Congress enacted in 1968 had the following components: 
the content of wire conmiunications could be seized by the government in criminal 
cases pursuant to a court order issued upon a findmg of probable cause;^ wire- 
tapping would be otherwise outlawed;* wiretapping would be permitted only for 
specified crimes;^ it would be authorized only as a last resort, when other investiga- 
tive techniques would not work;'" surveillance would be carried out in such a way 
as to "minimize" the interception of innocent conversations;" notice would be pro- 
vided after the investigation had been concluded;'^ and there would be an oppor- 
tunity prior to introduction of the evidence at any trial for an adversarial challenge 
to both the adequacy of the probable cause and the conduct of the wiretap.'^ "Mini- 
mization" was deemed essential to satisfy the Fourth Amendment's particularity re- 
quirement, compensating for the fact that law enforcement was receiving all of the 
target's communications, including those that were not evidence of a crime. The 
showing of a special need, in the form of a lack of other reasonable means to obtain 
the information, was viewed as justification for the failure to provide advance or 
contemporaneous notice of the search.''* 

Due to privacy considerations arising from changes in technology, primarily the 
advent of wireless services and the growing use of email, in 1986 Congress adopted 
the Electronic Communications Privacy Act (ECPA).'^ Congress' action was in part 
spurred by the recognition that individuals would be reluctant to use new tech- 
nologies unless privacy protections were in place.'<> 

ECPA did recognize the importance of transactional data. ECPA set forth rules 
for the use of pen registers and trap and trace devices, which capture out-going and 
incoming phone numbers respectively.''' It also established rules for law enforce- 
ment access to information identifying subscribers of electronic communication serv- 
ices.'* For transactional information relating to e-mail ECPA requires a warrant, 
for other transactional data it requires a court order, a mere subpoena, or consent. 

To a large degree ECPA extended the Title III protections to tne interception of 
wireless voice communications and to non-voice electronic communications such as 

'See Berger v. New York, 388 U.S. 41, 56 (1967); Katz v. United States, 389 US. 347 (1967). 
'See Controlling Crime Through More Effective Law Enforcement: Hearings on S. 300, S. 552, 

S. 580, S. 674, S 675, S 678. S 798. S. 824, S. 916, S. 917, S. 992, S. 1007, S. 1094, S. 1194, 
S. 1333, and S. 2050 Before the Subcomm. on Criminal Laws and Procedures of the Senate 
Comm. on the Judiciary, 90th Cong. (1967), passim. 

»18 U.S.C. §§2510-22 (1996). 
'In 1978, Congress enacted the Foreign Intelligence Surveillance Act (FISA) to regulate wire- 

tapping in national security cases. It provides more limited protections than those afforded 
under Title III, and was meant to be used primarily in foreign intelligence and counter-intel- 
ligence cases. Of importance, FISA does not require that the subject of the surveillance ever be 
given notice, and for individuals who are not U.S. citizens or permanent residents it does not 
require the government to show probable cause that the target is engaged in criminal conduct. 
Pub. L. No. 95-511, tit. I, §101, 92 Stat   1783 (1983) (codified at 50 U.S.C. §1801-11 (1996). 

'18 use. §2518 (3) (1996). 
«18 use. §2511(1996) 
»18U.S.e. §2516 (2) (1996). 
'0 18 use. §2518 (3Kc) (1996). 
"18 use. §2518 15) (1996), 
'»18 use. §2518 (8Kd) (1996). 
" 18 U.S.C. § 2518 (9), (10) (1996). 
'<S. Rep. No 90-1097, at 66 (1968). 
'»Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat. 1848 (codi- 

fied in sections of 18 U S.C. including §§2510-21, 2701-10. 3121-26. 
'«See generally S. Rep No 99-541, at 5 (1986); and, H.R. Rep. No. 99-647, at 19 (1986). 
"18 U.S e §3121-27 (1996). 
"18 U.S.C 2703(c). 
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fax and email while in transit. However, ECPA did not extend all of Title Ill's pro- 
tections to electronic communications. Unlike Title III, which limits the use of wire- 
taps to a limited list of crimes, court orders authorizing interceptions of electronic 
communications can be based upon the violation of any federal felony. While con- 
stitutional challenges to the introduction of information obtained in violation of 
ECPA may succe^, ECPA contains no statutory exclusionary rule as Title III 
does.'^ 

Moreover, Congress et very different rules for access to electronic communications 
while they are in storage incident to transmission.^ When the government goes to 
AOL or another service provider and asks it to provide a copy of a person's email 
messages from the AOL server where they sit waiting to be read, an ordinary search 
warrant is enough without the special protections of minimization, judicial super- 
vision and notice to the individual found in Title III. 

B. Assumptions of the existing framework 
In drafting ECPA Congress be^an the process of dealing with fundamental 

changes in technology. They recognized that transactional data needed privacy pro- 
tections. However, the framework of Title III and the advances of ECPA did not en- 
vision the World Wide Web and the pervasive role technology would come to play 
in our daily lives. Underlying Title III and ECPA were a number of assumptions 
about both the nature and the use of electronic communications: 

• The transmission of private communications and records stored with third 
parties, including records of such communications, r£dse different privacy con- 
siderations. 

• The majority of electronic communications are by nature ephemeral. 
• The private sphere of personal communications and interactions would be lo- 

cated at the end-points, not in the medium itself. 
• The government's collection and use of information about individuals' activi- 

ties and communications is the greatest threat to individual privacy. 
• Transactional data is not rich in intimate, personal detail. 

Congress has only begun to wrestle with the fact that some of these assumptions, 
while perhaps accurate at one point in history, have changed dramatically since the 
initial framework for protecting electronic communications was articulated in 1986. 

Congress took a first small step towards recognizing the chcmging nature of trans- 
actional data in the networked environment with amendments to ECPA enacted as 
part of the Communications Assistance for Law Enforoement Act of 1994 
{CALEA).^' The 1994 Amendments recognized that transactional data was emerging 
as a hybrid form of data, somewhere between addressing information and content, 
emd was becoming increasingly revealing of personal patterns of association. For ex- 
ample, addressing information was no longer just a number and name, but con- 
tained the subject under discussion and information about the individual's location. 
Therefore, Congress raised the legal bar for government access to transactional data 
by eliminating subpoena access and requiring a court order, albeit one issued on a 
lower relevance standard.^^ Some issues were left unanswered, and new ones con- 
tinue to arise as communications technology advance. 

rV. Four examples reveal the current weaknesses of existing statutory protections for 
privacy in light of the shifts in electronic communications technology and its use 
in society. 

A. Personal papers in cyberspace 
Individual's traditionally kept their diaries under their mattress, in the bottom 

drawer of their dresser or at their writing table. Situated within the four walls of 
the home these private papers are protected by the Fourth Amendment. With the 
advent of home computers individual diaries moved to the desktop and the hard- 
drive. Writers, poets, and average citizens quickly took advantage of computers to 
manage and transcribe their important records and thoughts. Similarly, pictures 
moved from the photo album to the CD-ROM. 

Today, networK computing allows individuals to rent space outside their home to 
store personal files and personal World Wide Web pages. The information has re- 

'*See 18 use §2515 (1966) (exclusionary rule refers to wire or oral communications, not 
electronic communications). 

20 18U.S.C 2703 
^'Communications Assistance for Law Enforcement Act, Pub. L. No. 103-414, 108 Stat. 4279 

(1994) (codified at 47 U S.C. § 1001 and scattered sections of 18 US C. and 47 U.S.C.) 
"18 U.S.C. §2703 (b) (AHB), (c) (IXB), (d). 
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mained the same. A diary is a diary is a diary. But storing those personal thoughts 
and reflections on a remote server eliminates many of the privacy protections they 
were aflbrded when they were under the bed or on the hard-drive. Rather than the 
Fourth Amendment protections—including a warrant based on probable cause, judi- 
cial oversight, and notice—the individual's recorded thoughts may be obtained from 
the service provider through a mere court order with no notice to the individual at 
all. 

B. Medical records in cyberspace 
To bring home what this means in a business setting lets look at medical records. 

Hospitals, their afnUated clinics and physicians are using intranets to enable the 
sharing of patient, clinical, financial, eind administrative data. Built on Internet 
technologies and protocols, the private networks link the hospital's information sys- 
tem, to pharmacy and laboratory systems, transcription systems, doctors and clinic 
offices and others. The U.S. government is contemplating the development of a fed- 
eral govemmentwide computer-based patient record system.^s According to news re- 
ports, the Internet and World Wide Web-based interfaces are under consideration.2* 
The private sector is moving to integrate network computing into the a sensitive 
area of our hves—the doctors office.^* 

As computing comes to medicine, the detailed records of individuals' health con- 
tinue to move not just out of our homes, but out of our doctors offices. While the 
use of network technology promises to bring information to the fingertips of medical 
providers when they need it most, and greatly ease billing, prescription refills, and 
msurance pre-authorizations, it raises privacy concerns. 

In the absence of comprehensive federal legislation to protect patient privacy, the 
protections afforded by ECPA and other statutes are of utmost importance. Unfortu- 
nately, the protections afforded to patient data may vary greatlv depending upon 
how the network is structured, where data is stored, and how long it is kept. If 
records are boused on the computer of an individual doctor then access to that data 
will be governed by the Fourth Amendment.^^ Law enforcement would be required 
to serve the doctor with a warrant or subpoena and the doctor would receive notice 
£uid have the chfmce to halt an inappropriate search. Under federal law, the patient 
however, would receive no notice and have no opportunity to contest the production 
of the records. When information is in transit between a doctor and a hospital 
through a network, law enforcement's access is governed by the warrant require- 
ments of ECPA, and neither doctor nor patient receive prior or contemporaneous no- 
tice. If the records are stored on a server leased from a service provider the protec- 
tions are unclear. They may be accessible by mere subpoena. If they are covered by 
the "remote computing" provisions of ECPA this would severely imdermine privacy 
in the digital age." 

In addition to concerns about government access to personal health information, 
recent news stories have focused the public on the misuse of personal health infor- 
mation by the private sector—^particularly when its digitized, stored and manipu- 
lated. Recently the Washington Post reported that CVS drug stores and Giant Food 
were disclosing patient prescription records to a direct mail and pharmaceutical 
company. The company was using the information to track customers who failed to 
refill prescriptions—sending them notices encouraging them to refill and to consider 
other treatments. Due to public outrage—and perhaps the concern expressed by 
Senators crafting legislation on the issue of health privacy—CVS and Giant agreed 
to halt the marketing disclosures.*^ But the sale and disclosure of personal health 
information is big business. In a recent advertisement Patient Direct Metromail ad- 
vertised that it had 7.6 million names of people suffering from allergies, 945,000 suf- 
fering from bladder<ontrol problems, and 558,000 suffering from yeast infections.^ 

""Why the Government Wants a Computerized Patient Record," Health Data Network News, 
Vol. 7, No. 6, March 20, 1998, p.l. "The development of a federal 

"Id. at 8. 
^See generally, "Six Boston Hospitals Turn To the Internet as a clinical Network Tool," 

Health Data Network News, Vol. 6, No. 6, June 20, 1997, p. 1; "More Clearinghouses Conclude 
the Internet Makes Economic Sense," Id.; and, "Hospital Banks on Web Technology for Integra- 
tion," Health Data Network News, Nol. 6, No. 16. Nov. 20, 1997, p. 3. 

'*The record-keeper would have Fourth Amendment protections. Whether the patient's pri- 
vacy is protected at all would largely depend upon state law, which is scattered and inconsist- 
ent. Until a federal law protecting individual's privacy in health information is crafted to protect 
data regardless of where it is stored or whose control it is under privacy is in danger. 

"18U.S.C. §2703 (b) 
""Prescription Fear, Privacy Sales," Washington Post, February 15, 1998, p. Al. 
''"Medical PrivaCT is Eroding, Physicians and Patients Declare," San Diego Union-Tribune, 

February 21, 1998, Bl. 
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The sale and disclosure of what many perceive as less sensitive information is 
adso raisine privacy concerns.^° This past summer AOL announced plans to disclose 
its subscribers telephone numbers to business partners for telemarketing-^! AOL 
heard loud objections from subscribers and advocates opposed to this unilateral 
chanee in the "terms of service agreement" covering the use and disclosure of per- 
sonal information.^^ In response, AOL decided not to follow through with its pro- 
posal.3' 

As we move forward we must ask, will personal records be afforded differing lev- 
els of privacy protection merely because of where and how they are stored? Will in- 
dividuals be the arbiters of their own privacy, able to make decisions about who 
knows what about them? How will individual privacy be protected in interactions 
in the private sector. 

C. The case of Timothy R. McVeigh^-' 
In January news stories broke about a highly decorated seventeen-year veteran 

of the U.S. Navy who was to be discharged based on information obtained by the 
Navy from America Online.^^ The facts surrounding the incident raise many con- 
cerns with privacy in the online world. Using an AOL screermame "boysrch," Timo- 
thy McVeigh sent an email to a civilian Navy volunteer. The curious volunteer 
looked up the screenname in AOL's member profile directory and discovered that 
the subscriber identified himself as "Tim, from Honolulu, Hawaii, employed by the 
military, and gay." The volunteer passed the screen name and profile information 
on to her husband, a Navy officer. It eventually landed in the hands of the Judge 
Advocate General who undertook an investigation. A Navy paralegal called AOL's 
customer service and asked for information about the subscriber belonging to the 
screenname "boysrch." AOL identified Timothy R. McVeigh as the subscriber. 

According to the administrative separation proceedings, the Navy paralegal had 
not obtained a warrant, a court order, a subpoena, or Timothy McVeigh's consent 
prior to contacting AOL, and was therefore in violation of ECPA. In its statement 
arguing against "Timothy McVeigh's request for an injunction, the Navy stated that 
ECPA puts the obligation on AOL to withhold information, not on the government 
to follow appropriate procedures.^^ Equally troubling is the fact that because the 
statute penalizes only "knowing or intentional" violations, it is unclear whether a 
cause of action will succeed for this violation of privacy and ECPA. 

This case illustrates a number of weziknesses of ECPA. ECPA limits the disclosure 
of information to the government but allows online service providers and others to 
disclose information, other than the contents of communications, about subscribers 
to other parties.^'' Is the disclosure of information to the Navy, or more generally 
the government, an individual's only privacy concern? We can certainly imagine sce- 
narios in which information tying a screenname, and possibly online activities, to 
an individual's real world identity would substantially invade an individual's pri- 
vacy and potentially enable further harm to befall him. Of specific concern would 
be the disclosure of information about children in such a setting. While the govern- 
ment's access to this information, and subsequent actions based upon it, are the 
source of harm in the McVeigh incident, it is quite possible to imagine a situation 
equally troubling involving the disclosure of such information to a private party.^ 

""Internet power feeds public fear," USA Today, August 13, 1997, Al. 
""AOL will share users' numbers for telemarketing," Washington Post, July 24. 1998, El; 

"Soon AOL users will get junk calls, not just busy signals and email ads," July 24, 1998, B6. 
''See letter to Steve Case, President of AOL from the Center for Democracy and Technology, 

Electronic Frontier Foundation, EFF-Austin, National Consumers League, Privacy Rights Clear- 
inghouse, and Voters Telecommunications Watch. 

^'"AOL cancels plan for telemarketing: Disclosure of member's numbers protested," July 25, 
1997, Gl 

>«0n January 26. 1998 The United SUtes District Court for the District of Columbia issued 
a preliminary ii^junction barring the Navy from dismissing McVeigh. 

''"Don't chat, dont tell? Navy case testa privacy hmita," Wall Street Journal, January 14, 
1998, Bl. 

'^"AOL says it shouldn't have identified sailor," Wall Street Journal, January 22, 1998, BIO. 
"18 use. 82703(c) 
'^Privacy concerns with the disclosure of personal information about a specific individual to 

private citizens and institutions were the impetus behind two recent tightenings of privacy pro- 
tections. In 1994 the Driver's Privacy Protection Act (DPPA) was passed in response to the mur- 
der of Rebecca Schafer, whose killer used department of motor vehicle records to locate her The 
law sets limits on the disclosure of motor vehicle operator permits, motor vehicle titles, and 
motor vehicle registrations by motor vehicle departments Under the DPPA, individuals must 
be informed of and given the opportunity to pronibit a) requests for their individual record (an 
"individual look-up"); and, b) disclosures for the bulk distribution of surveys, marketing or solici- 

Continued 
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A second troubling aspect of ECPA revealed by the McVeigh case is that the lack 
of a statutory exclusionary rule coupled with penalties that only focus on intentional 
violations do not create incentives for parties to effectively implement its require- 
ments. In the McVeigh case ECPA itself may not limit the use of the illegally ob- 
tained information. While the Constitution may, the lack of a statutory exclusionary 
rule undermines the goal of assuring that the government follow appropriate proce- 
dures designed to protect privacy at the front-end. Similarly, the existing penalty 
structure set out in ECPA does not encourage proactive behavior to protect privacy. 
In the incident involving McVeigh, AOL claimed that they did not know they were 
providing information to a government agent, and therefore under the existing stat- 
utory penalties they may not be liable. 

D. We know where you are and what you're doing. 
An example of the power of transactional data comes from the "location" informa- 

tion available througn many cellular networks. In the course of processing calls, 
many wireless communications systems collect information about the cell site (loca- 
tion) of the person making or receiving a call. Location information can be useful, 
as Ted Rappaport, the inventor of the nand-held cell phone locator, stated, "If you 
could know accurately where things are, not only would vou feel safer because emer- 
gency services could fmd you, but law enforcement could use it more easily to track 
the bad guys.''^^ But as one reporter put it, "Cellular telephones, long associated 
with untethered freedom, are becoming silent leashes . . ."*" The technology is pro- 
ceeding in the direction of providing more precise location information, a trend that 
has been boosted by the rulings of the Federal Communications Commission in its 
"EQll" (enhanced 911) proceeding, which requires service providers to develop a lo- 
cator capabiUty for memcal emergency and rescue purposes.^' Location information 
may be captured when the phone is merely on, even if it is not hcmdling a call.*^ 
Private sector uses of this information are also imder consideration. A company in 
Japan is experimenting with a World Wide Web site that allows anyone to locate 
a phone ana the person carrying it by merely typing in the phone number.*^ 

In the online environment, transactional data can do more than just track the in- 
dividual's location. It can provide insight into their thoughts, their afliliations, and 
their politics. It can reveal whether they are at home or at work. In a world where 
transactional data captures the full contours of a person's life it is time to provide 
it with stronger privacy protections. 
V. Recommendations 

As we consider privacy in the changing communications environment we must ask 
whether the assumptions of a previous time and technology, and legal distinctions 
based upon them, continue to make logical sense. Or more importantly, whether 
they provide protections reflective of our commitment to individual privacy auton- 
omy, dignity, and freedom. Policies designed to implement the Fourtii Amendment 
developed in a 20th century world of paper records—even as extended to protect 
transient voice communications—may not be applicable to 21st century technologies 
where many of otur most important records are not "papers" in our "houses" but 

tations. More recently the Individual References Services Group, a group of companies that pro- 
vide com[K>site profiles of individuals based on data from both public and private sources, craned 
a set of self-regulatory guidelines that limit access to their "look-up services." One service of- 
fered by IRSG member companies is the ability to access profiles of specific individuals. Like 
the "indivdualized look-ups" possible at motor vehicle departments or through the IRSG member 
companies, the disclosure of mformation to private parties that links an individual to her online 
identity (screenname) raises privacy concerns. If such information is provided to the wrong per- 
son, at the wrong time, it may lead to additional harm to the individual. 

""Using cell phones to reach out and fmd someone: evolving technology will soon be able to 
pinpoint all mobile dialers." USA Today, December 16, 1997, 6D. 

•^"Technology that tracks cell phones draw fire," New York Times, February 23, 1998, p. D3. 
**In June 1996, the FCC adopted a Report and Order and Notice of Proposed Rulemaking 

in Docket 94-102, requiring wireless service providers to modify their systems within 18 months 
to enable them to relay to public safety authorities the cell site location of 911 callers. Further, 
the FCC ordered carriers to take steps over the next 5 years to deploy the capability to provide 
latitude and longitude information of wireless telephone callers within 125 meters. Finally, the 
FCC proposed requiring at the end of the 5 year period that covered carriers have the capability 
to locate a caller within a 40 foot radius for longitude, latitude and altitude, thereby, for exam- 
ple, locating the caller within a tall building. In re Revision of the Commission's Rules to Ensure 
Compatibility with Enhanced 911 Emergency Calling Sys., CC Docket No 94-102, Report and 
Order and Further Notice of Proposed Rulemaking (last modified Jan. 2, 1997) [heremaner FCC 
E>-911 Order] 
<http:/A»ww.fcc.gov/Bureaus/Wirele8a/Order8/1996/rcc96264.txt>. 

<>Albert Gidari, Locating Criminals by the Book, CELLULAR BUS. (June 1996) at 70. 
""The scariest phone system," Fortune, October 13, 1997, p. 168. 
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't>^tes'' stored electronically and our communications rather than disappearing into 
thm air are captured and stored at distait "virtual" locations for indeflnite periods 
of time. 

To address privacy in the electronic communications environment the Congress 
should: 

Reexamine the need for limits on the disclosure and use of personal information 
by private entities. Both the Federal Trade Commission and the Department of Com- 
merce are engaged in initiatives designed to promote "fair information practice prin- 
ciples" in the online environment. We are encouraged that Congress is exploring 
protections for individual privacy during private sector activities. In considering this 
issue we recommend that discussions locus on the Code of Fair Information Prac- 
tices developed by the Department of Health, Eklucation and Welfare (HEW) in 
1973** and the Guidelines for the Protection of Privacy and Transborder flows of 
Personal Data, adopted by the Council of the Organization for Economic Cooperation 
and Development in 1980.*^ 

Reconsider how the lines have been drawn between records entitled to full Fourth 
Amendment protection and business records'*^ that fall outside the protection of the 
Fourth Amendment. There are now essentially four legal regimes for access to elec- 
tronic data: (i) the traditional Fourth Amendment standard, for records stored on 
an individual's hard drive or floppy disks; (ii) the Title IlI-ECPA standard, for 
records in transmission; (iii) the business records held by third-parties, available on 

•* l.There must be no personal data record-keeping systems whose very existence is secret; 
2. There must be a way for an individual to find out what information is in his or her file 

and how the information is being used; 
3. There must be a way for an individual to correct information in his or her records, 
4. Any organization creating, maintaining, using, or disseminating records of personally 

identifiable information must assure the reliability of the data for its intended use and must 
take precautions to prevent misuse; and 

S.There must be a way for an individual to prevent personal information obtained for one 
purpose from being used for another purpose without his or her consent. 
Report of the Secretary's Advisory Committee on Automated Personal Data Systems, Records, 
Computers and the Rights of Citizens, U.S. Dept of Health. Education & Welfare. July 1973. 

*^ 1. Collection limitation: There should be limits to the collection of personal data and any 
such data should be obtained by lawful and fair means and, where appropriate, with the knowl- 
edge or consent of the data subject. 

2. Data quality: Personal data should be relevant to the purposes for which they are to be 
used, and, to the extent necessary for those purposes, should be accurate, complete and kept 
up-to-date. 

3. Purpose specification: The purposes for which personal data a re collected should be speci- 
fied not later than at the time of data collection and the subsequent use limited to the fulfiU- 
ment of those purposes or such others as are not incompatible with those purposes and as are 
specified on each occasion of change of purpose. 

4. Use limitation: Personal data should not be disclosed, made available or otherwise used 
for purposes other than those specified in accordance with the "purpose specification" except: 
(a) with the consent of the data subject; or (b) by the authority of law 

5. Security safeguards: Personal data should be protected by reasonable security safeguards 
against such risks as loss or unauthorized access, destruction, use, modification or disclosure 
of data. 

6. Openness: There should be a general policy of openness about developments, practices 
and policies with respect to personal data. Means should be readily available of establishing the 
existence and nature of personal data, and the main purposes of their use, as well as the iden- 
tity and usual residence of the data controller. 

7. Individual participation: An individual should have the right: (a) to obtain from a data 
controller, or otherwise, confirmation of whether or not the data controller has data relating to 
him; (b) to have communicated to him, data relating to him: 

— within a reasonable time; 
— at a charge, if any, that is not excessive; 
— in a reasonable manner; and, 
— in a form that is readily intelligible to him; (c) to be given reasons if a request made 

under subparagraphs (a) and (b) is denied, and to be able to challenge such denial; and, (d) to 
challenge data relating to him and, if the challenge is successful to have the data erased, rec- 
tified completed or amended. 

8. Accountability: A data controller should be accountable for complying with measures 
which give effect to the principles stated above. 

^In 1976 with US v. Miller, the Supreme Court began a line of cases holding that individuals 
have no constitutionally protected privacy interests in personal information contained in the 
business records held by third parties. In 1979, in Smith v. Maryland, the Court applied Miller 
to the electronic world ruling that the use of a pen register to collect the phone numbers dialed 
on a surveilled line did not implicate Fourth Axnendment interests. While Congress responded 
to both decisions crafting procedural rules to govern law enforcement access to bank and tele- 
phone records, the Miller and Smith decisions leave personal information divulged or generated 
during business transactions without privacy protections—unless Congress steps in to crall 
them. United States v. MUler. 425 U.S. 435 (1976); Smith v. Maryland, 442 U.S. 735 (1979). 
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a mere subpoena with no notice to the individual subject of the record; and, (iv) a 
third, the scope of which is probably unclear, for recoras stored on a remote server, 
such as the research paper (or the diary) of a student stored on a university server 
or the records (includms the personal correspondence) of an employee stored on the 
server of the employer. As the third and fourth categories of records expand because 
people find it more convenient to store records remotely, the legal ambiguity and 
lack of strong protection grows more significant and poaes grave threats to privacy 
in the digital environment. 

Heighten the standard for access to transactional data. Transactional data are in 
many ways a person's digital fingerprints, although far more easily captured. Trans- 
actional records provide unprecedented inJformation about the places, people, and ac- 
tivities that comprise the individual's daily life. 

Create a privacy entity to provide expertise and institutional memory, a forum for 
research and exploration, and a source for guidance and policy recommendations on 
privacy issues. 'The existing crisis-driven approach to responding to privacy concerns 
has hmdered the development of sound rational policy and failed to keep pace wiUi 
changes in technology. The US needs an independent voice empowered with the 
•cope, expertise, and authority to guide public policy. Such an entity has important 
roles to play on both the domestic and international fronts. Without an independent 
voice, privacy rights in the United Stotes will not be afforded adequate consider- 
ation and protection in emerging media. 

Encourage the development and implementation of technologies that support pri- 
vacy on global information networks. Technological mechanisms for protecting pri- 
vacy OTB critically important on the Internet and other global medium. Developing 
meaningful privacy protections in the online environment requires us to realize that 
our laws and Constitutional protections may not follow our citizens, their commu- 
nications, or their data as it travels through distant lands. Technology can provide 
protections regardless of the legal environment. 

Strong encryption is the backbone of technological protections for privacy. Today 
technical tools are available to send anonymous email, browse the World Wide Weo 
anonymously, and purchase goods with the anonjrmity of cash. The World Wide Web 
Consortium's Platform for Privacy Preferences, currently under development, will 
provide an underlying framework for privacy—allowing Web sites to make their in- 
formation practices available to visitors and individuals to set privacy rules that 
control the flow of data during interactions with Web sites.*' "rhis effort has in- 
volved non-profit, for-profit and government representatives. 

The U.S. should encourage the development of privacy-enhancing technologies 
that address the need either to eliminate date collection, or where data collection 
occurs: to limit the date collected; to communicate data practices; and, to facilitete 
individualized decision-making where consistent with policy.** 

Collaborate with other governments, the public interest community and the busi- 
ness community to develop global solutions for the decentralized network communica- 
tions environment. 

Traditional top down methods of implementing poUcy and controlling behavior, be 
they international agreements, national legislation, or sectoral codes of conduct en- 
forced by the private sector, offer incomplete responses to the privacy issues arising 
on the global information infrastructure. Implementing privacy pohcy in the decen- 
tralized, global and borderless environs of international networks raises difficult 
questions of effectiveness and enforcement. The U.S. should work with fdl parties— 
other governments, international bodies, the public interest and for-profit commu- 
nities to build consensus on appropriate poUc^. Providing a seamless web of privacy 
protection to individuals' date tmd communications as it flows along this inter- 
national network may require new tools—legal, policy, technical and self-regu- 
latory—^for implementing pohcy. The U.S. should actively participate in their 
craftmg. 

Thank you for the opportunity to participate in this important discussion about 
protecting privacy in the online environment. 

Mr. COBLE. Mr. Rotenberg. 

*'' Public drails of the specincation and implementation guide should be available shortly at 
http;//w ww.w3c.org/ 

** These incorporate the basic concepts ofthree recommendations of the Danish and Canadian 
Privacy Commissioners: 

eliminate the collection of identity information, or if it is needed keep it separate from 
other information, minimize the collection and retention of identifiable personal infor- 
mation; and, make data collection and use transparent to data subjects and provide 
them with the ability to control the disclosure of their personal information, particularly 
identity information. 
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STATEMENT OF MARC ROTENBERG, EXECUTIVE DOIECTOR, 
ELECTRONIC PRIVACY INFORMATION CENTER 

Mr. ROTENBERG. Thzink you very much, Mr. Chairman, and 
thank you for the opportunity to be here this morning. I would also 
like to thank the subcommittee for your work in support of Rep- 
resentative Goodlatte's legislation, the Safe Bill, which for many 
users on the Internet is very important to us. 

These issues of privacy on the Internet at times appear very com- 
plicated, new software, new techniques, browsers. Cookies, and it 
seems as if there are no clear lines. Why should the government 
regulate if the technology is changing so quickly or if the expecta- 
tions are so unclear. 

But in fact privacy policy and privacy law is based on a simple 
set of principles. It is that when you give up personal information 
you gam certain rights, and when organizations acquire your infor- 
mation they take on certain responsioilities. This is true with your 
bank, with yowr telephone company, with your doctor and with the 
Federal Government. 

These practices, these policies are generally referred to as "codes 
of Fair Information Practices," and they can be foiud in every pri- 
vacy law in the United States and aroimd the world. They give 
rights to individuals, and they establish responsibilities for orgemi- 
zations that hold information. 

None of this has changed with the Internet. When a company 
sets up a business on the Internet and acquires your information 
they have responsibilities, and those responsibilities to be effective 
need to be backed up, as they have always been, by a right in law 
to seek redress when a harm occurs. 

But what has changed with the Internet in this new era of tech- 
nology is the opportimity to use technology to protect privacy. You 
see, much of our law is based on the view that technology is a 
threat to privacy, that Big Brother will be able to use these big 
databases to keep track of all our private activities. But we also see 
that there are now ways with techniques, such as encryption, to 
protect our communications and to protect our identity. So, the sec- 
ond critical aspect of privacy on the Internet is to make available 
these techniques so that people can protect their privacy. 

Now Ambassador Aaron testified on the earher panel that 
encryption was not widely used and was not partimlarly signifi- 
cant, and I have to disagree with him on this point. In the past 
week I have purchased a oook online at Amazon.com. I entered my 
credit card number at my keyboard to make that purchase possible 
and, fortunately, the software that I was using provided by 
Netscape encrypted that link, that communication between me and 
the online merchant so that my credit card number would not be 
disclosed to others. 

And yesterday I helped my wife change her user ID with our 
local service provider. I went in through Internet Explorer. (We are 
bipartisan with browser software as we are in politics.) And, fortu- 
nately, Microsoft has provided encryption so that when I was com- 
municating her user ID across the Internet and the password it 
would not be available to others. My experience is the same experi- 
ence as millions of people using the Internet today. They need 
these new techniques to protect their privacy. 
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Cutting to the bottom line, the problem is that our current pri- 
vacy policy, the policy that is reflected today in the position of the 
White House and the Administration is exactly backward. Where 
we need to step aside and let these new techniques develop and let 
free market ingenuity and innovation do what they do well the gov- 
ernment is trying to impose controls. They don't want strong 
encryption, they don't want anonymous payment schemes, they 
don't want telephone services that can't be wiretapped. That is the 
wrong approach. 

But where government help is needed because privacy rights 
aren't being enforced, because there isn't redress for consumers, 
and because we haven't extended fair information practices to new 
services the government is standing on the sidelines and saying 
you all figure it out. The problem with this policy can be seen when 
you compare our current policy with what is taking place in other 
coiuitries today as well as with our own history. 

Let me propose for you, for example, to consider the significance 
of the date October 1998, just a few months from now. In Europe 
that is the date where a comprehensive privacy law goes into force. 
It's not a perfect law. Like most laws it has got some problems, but 
it does reflect a fundamental commitment to protect the rights of 
citizens and their privacy. 

In the United States in October we're going to put in place the 
digital telephony bill which requires that all telephone networks be 
capable of police surveillance. We are promoting surveillance. 
Other countries are wrestling with the issue of how to protect pri- 
vacy. This is an urgent issue. We have to change course. Privacy 
today is the No. 1 concern of Internet users, and without strong 
safeguards people will not use the Internet. 

We think we have a common interest in solving this problem, 
and I very much appreciate the chance to be here this morning. 

Mr. COBLE. Thank you, Mr. Rotenberg. 
[The prepared statement of Marc Rotenberg follows:] 

PREPARED STATEMENT OF MARC ROTENBERG, EXECUTIVE DIRECTOR, ELECTRONIC 
PRIVACY INFORMATION CENTER 

SUMMARY 

Public opinion polls show that privacy is the number one concern of Internet 
users. Everyone is aware that a great deal of personal information is collected, and 
that virtually no meaningful protections are in place. 

In the McVeigh-AOL case, a person almost lost his job because of information that 
was improperly disclosed by an online service provider. An amendment to Electronic 
Communications Privacy Act could help prevent similar incidents in the future. But 
the example is just one of the many privacy risks that people using the Internet 
today face. 

The Internet lacks adequate privacy protection. A survey by the Electronic Pri- 
vacy Information Center in 1997 of the 100 top web sites found that less than half 
had privacy policies, and those with policies onered little real protection. Still, ano- 
nymity plays a critical role in online privacy as it gives individuals the ability to 
control the disclosure of their identity. 

Even though the Internet is a very new communications environment, the com- 
mitment to establish privacy protection by law in the United States is long-stand- 
ing. The US developed important legal safeguards to protect the privacy of commu- 
nications and established the fundamental approach to the protection of personal in- 
formation—generally described as "Fair Information Practices"—that make clear the 
responsibilities of organizations that collect data and the rights of individuals who 
give up personal information. 
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But our policies US have not kept up to date. The absence of new legal protections 
for privacy coupled with government efforts to restrict the use of new privacy en- 
hancing techniques, such as encryption, have produced a privacy pohcy that is al- 
most exactly backward. This becomes particularly clear if you contrast our current 
poUcy with our own history of privacy protection cmd current developments in other 
parts of the world. 

Several steps must be taken to set our privacy policy back on course. First, en- 
forceable Fair Information Practices should be applied to the Internet. This is best 
done by legislation. The self-regulatory approach is not working. Second, techniques 
to protect privacy and anonymity should be encouraged and restrictions on 
encryption snould be lifted. Finally, a privacy agency should be estabUshed to de- 
velop additional recommendations for privacy protection and to provide permanent 
leadership within the federal government on this important issue. 

We are at the beginning of a long and diiTicult period for the protection of privacy 
in this country. TechnoloKy is racing ahead. Our laws and institutions are lagging 
far behind. The level of public concern about privacy is growing. There is much work 
to be done. 

My name is Marc Rotenberg. I am the Director of the Electronic Privacy Informa- 
tion Center, a non-partisan research organization in Washington, DC. I am an ad- 
junct professor at Georgetown University Law Center and Senior Lecturer at the 
Washington College of Law. I am also editor, with Philip E. Agre, of Technology and 
Privacy: The New Landscape (MIT Press 1997). 

I appreciate the opportunity to testify before the Subcommittee today. Fd like to 
thank the Subcommittee for holding this hearing and also for your ongoing work 
in support of Representative Goodlatte's SAFE bul that would help reform our na- 
tion's policy on encryption. 

MeVeighAOL Case 
The growing concern about the loss of privacy on the Intenet was made clear ear- 

lier this year when the Navy began discharge proceedings against a decorated sailor 
based on personal information about the sailor disclosed by America Online. A Navy 
investigator, suspecting that Mr. McVeigh might be in violation of the "Don't Aak, 
Don't 'fell" poUcy, obtained information that linked Mr. McVeigh's "screen name," 
which was not his actual identity, with his real identity. Once the connection was 
established, the discharge proceeding began. 

The McVeigh-AOL case raised a compUcated set of legal issues. The AOL Terms 
of Service agreement specifically prohibited this disclosure.* But a civil action 
against the company would not mean reinstatement by the Navy. The disclosure 
also appeared to violate the Electronic Communications Privacy Act, but the statute 
is ambiguous about the remedies available to victims of such disclosure. 

Mr. McVeigh filed suit against Navy Secretary John Dalton in federal court. 
Judge Stanley Sporkin found that the Navy had violated the "Don't Ask, Don't Tell 
tohcy" when it pursued the investigation. In the course of the decision. Judge 

porkin also considered whether the Navy violated the Electronic Communications 
Ptivacy Act.^ The opinion is a little less clear on this point. Judge Sporkin said the 
investigation undertaken by the Navy was "likely illegal" under the ECPA because 
the Navy investigator failed to obtain a warrant before he sought personal informa- 
tion from America Online about Mr. McVeigh. The government contended that the 
obligation to comply with ECPA fell not on the government actor but rather on the 
online service provider.^ 

Judge Sporkin said that the statute read as a whole made clear the intent to reg- 
ulate the conduct of government agents. He found that even if the relevant provision 
did not apply to the actions of government (18 USC §2703), "it is elementary that 
information obtained improperly can be suppressed where an individual's rights 
have been violated." Judge Sporkin concluded "in these days of 'big brother,' where 
through technology and otherwise the privacy interests of individuals from aU walks 

' America Online, Terms of Service Agreement and Rules of the Road: 
"Our policy is not to disclose identity information to third parties that would link • 
Members screen name (s) with a Members actual name, unless required to do so by law 
or by legal process served on AOL, Inc. (eg., a subpoena). AOL, Inc., at its sole discre- 
tion, reserves the right to make exceptions to this policy in extradordinary cir- 
cumstances (such as a bomb or suicide threat, or instances of suspected illegal activity) 
on a case-by^case basts." 

6(BXiii) Privacy Policy—Member Identity and Billing Information. 
<18 U.S.C. H2501, et seq. (West 1997). 
'Tucker v. Waddell, 83 F.3d 688 (4th Cir. 1996) ( Section 2703(cXlXB) only prohibits the ac- 

tions of online providers, not the government). 
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of life are being ignored or marginalized, it is imperative that statues explicitly pro- 
tecting these rights be strictly observed." 

The McVeigh case is critical for several reasons. First, it makes clear that privacy 
violations have real consequences. Mr. McVeigh's life was forever changed by the 
decision of America Online to disclose personal information about him to his em- 
ployer. Second, the case shows the shortcomings of contractual solutions. Even with 
a very clear contract provision detailing when personal information may be dis- 
closed, the Navy investigator was still able to obtain personal information about Mr. 
McVeigh. Third, the case shows that we are all becoming increasingly dependent on 
these new services to safeguard our privacy. America Ohiline today has more than 
eleven million subscribers. 

Mr. McVeigh's case, because the improper disclosure of information was so well 
doctunented, received national attention. But there are many other people in this 
country who face similar privacy risks, whose names will never be known. Indeed, 
they themselves may never know that information about them was improperly dis- 
closed. 
What is Privacy? 

In some respects, the McVeigh case appears complicated. AOL didn't actually dis- 
close personal information about Mr. McVeigh, such as an unlisted phone number 
or a Social Security Number. Rather, the company disclosed information that linked 
his actual identity to an assumed identity. The Internet raises many privacy issues 
that seem novel or unusual: 

• Search engines allow people to find information all across the Internet but 
can also store the identity of the user and the inquiry the person made. 
Should this information be saved, should it be disclosed or sold, or used for 
marketing? 

• Copyright management systems will record the individual use of digital works 
such as books sold online and newspapers read over the Internet. Should per- 
sonally identiilable information be collected or should techniques to protect 
anonymity be pursued? 

• Internet software makes it possible to track the web sites that a user visits 
and the pages he or she views. Should advertisers compile individual pref- 
erences to customize ads or place products on web displays? 

• Operators of web sites can easily collect a great deal of information from indi- 
viduals, far more than would be available in a typical commercial transaction. 
Should companies collect this information, use it, or it? 

• Marketers are developing one-to-one marketing techniques speciiicaUy de- 
signed to target young people. Are special privacy safeguards necessary for 
cluldren? 

• Internet Service Providers provide a critical gateway to the on-line world. 
Should they have a special obligation to protect privacy and be subject to 
legal rules? 

As complicated as these examples may seem, the basic privacy analysis is not so 
difficult. 'The premise that virtually all privacy law and policy is based on is the be- 
lief that when individuals give up personally identifiable information to organiza- 
tions, the oiiganizations take on some obligation and the individuals are granted 
some rights. We call these responsibilities and rights "Fair Information Practices." 

The critical elements of Fair Information Practices include: 
• Distinguishing personally information from other information. Demographic 

data and aggregate data generally do not raise privacy concerns, but data 
that can be a linked to a specific, identifiable individual does raise a privacy 
issue. 

• Articulating the responsibilities of data collectors, such as the responsibility 
to limit disclosure of personal information, to ensure that it is used for the 
purpose collected, and to provide adequate security to protect that data 

• Articulating the rights of data subjects, such as the right to inspect and cor- 
rect data, to seek redress, and to receive damages 

You will find this approach to privacy protection in virtually all of the privacy laws 
in the United States, including many of the recent statutes that address new tech- 
nologies, such as the subscriber privacy provision in the Cable Act of 1984, the Elec- 
tronic Communications Privacy Act of 1986, the Video Privacy Protection Act of 
1998 (video tape rentals), the "Telephone Consumer Protection Act of 1991 (auto-dial- 
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era and junk faxes), and even the CPNI rules contained in the Telecommunication 
Reform Act of 1996 (customer billing information). 

To be effective, Fair Information Practices must be enforced and must provide re- 
dress. It is not enough to say what a poUcy is without providing a means to enforce 
the policy. That is why voluntary guidelines, professional standards, and codes of 
conduct Uiat are based on Fair Information Practices do not necessarily provide sig- 
nificant privacy protection. 

There are also some novel issues.* One very interesting and very important policy 
question is brought about by the development of new technologies that make it pos- 
sible to protect privacy in ways we had not previously imagined. Traditionally, we 
undersbxxl that technology was a threat to privacy and that it was the proper role 
of government to restrict the use of techniques that might intrude on privacy. But 
now we see in such techniques as public key encryption and anonymous payment 
schemes the opportunity to develop new means to limit the disclosure of personal 
information. 

The critical question then becomes what role government should play in promot- 
ing, regelating, or restricting techniques such as encryption that fdlow individuals 
to protect personal information. In the United States this debate has largely been 
framed in terms of the need to balance the interests of privacy and commerce 
against the concerns of law enforcement and national security. But in most other 
parts of the world that have looked at this issue, there is a very different view. 
Many governments believe that these new technologies should be promoted and that 
efforts to impose controls for law enforcement purposes are short-sited and will ulti- 
mately prove futile.^ 

In my view, privacy in the information age means both the extension of Fair In- 
formation Practices to new information environments and the active promotion of 
techniques, often based on encryption, to protect the disclosure of personal informa- 
tion. This is the fundamental policy goal. 
Understanding the Problem of Privacy on the Internet 

To understand the problem of privacy on the Internet in more detail, EPIC con- 
ducted a survey of the top 100 web sites in the summer of 1997.^ It was the first 
comprehensive siu^ey of Internet privacy. We looked at the policies and practices 
actually in place on the most popular web sites. For each site, we checked whether 
personally identifiable information was collected, whether a notice describing pri- 
vacy polices was displayed, whether the policy was adequate, and similar questions. 

We found that about half of the sites that we surveyed collected personal informa- 
tion. This was typically done for on-line registration, surveys, user profiles and 
order fulfillment. Seventeen sites had privacy notices or statements, but the policies 
were often not easy to locate and some policies we could only find after we reg- 
istered at the site. 

We believed it was important to look not simply at whether the site had a privacy 
poUcy. It is critical that a privacy policy explain the responsibilities of organizations 
collecting data and rights of the person who provides data. We found that few of 
the sites provided adequate protection. A critical question for the future of Internet 
privacy will be whether there is a means to enforce Fair Information Practices. 

One of the most interesting fmdings in our survey was that anonymity was large- 
ly respected by the websites. Most websites allow users to visit and receive informa- 
tion 
about products, or news, or almost anything else you can fmd on the Internet 
without collecting personal information. 

In the conclusions of our report we said that: 
• Webs sites should establish a privacy policy that is easy to find 
• Policies should state clearly what personal information is collected and how 

it will be used 
• Web sites should make it possible for individuals to access their own data 
• Cookies transactions should be more transparent 
• Anonymity should be encouraged 

* P. Agre and M. Rotenberg, Technology and Privacy: The New Landscape (MIT Press 1997). 
'Organization for Economic Cooperation and Development, Cryptography Policy Guidelines 

(1997) IhttpV/www.oecd.org/dsti/iccp/crypto—e.html). 
* Electronic Privacy Information Onter, "Surfer Beware: Personal Privacy and the Internet,' 

(June 1997) |http:/A»ww.epic.org/reports/surfer-beware.html|. 
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We closed with the warning "surfer beware" because we concluded that there was 
simply too little privacy protection on the Internet for users to feel secure, and we 
hoped stronger privacy standards would be developed. 

Several web operators wrote to us after Surfer Beware was released to say that 
they were developing privacy policies for their sites.' The New York Times web site 
added a privacy policy a few days after our report came out. The response has been 
very good. 

"rtiis month the Federal Trade Commission is conducting a similar survey of 1,200 
web sites.* I suspect that the FTC will fmd that a growing numbers of web sites 
do now have privacy polices. But whether those policies are meaningful or provide 
any redress to users of these services remains unclear. It is worth notmg that Amer- 
ica Online has one of the most comprehensive and detailed privacy policies of any 
company operating on the Internet today. And still Timothy McVeigh almost lost his 
job. 

History of Communications Privacy 
One of the great achievements of the American legal system has been our strong 

commitment to protecting the privacy of personal commimications. You can trace 
this history back at least as far as Benjamin Franklin, who in establishing the na- 
tional postal service recognized the need to enact federal law to protect the privacy 
of communications.^ 

But it was not until 1928 that the Supreme Court had its first brush with the 
question of whether our Bill of Rights, drafted in the eighteenth century, would 
apply to the new communications technologies of the twentieth century and beyond. 
The case concerned a highly successful bootlegging operation in the Pacific North- 
west operated by Ralph Olmstead. Federal agents began an extensive surveillance 
operation that lasted for more than five months. They had no recording devices, so 
they wrote down what they heard. Sometimes they relayed their recollections of con- 
versations to a stenographer. In the end, they compiled more than 775 pages that 
they brought to court. Tne issue was whether the Fourth Amendment warrant re- 
auirement would be applied to this new investigative technique. The trial court let 
the evidence in, over the objection of Mr. Olmstead, and the appeals court af- 
firmed.io 

When the case finally reached the Supreme Court Chief Justice William Tail 
wrote a detailed opinion that focused on the absence of a physical search, of the type 
proscribed by the Fourth Amendment, and concluded that the evidence was admissi- 
ble. The Court held that the Fourth Amendment simply did not apply to this new 
form of communication.'' 

But there were two important dissents. Justice Holmes called the matter a "dirty 
business" because the federal agents had violated a Washington state law that pro- 
hibited wiretapping to obtain the evidence. He voted to reverse.'^ 

Justice Brandeis also dissented.'^ His opinion was not so much about the illegal 
acts of federal agents; he was more interested in the question of how the Fourth 
Amendment and our Constitution generally, should apply to these new communica- 
tion technologies. He wrote, in one of the most famous phrases in American law, 
that the makers of our Constitution "sought to protect Americans in their beliefs, 
their thoughts, their emotions and their sensations. They conferred, as against the 
Government, the right to be let alone—the most comprehensive of all rights and the 
right most valued by civilized men."'* Brandeis's dissent in Olmstead reminds us 
that the protection of privacy is at the heart of our system of ordered liberty and 
that that law is an evolving process. 

The Supreme Court eventually adopted Justice Brandeis's view and decided in 
1967 that the Fourth Amendment did indeed apply to telephone communications.'^ 
Following the Katz decision and a related case, Berger v. New York,'^ the Congress 

'See, eg , note from Steve Jenckins, webmaster, Windows95 com ("We had previously been 
unaware of these privacy concerns, and thank you for bringing them to the attention of surfers 
across the 'Net, and to Webmasters of major sites.") 

* Federal Trade Commission News Release, "FTC Staff To Survey Consumer Privacy on the 
Internet" (Feb. 26, 1998) (http.//www flc.gov/opa/9802/webcom2.html. 

'David Seipp, 'TTie Right to Privacy in American History," Program in Information Resources 
Policy, Harvard University (1977) 

>oAlan Barth, Prophets with Honors: Great Dissents and Great Dissenters in the Supreme 
Court 54-79 (1975) 

"277 U.S. 438,455(1928). 
"Id. at 469. 
"Id. at 471, 
i«ld. at 473. 
"U.S. V. Katz, 389 U.S. 347 (1967). 
»«388 U.S. 41 (1967). 
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set out in 1968 to establish a framework to allow electronic wiretapping only under 
the most limited circumstances. The Congress made clear at that time that wire- 
tapping was to be an investigative means of "last resort." 

While some have said that Title III makes clear that the police have the right 
to wiretap telephone communications when a court order is obtained, I believe the 
better view of the Act is that it ensured that electronic surveillance would be 
brought within strict Fourth Amendment requirements. In other words, our federal 
wiretapping statute was intended to limit this investigative technique to the nar- 
rowest circumstances. 

Since 1967 there have been a number of significant developments in the law of 
communications privacy. In 1978 the Congress passed the Foreign Intelligence Sur- 
veillance Act to deal with the difficult problem of wiretapping of foreign agents. The 
Supreme Court had left open the question in the Katz case of whether the Fourth 
Amendment should apply to national security cases. The Congress resolved this 
question with the FISA in 1978, establishing a Title Ill-like framework, albeit with 
more secrecy and less accountability.''' 

In the mid-1980s the growth of the Internet and new communications services 
was apparent. People were using desktop computers and sending messages to one 
another by means of electronic mail. Questions about the appropriate standards for 
government searches were arising. In response, Congress amended Title III and en- 
acted the Electronic Communications Privacy Act, which extended privacy protec- 
tion to stored electronic communications. 

The next significant development came in 1994 when Congress passed the Com- 
munications Assistance for Law Enforcement Act (CALEA), a measure commonly re- 
ferred to as "digital telephony." CALEA gave the Department of Justice the author- 
ity to set technical stanaards for the nation's telephone system in an attempt to en- 
sure the ongoing viability of wiretapping. 

Many said at the time that the measure was considered that it was a mistake 
to pass such legislation, not only because it was a fundamental change in the law's 
approach to electronic surveillance and police powers generally, but also that the bill 
would be impractical and ultimately unworkable. 

For better or worse, this predication seems now to be correct. The FBI and the 
telephone industry are mired in endless debates about implementing the legislation, 
the estimated costs are far bevond the initial authorization, the technology innova- 
tions continue, and the CALEA policy has slowed the adoption of technical methods, 
such as enciyption, that could make our conununications network more secure and 
reduce the risk of crime. Moreover, our government is now in the unfortunate posi- 
tion of urging other nations to develop more extensive surveillance capabilities. 

I hope at some point in the future the Judiciary Committee will have the oppor- 
tunity to revisit CALEA and to consider whether Uiis is still a sensible policy initia- 
tive. 

The Role of Government 
The United States was for many years a leader in efforts to protect personal pri- 

vacy. Justice Brandeis wrote a famous law review article on the right to privacy in 
the late nineteenth century that estabUshed the legal claim in this country and else- 
where.'^ The privacy right came to be described as the "American tort." 

Many other countries joined the US effort to firmly establish this right following 
the end of the Second World War. The Universal Declaration of Human Rights was 
adopted and the right of privacy was made explicit in the constitutions of many gov- 
ernments. 

The United States continued to lead in the modem era of privacy protection with 
passage of the Fair Credit Pieporting Act in 1970 and then with the Privacy Act of 
the 1974 that provided comprenensive privacy protection for records held by the fed- 
eral government. 

But our lead has slipped, and we are now viewed by many as falling behind in 
the effort to protect this critical right. The Administration's own record on privacy 
Protection has been very poor. Not only has the White House resisted calls from 

tng-time trading partners and allies to develop stronger privacy measures, it has 
actively opposed efforts by other governments to extend privacy rights to their own 
citizens. 'This combined with the Administration's attempt to extend techniques for 
electronic surveillance has placed the United States in the unfortunate position of 
promoting state surveillance as other governments are trying to establish privacy 
protection. 

"50U.S.C. §§1801-1811. 
"Warren & Brandeis, "The Right to Privacy," 4 Harv.L.Rev. 1 (1890). 



The sharp contrast in our government's approach to privacy issues, when com- 
pared with other governments, can be understood by considering the significance of 
the date "October 1998." In Europe that is the date when the European Data Direc- 
tive goes into force. It is a comprehensive privacy measure that establishes rights 
for citizens and recognizes that privacy protection will remain critical for the infor- 
mation economy. It is the result of many years of hard work, negotiation, and com- 
mitment by lawmakers. 

In this country, in October 1998, we will mark the date when the Communications 
Assistance for Law Enforcement Act is expected to be operational. That is the law, 
as I have noted, that requires telephone companies to try to protect electronic inter- 
ception in the nation's telephone system. We are pursuing elaborate and expensive 
policies for national communications surveillance as other countries are struggling 
with the issue of how to protect the privacy rights of their citizens. 

We are today not only behind the curve in developing sensible privacy polices, but 
we are largely out of step with the rest of the world. Lacking the formal means to 
develop privacy policies and to respond to public concerns, we have left the law en- 
forcement community and the marketing industry to determine how much privacy 
there will be in the future. The result is not surprising—there is growing public con- 
cern about the loss of privacy and a widening gap between the problems we face 
and the solutions we should pursue. 

Simply stated, our policy is backward. We impose government controls on tech- 
niques to protect privacy, where market-based solutions are preferable. And we 
leave privacy problems to the market, where government involvement is required. 
Recommendation 

Today the calls for government action to protect privacy are unambiguous. The 
most recent Harris poll found that a majority of those polled found that privacy is 
the main reason that people are staying ofi" of the Internet. They want legislation 
now to protect privacy on the Internet, i^ According to the BusinessWeek/Harris poll, 
53% believe that "Government should pass laws now for how personal information 
can be collected and used on the Internet." Of those polled, 23% said "government 
should recommend privacy standards for the Internet but not pass laws at the 
time." Only 19% believe that the government "should let groups develop voluntary 
privacy standards but not take any action now unless real problems arise." 

The Harris/BusinessWeek poll is consistent with other polls that have asked simi- 
lar questions about privacy and the Internet. Contrary to the popular view that 
Internet users oppose all form of government action, when it comes to matters of 
privacy, they believe new laws are necessary.^" 

Much is also said about the desirability of "self-regulation" for the Internet. There 
are, indeed, many areas where the government can do the most by doing the least. 
This is particularly true with matters of speech and content, where our strong First 
Amendment tradition cautions against any attempt by government to regulate what 
people may say, read, or watch. But self-regulation has not helped protect privacy 
on the Internet. It has in fact made it harder for us to focus on the larger questions 
of a coherent privacy policy. It has also led to erosion in our basic understanding 
of privacy protection. 

For example, the concept of Fair Information Practices—the common thread of all 
privacy law and policy that clearly places responsibilities on organizations and gives 
rights to individuals—is now being revised to suit the needs of organizations rather 
than to protect the interests of individuals. Where once there was an understanding 
that individuals should have the right to get access to their own data, to inspect 
it, and to correct it, now those who favor self-regulation believe it is necessary only 
to provide access to a privacy policy. 

Where once individual consent was central to the disclosure of personal informa- 
tion, now the focus is on individual choice for a range of disclosures. Where privacy 
techniques focused on the means to protect identity, now the focus is on means to 
obtain information. Many of the techniques that are put forward as "technical solu- 
tions"—such as the Open Profiling Standard, the P3P and Trustee—will make it 
easier, not more difficult, to obtain information from individuals using the Internet. 
Something is clearly amiss. 

It is time to reestablish support for Fair Information Practices, to make clear that 
organizations that collect information have responsibilities, and that individuals 

•9 BusinessWeek, "A LITTLE NET PRIVACY, PLEASE: Netizens want immediate action from 
industry and government as consumer-data gatherine exceeds the comfort zone." (Mar. 16, 1998) 
|http;//www.businessw eek.com/1998/ll/b3569104.html. 

20GVU 8th WWW Survey. Ihttp7/www.gvu.gatech.edu/u8er—surveys/survey-1997-10/1 
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who give up information have rights. The principles are well established in our legal 
tradiuon. Privacy protection should not end where the Internet begins. 
Amend the Electronic Communications Privacy Act 

Congress should specifically consider expanding the scope of privacy provided to 
subscriber information under Section 2703 of ECPA. Currently, the statute only pro- 
hibits the disclosure of such data to "governmental entities" unless they obtain legal 
process authorizing the disclosure. This prohibition should be extended to the disclo- 
sure of subscriber information to any third party. One of the reasons why the Navy 
was able to obtain information concerning Mr. McVeigh from AOL is that ECPA 
places no restrictions on service providers unless the requester identifies himself as 
a government agent, which the Navy investigator failed to do. Further, the current 
statutory regime fails to recognize tnat significant harm can result from the disclo- 
sure of personal information to non-govemmental actors. Had Mr. McVeigh been a 
private sector employee, ECPA would have provided absolutely no prot^ion, de- 
spite the fact that he could have lost his job m much the same way. Any requester 
•nould be required to provide legal authorization before receiving persoiial informa- 
tion from a service provider. 

With respect to governmental access, ECPA should be amended to prohibit the 
use as evidence of information obtained in violation of Section 2703, m the same 
way that Section 2515 prohibits the use of illegally obtained wire or oral commu- 
nications. Finally, the civil action provision contamed in Section 2707 should be 
amended to make clear that a cause of action will lie against a govemmental entity 
that obtains information in violation of Section 2703. 
Support Passage of Internet Privacy Bill and the Children Privacy BUI 

The Consumer Internet Privacy Protection Act of 1997 (HR 98) would prevent an 
"interactive computer service" from disclosing to a third party a subscriber's per- 
sonal information without that individual's written content. This is a good starting 
point but will leave uncovered many areas that should receive protection. Rep- 
resentative Franks bill, the Children Privacy Protection and Parentcu Empowerment 
Act also provides important safeguards. 
Establish a Privacy Agency 

In 1973 the Department of Health, Education and Welfare established a special 
panel to study privacy issues arising from the growing use of automated date proc- 
essing equipment.^' 'That report led to the development and passage of the Privacy 
Act of 1974, perhaps the most important privacy law in our country. But that report 
also made clear, as have subsequent reports, that the cornerstone of an effective fed- 
eral poUcy is a permanent privacy agency. 

It is critical today that a privacy agency be established. We simply do not have 
the expertise, commitment, or understanding in the federal necessary to develop the 
poUcies necessary to address the enormous challenges that we are facing. Many of 
the decisions that are made with significant consequences for privacy protection lack 
adequate representation of privacy concerns. 

In countries across the world, efforts are underway to address these privacy con- 
cerns. The European Union is moving forward on the implementation of extensive 
privacy directive that will establish legal rights for all citizens in the European 
Union countries. Non-EU countries, including Japan and Canada, are pursuing com- 
prehensive privacy polices. Techniques for anonymity are being promoted in Ger- 
many, the Netherlands and elsewhere. Strong medical privacy legislation is in place 
in New Zealand. 

In the United States, even with the efforts of the Federal Trade Commission, 
there is little sense that we are making progress. Privacy concerns are rising. The 
public is not persuaded by the current poUcy. BusinessWeek put it well in an edi- 
torial earUer this month: 

Time is running out for the Net community. The public does not trust its 
promises for self-regulation to ensure privacy. The polls show that people don't 
oeUeve that these volimtary stfuidards fe working. Any spot check of Web sites 
shows that few make any serious effort to protect privacy. It's no wonder that 
the public wants the government to step in immediately and pass laws on how 
personal information can be collected and used. Even Silicon Valley libertarians 
who believed in voluntary standards for years are no longer so sure. 

As the economy shifts increasingly from an industrial to an information base, 
an individual's private data take on an economic utility unknown in the past. 
So, too, does a person's economic behavior in the electronic realm. Future 

"Accords. Computers, and the Rights of Citizens (1973). 
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growth depends on the security of that data and the comfort level for that be- 
havior. Both civil society and economic growth depend increasingly on privacy.^^ 

The United States has long been a beacon of individual liberty and a champion 
of individual rights. Our greatest challenge today is to carry forward that tradition 
into the information age. For Internet users today and into the future, that will 
mean protecting the ri^t of privacy. 
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SUMMARY 

The Electranic Privacy Informilion Cema (EPIC) reviewed 100 of ihe most frcquenUy visibod wcfc sites on Ote IniemcL We 
checked wheihcr sites collected pefsooaJ infonnation. had esubltshed privacy pc4tdes, made use of cookies, and allowed people to 
visit without disclosing their actual identiiy. We found that few w^ liics uxlay have eiplicit privacy policies (only 17 of our 
sample) and none of (he lop 100 wefc sites meet basic staodanls for privacy protection. However, anonymity comiaues lo play ao 
Imponani role in online privacy, wi:h many sites allowing UMcn to access web lervtccs without disclosing perHinal dau. EPIC 
reconunends thai sites continue to tuppon anooynuty while dewloping policies and pncltces to pioiect infonnation privacy. 

INTRODUCTION 

Tic prtMection of privacy n one of the mod important issues on die Intcmel loday. IntenKi uacn routinely report thai privacy 
proteciion is one of their giestest coDCcms. Moic Internet sites are collecting penonal infonnation from users through online 
ngistiations, surveys, and forms. Informaiioo is also collected from users uirrepiitiously with 'cookies.' Web users are 
undersiandaUy concerned about the potential loss of privacy. 

We se« out to determine what privacy policies and pnctkes were actually in plaoe on tfie most popular web rites today. We wen 
iotacsted in detenniiiini when penonal informatioo was being cdtectea. We wanted m see if web sites had explicit privacy 
policies and how good Uioae polictes were. We were curious if i,i\a made it possible for individuals to view their own information 
collecied at the tite. We checked to see if users could visit a site anonymously. We also wanted lu look at the use of cookio. A 
summary of our findings follows. The complete survey is in the App^xjA** 

SCOPE OF SURVEY 

We surveyed the Top 100 web sites u reponed by wwwlOOhoLcom on June i. 1997. According to lOOhct, Ihe site 'lim (he 
mod popular silts on the web excluding bnnvaer corifkanies, ISPs, colleges, and Adult sites.' The list u compiled dally in 
ODOpcrvion with Alt> Vista. 

We are aware that then ait several other services that compile lists of popular iMcmet sites, but we ttitnk the lOOtwt list provides • 
good sample of popular sites. A review of these sites also offers a snapshot of cuntnt privacy practices on the IniemM today. 

ABOUT SECURITY. ENCRYPTION AND SPAM 

For purposes of Ais survey, we decided to examine the collection of persofial information and Ihe existence of pnvacypc^icies on 
the Internet. We did not look at the fdequacy of security standards, such as whether ctcdil card tnnsactioRS receive sufficient 
protection, the availability of good ennyptioD. or the privacy issues related to 'spun' (unsolidied commercial e-mail). Tlieae are 
•U importam issues for on-line privacy and should be examined to a separate stody. 

COLLECTION OF PERSONAL INFORMATION 

Ooe of the first issues we considered was whetha personal tnformitiun b collected at the surveyed web site. For the first pan of 
this query, wc were specifically interested in whether the sitt collecied Personalljf IdenbfiaUe Information (Plf). such as name or 
address, directly from OK user. We counted email addmses as PH, even though it is possible ID spoof an cnuil address and it is 
not always dear to whom an email addreaa refers. 

iwcaawwTtnai 11 p      I>IIII«M MKI 



19 

Many web sites (49 of our umple) coltca pcreonil iafonnation ibrou^ on-line registrations, nulling Itsu, surveys, user proGles. 
•nd onler fulfillment requirements. However, soioe web sites, sucb as C^fN. TV Guide, the Washington Post, and the Weatfier 
Channel, do not generaHy collect any personally identifiable informatioa. 

We were not able lo deteraiioe whether web sites arc linking data collected online with other databases. Hus classic computer 
matching technique is oftentimes one of the Tint indicators of a privacy problem, li is also likely to eroerge as i significani issue In 
die near future For eujnf^c. America Online is matdiing its active member list with demographic and psychognphic data 
obtained from Donr>c!ley Mar1cctin| ("America Online Scoops Into Subacriber'i Incomes. Children." Privacy Times. May 30, 
1997]. Wc think this issue bears further examination. 

PRIVACY POLICY 

We were next interested in trying to determine how many web sites actually had privacy policies. Our rtr« condusion wu tfiat 
finding a privacy policy is not an easy task. We tried a number of difTcieni techniques to locate privacy policies. 

• We lot^cod at the home page for the term 'privacy' with the Find command in the browser software 
• We searched the FAQ page for the site for the term 'privacy' 
• We looked at the legal terms and conditions page for the site for the term "privacy" 
• We looked at the cusloma agreement and similar pages at the tile for the lenn "privacy" 

TTwre are other seairh mefhodc we might have tried, such as running i search engine with the domain name and the word 
'privacy," but this wcmcd to ut to be bcyorKl (he calt of dary. Wc felt thai users should be able to locale privacy policies quickly 
and easily and thai a privacy rkjiice should be dear and cons{»cuous We excluded privacy policies ihit were posted to a weh site 
that were actually iruemal privacy policies for a company and iu employees. We found ih^ionly 17 of the sites diai we visited 
actually had privacy policies, and lew were eacy to nnd. 

ADEQUACY OF PRIVACY POLICIES 

There are iruny different privacy policies, but all good policies share cciuin characteristics: diey explain the re^nonbililics of the 
Ofganizaiion that is collecting pcnonai information and the rights of the individual who provideid the persooal information. 
Typically, this means that an orgaciiatioQ will explain why information is being collected, how it will be used, and what steps wiQ 
be lakea to limit improper disclosure. It also means that individuals will be able to obtain their own data and make corrections if 
neceasary. 

For our web survey, we were primarily imnesied in wherher the vie totd the user why personal information was beir^ collected 
and how ii would be used- tf a site tfido't make some effort ut pnjvidc this basic information, we classified it as haviag an 
inadequate privacy policy. 

SevenU web sites provided reasonably good privacy notices. Amazon.com, for example, tdls uiers that it does not tent or sell ia 
mailing list to anyone. Bui Amazon also advises users, 'If you would tike to make sure we never sdl or rent information about 
you to third panies, jusl tend an e-mail messa^ to never9amazon.com.' We thought this statement created unoecesnry 
ambiguity in an otherwise good policy. 

Several sites pott notices staling thai individuals using ibeir aiies cannot truimil infomuuion that violates privacy, but have no 
privacy policies themselves. 

SECONDARY USE RESTRICTIONS 

In examining the few privacy policies that wc found, we considered the extent lo which user^ are aMe to restrict the secondary use 
of their personal inforraaiion. Eight of the surveyed sites provide some decree of use limitation. IV ute iimicauons arc mainly 
limited to determining whether the collecting organization will be auUiorized lo share (or sell) the informaiion to a third party. 

ACCESS TO ONES OWN DATA 

One of die imporiani goals of most privacy laws is lo ensure that individuals have the ability to inspect persooal information that is 
collected by odwrs arid lo make corrections if neceasary. This is to ensure thai individuals know what informuion about them Is 
Bvail^le lo othcn. and also to encourage dau collectors to be more fonhcocning about how personal informaiioo is gathered. 

We were interested in finding whether web sites made it posuble for users to access the information thai the site collected about 
them. 

We couldn't find any site in our san^)ie that cuirently allows users to access their own file, with the excoNion of Hrefly. The 
Firefly web site allows users to create a personal prc^le, to access the profile, and to revise the (xofile. Firefly provides a good 
exan^le of usa contrd over a perswial profile on tfte IniemeL 
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ANONYMITY 

Wc wen inicrcscd in «rhether usen could acoesi sites widnut dhcloslaf penontllY ideotifiable iofonnaion. Oiven their nawre. 
we did not look closely ai surreptitious techniques that miy allow wet servers to collect identifying information, such as email 
•ddresscs or TCIP/IP addirucs, fnun web CIICJUS. 

W« found thai every site at tcaiiprovides access to the home page arid most sites let usoi visil many services onthe site without 
dbdoung any personally idcntifubic information. 

We thought the widespread practice (tf allowing anonymous browsing, even on the most popular web sites, was in important 
indicattjr of how privacy is actually protected on the Imeinei. By avo^Sog the collectioo of penonal information. wc6 sites 
cnoounge users to visit tiles. In the physical world, wc DOie Ibal veiy few stores require the collection of penonal infonnaiioo 
before allowing someone to enter 

We suqiect thai prtaerving anonymity may be the easiest way lo protect on-line privacy. 

COOKIES 

lliere has been a great deal ofoonlrovcny tbax the cookies fcanire in browser software. On the one hand, cookies make it 
possible for a web server to 'recognize' a wci) client and enables certain feKures that are useful for surfing and on-hne comincroe, 
such as retaining screen preferences, storing passwords, and creating virtual shopping cans. 

At the same lime, cookies alto enaUe the surrcpttiious collection of information from the user, 

Wc wvre interested U) ice how many of the top 100 web sites enabled the cookies feature. We visited each web kite and then 
checked our cookies Tile lo sec if a new line was added. Wc did not. of course, visil every page or every linked alie at each site w« 
visited, to we may have missed some pages thai generate cookies. 

Of the 100 sites, 24 enable cookies. The cookies feature is often used for registratioo and password storing, but may also be used 
10 create logs of user intereslt and preferences (for instance, tracking ponjcular articles that a user accesses at an on-Une news tile). 

Wc thought It was noteworthy that oooe of the tiles that enabled cookies told the user that informatioo about dx user was being 
placed on the user's system, we think that moitciMkf be done to make mehnanaactiofu'transpafcnt''-- that is lo say, readily 
appwcnt lo the user. 

CONCLUSION 

Even though privacy is one of the top concerns among Iniemei users, few webs uiet today actually have privacy policiea or 
provide usan with infotmation about privacy practices. This makes it almost impossible (or usen lo make inforrned decisions 
about their on-line activities. 

Maay have argued for nottce and consent procedures and self-regulation to protect on-line ^vacy. But a review of the top 100 
web sites reveals that only a bandful previoe any meaningful privacy notice. There is also virtually no indication that any 
meaningful tiqis have been taken lo protect user privacy by lelf-regulatory means. 

In the abscoce of meaningful privacy policies, net surfers today also have little assurance that pcrsoiMl infomiation that is provided 
at a web site might not be misused Not surprisingly, many usen are reluctant lo disclose personal mformalion and some provide 
Mae information when asked 

Although privacy policies are virtually non cxisieni on the Internet today, we found ihat anonymity continues to play an iinpomm 
role in protecting ornline privacy. Macy of the top web sites allows usen to visit without giving up pcjion^l information. 
Anonymity plays a particularly important role for those utcs, such as CNN. that are providing news and inforroatioo to the offline 
community. 

It is more difficult lo assess how cookies are being used. Sties that have registration or membership, sucta as Disney or the New 
York Times, use cotdues to store informatioo on the user's lystent But other siies enable cookies for puiposes unrelated to 
registratioo. We don't think users reasonably can be expected lo examine cookie files on their hard disks to track cookies usage. 

Techniques to provide users with more infomuiion ahoui privacy pnKrtices, such as eTItUST and other similar brandtng 
techniques, should be encouraged. These services should provide clear and meaniitgfu] designations for privacy pticticcs. Tbcy 
should also be backed up with regular audrting. We also have doubu about proposed techniques, such as P3. thai require users to 
diacloae privacy preferences. We think that good privacy ptdicies should provide meaningful informatioo for usen about web »te 
praaicea and not require uaen lo disclose pctwnal infonnaiion. Many users are also likeJy to consider their privacy preferences to 
be. well, private. 
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Wciuxpect thai one of the simples: and mDUefTectjveiolutioas to oa-line privacy it to toniinue ihepraciioeof«fK)nx<]Qity. 
Anonymity is already widespread on the Inicmel ~ vinually id\ oT the iitcs that wt surveyed allowed osen to uv the site without 
dtsclosing who Ihey were. When penonally identiriable lofornuuioa is coUected, web sile$ ^lould develop dear privacy policies. 

RECOMMENDATIONS 

Uscn of weh-biued services and operaton of web-bascd services have a common interest iti promoting good privacy pnaicei. 
Strong pnvacy standards provide atsurarKv that personal infonnaiion will not be misused, and dioutd eiKOurage the developmeni 
of on-l;ne commerce We a!io beJieve it is matter of basic fairness to infonn wtb uscn when personal infonnaiion is being 
collectod and how it will be used. 

• Web sites should make avail^lc a privacy policy thai is easy lo find. UeaOy the policy should be acoeuible from the 
home page by looking for the word 'privacy.' 

• Privacy policies should state ctearly how and wheo personal information is collected. 
• Web sites should make it possible for individualt lo get acctu u> their own data. 
• Coolues ifan«actioru thoukj be inote iransparcnL 
• Web sites should continue to supfKift anonymous access for Inienict users. 

Protecting privacy will be one the greatesi challenges for the Iniemet Until clear poctica are established and food poliiM put ia 
place, our atKicc is simply this: 'Surfer beware.' 
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Mr. COBLE. The gentleman from America's heartland, Professor, 
it's good to have you with us. 

STATEMENT OF PROFESSOR FRED H. CATE, LOUIS F. NIEZEN 
FACULTY FELLOW, INDLVNA UNIVERSITY SCHOOL OF LAW 
Mr. GATE. Thank you very much, Mr. Chairman and members of 

the subcommittee. I appreciate the opportunity to be here. 
When I was invited to come today I was asked to address only 

one question, perhaps in an effort to control my natural long- 
windedness. That question was: "Does Congress need to take addi- 
tional action now to protect personal privacy in electronic commu- 
nications?" My amswer is no, and I suppose I could stop there. But, 
I have four more minutes so let me use that time hopefully wisely. 

I'm not suggesting that the extraordinary proliferation of infor- 
mation technologies and services are not presenting important pri- 
vacy issues or even privacy problems, but rather that further Con- 
gressional action in this field at this time is premature and per- 
haps may be unnecessary altogether. I base that on four consider- 
ations, which I will just briefly review. 

First, we are in the midst of, not at the end of phenomenal tech- 
nological innovation that is prompting these new concerns about 
privacy. Now that to me argues against legislative action at this 
time, especially in a field such as privacy in which both legislation 
and judicial interpretations have sought to protect a "reasonable 
expectation" of privacy. It seems inadvisable to attempt to define 
a reasonable expectation in the midst of such extraordinary change. 

Second, in recent years we have witnessed an increase not only 
in concerns about privacy, but also in the tools available to consum- 
ers to protect that privacy, and in the self-regulatory actions of in- 
dustries responding to consumer demands. As a result, individuals 
today have greater opportunities than ever before both to partici- 
pate in the world around them through the Internet and other digi- 
tal technologies, but also to protect their privacy while doing so. 

And I would just add here that Congress and the Administration 
should certainly heighten that protection, particularly through al- 
lowing high-level encryption, one of the most important techno- 
logical means of allowing individuals to protect privacy online. 

Third, Congress has already provided considerable and valuable 
protection for privacy, for example, through the Electronic Commu- 
nications Privacy Act. Congress has also created in citizens and 
regulators, such as the FTC, further legjil rights and legal author- 
ity to protect privacy. The FTC, as we already have heard, has fo- 
cused considerable public attention on privacy issues, it is facilitat- 
ing the development and enforcement of industry self-regulation 
and codes of conduct, and it's bringing pressure to bear on compa- 
nies that are inadequately attentive to consumer privacy issues. 

Now I'm not suggesting there may never be a need for legislation 
to deal with specific information issues, such as children, or sen- 
sitive medical information, but rather than the existing authority 
created by Congress is sufficient to deal with most privacy con- 
cerns. 

Finally and most importantly I would just take this opportunity 
to remark that privacy is not an unmitigated good. As the Federal 
Reserve Board noted in its recent report on financial fraud to Con- 
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gress "It is the freedom to speak supported by the availabihty of 
information and the free flow of data that is the cornerstone of a 
democratic society and of a market economy." 

Protecting privacy inevitably interferes to some extent with the 
availability of that information and with the free flow of data. Now 
I believe it is possible and it is certainly desirable to avoid further 
restrictions on the accessibility of that information by taking ad- 
vantage of the legal power that Congress has already put in the 
hands of citizens and regulators and the technological and market 
power of consumers. These efforts are uniformly preferable in a 
democratic society to legal restrictions on the collection and the dis- 
semination of information. 

Thank you. 
[The prepared statement of Professor Fred H. Gate follows:] 

PREPARED STATEMENT OF PROFESSOR FRED H. GATE,' LOUIS F. NIEZEN FACULTY 
FELLOW, INDL^NA UNIVERSITY SCHOOL OF LAW 

SUMMARY 

Further Congressional action to protect personal privacy in electronic communica- 
tions is premature and likely to be unnecessary altogether. That conclusion is based 
on four related considerations: 
1. Rapid Change 

First, we are in the midst, not at the end, of the phenomenal technological innova- 
tion that is prompting new concerns about privacy. That argues against legislative 
action, especially in a fleld such as information privacy, in which past legislation 
and judicial interpretation have sought to protect "reasonable expectations of pri- 
vacy." It is inadvisable to define "reasonable expectations" while experiencing such 
extraordinary change. 
2. Expansion of Self-Help and Self-Regulation 

Second, in recent years we have witnessed an increase not only in concerns about 
privacy, but also in the tools available to consumers to protect their privacy and in 
the self-regulatory actions of industries responding to consiuner demands. As a re- 
sult, consumers today have greater opportunities than ever before both to partici- 
pate in the world aroiind them tmd to protect their privacy while doing so. 
3. Adequacy of Existing Legal Protection 

Third, Congress has already provided considerable protection for privacy and has 
created in regulatory agencies, prosecutors, and citizens significant legal rights for 
protecting privacy. The Federal Trade Commission, for example, has been very at- 
tentive, especially during the past year, to privacy issues surrounding computerized 
databases, electronic looK-up services, and children's use of the Internet. Although 
those inquiries are on-going, the FTC, operating under its existing statutory author- 
ity, has focused public attention on privacy issues, facilitated the development of in- 
dustry self-regulation and codes of conduct, identified key principles for meaningful 
privacy protection, and brought pressure to bear on those companies that are inad- 
equately attentive to consumer privacy issues. 

This is not to suggest that there may not at some point in the future be a need 
for specific, narrowly targeted legislation to deal with privacy issues involving chil- 
dren or sensitive medical information, but rather that existing authority created by 
Congress is sufficient to deal with most privacy concerns. In short, there is no con- 
vincing evidence that new legislation is necessary to deal with privacy issues in elec- 
tronic communications. 
4. Costs of Overprotecting Privacy 

Finally, and most importantly, privacy is not an unmitigated good. As a result, 
efforts to enhance personal privacy should always be evaluated in the context of the 

' Professor of Law, Louis F. Niezer Faculty Fellow, and Director of the Information Law and 
Commerce Institute, Indiana University School of Law—Bloomington; Senior Counsel for Infor- 
mation Law, Ice Miller Donadio & Ryan Professor Cate may be contacted at the Indiana Uni- 
versity School of Law—Bloomington, 211 South Indiana Avenue, Bloomington, IN 47405, tele- 
phone (812) 855-1161, facsimile (812) 855-0555, e-mail fcate#indiana.edu. 
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costs that those eflbrts pose to the free flow of information, the development of ef!i- 
cient markets, and the provision of valuable services especially through the Inter- 
net. 

I am not suggesting that privacy is inherently evil, but rather that it is not inher- 
ently good. As the Federal Reserve Board noted in its recent report to Congress on 
privacy, "it is the freedom to speak, supported by the availability of information and 
the free-flow of data, that is the cornerstone of a democratic society and market 
economy." Protecting privacy inevitably impedes that availability of information and 
free-flow of data. 

I believe that it is possible—and desirable—to avoid further restrictions on the ac- 
cessibility of information by taking advantage of the legal power that already exists 
in the hands of citizens and regulatory agencies and the technological and market 
power of consumers. Efforts by regulators, such as the FTC, and by individual com- 
panies and industry groups are further expanding opportunities for meaningful pri- 
vacy and are helping to mform consumers about the practical steps they can take 
to control the disclosure of private information. These efforts are uniformly pref- 
erable in a democratic society to legal restrictions on information collection ana dis- 
semination. 

STATEMENT 

Mr. Chairman and members of the Subcommittee: 
My name is Fred Cate. I am a professor of law, Louis F. Niezer Faculty Fellow, 

and director of the Information Law and Commerce Institute at the Indiana Univer- 
sity School of Law—Bloomington, and senior counsel for information law at Ice Mil- 
ler Donadio & Ryan in Indianapolis. I am testifying today on my own behalf,^ as 
someone who has researched, taught, and written about information law issues gen- 
erally, and information privacy issues specifically, for more than a decade. ^ 

When I was invited to testify today I was asked to address one question: is new 
Congressional action necessary to protect personal privacy in electronic communica- 
tions? My answer is "no." 

This is not to suggest that the extraordinary proliferation of information tech- 
nologies and growth m their power and affordability are not presenting important 
privacy issues, but rather that further Congressional action is premature ana likely 
to be unnecessary altogether. That conclusion is based on four related consider- 
ations: 

1. Rapid Change 
First, we are in the midst, not at the end, of the phenomenal technological innova- 

tion that is prompting new concerns about privacy. The World Wide Web, for exam- 
ple, which was first made available to the public m 1992, is now used by more than 
one-quarter of the U.S. population, making it the fastest-growing medium in human 
history. By comparison, it took 38 years for radio to reach that percentage of Ameri- 
cans, 13 for television, and 10 for cable. And that dramatic growth is continuing. 
According to the semi-annual Internet Domain Survey released in January 1998 by 
Network Wizards, the World Wide Web continues to grow at a dramatic pace. The 
survey found 29.7 million hosts in January 1998, up from 26 million just six months 
earlier—a greater than 26% annual growth rate. Five years ago, the survey found 
only 1.3 million hosts.'* 

"nie nature of the Internet is changing as well. In 1995, World Wide Web hosts 
designated ".com" for commercial sligntly outnumbered those designated ".edu" for 
educational institutions—the traditional mainstay of the Internet. The most recent 
survey, however, shows ".com" sites outnumbering their "edu" counterparts more 
than two-to-one. * And the disparity may be even greater, because businesses out- 
side of the United States tend to use the abbreviation of their country rather than 
".com" as part of their web address. 

The fact that we are in the midst of rapid, significant change—not just in tech- 
nologies but also in the new services, markets, and activities that those technologies 
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are facilitating—argues against legislative action. This is especially true in a field 
such as information privacy, in which past legislation and judicial interpretation 
have sought to protect "reasonable expectations of privacy." "^ It is inadvisable to at- 
tempt to define "reasonable expectations" of virtually anything while experiencing 
such extraordinary change. 
2. Expansion of Self-Help and Self-Regulation 

Second, in recent years we have witnessed not only an increase in concerns about 
privacy, but also a parallel increase in the tools available to consumers to protect 
their privacy and in the self-regulatory actions of industries responding to consumer 
demands. As a result, consumers today have greater opportunities than ever before 
both to participate in the world aroiuid them and to protect their privacy while 
doing so. 

For example, technological innovations such as adjustable privacy protection set- 
tings in both Netscape and Microsoft Explorer, encryption software, anonymous re- 
mailers, and in fact, the Internet itself all facihtate privacy and individual control 
over the information we disclose about ourselves. 

Many companies are actively competing for customers by promoting their privacy 
policies and practices. If enough consumers demand better privacy protection and 
back-up that demand, if necessary, by withdrawing their patronage, virtually all 
competitive industry sectors are certain to respond to that market demsmd. In fact, 
when competitive markets exist, consimaer inquiries about, and response to, cor- 
porate privacy policies are an excellent measure of how much the society really val- 
ues privacy. 

Industry organizations are increasingly providing standards for privacy protection 
and help to consumers whose privacy interests are compromised. The Direct Mar- 
keting Association, for example, operates the Mail Preference Service and the Tele- 
phone Preference Service. With a single request to each it is possible to be removed 
from most DMA-member company mailing and telephone solicitation lists. However, 
edthough the Mail Preference Service has been available since 1971, the DMA re- 
ports that the service is used by approximately two percent of the U.S. adtilt popu- 
lation. This suggests that concern over direct mail solicitations is not that great or 
that the public is unaware of, or not taking the initiative to use, this free service. 
A proposed use of data can hardly be considered unreasonable if the user gives con- 
sumers a meaningful opportunity to object to the use and so few do. 

Often, industry associations, such as the Information Industry Association and the 
Interactive Services Association, have adopted guidelines and principles which may 
serve as models for individual company policies. Corporate compliance with privacy 
standards constitutes an increasingly important accolade in competitive markets, 
particularly among Internet users. Moreover, industry associations can help per- 
suade member organizations to adopt and adhere to industry norms for privacy pro- 
tection. The DMA, for example, has begun issuing quarterly reports on members 
who are being disciplined for violating DMA codes of conduct. 

A consortium of privacy advocates and software companies has announced the de- 
velopment of a service to make privacy self-help easier on the Internet. '"TRUSTe" 
is a progTJun that rates Internet sites according to how well they protect individual 
privacy. Internet sites that provide suflicient protection for individual privacy—in- 
cluding not collecting personal information, not disseminating information to third 
parties, and not using information for secondary purposes—earn the right to display 
the "TRUSTe" logo.' 

Considerable privacy protection also exists in private agreements. According to 
the Bank card Holders of America Association, merchants are prohibited by their 
agreement with Visa and Mastercard from requiring a driver's Ucense or telephone 
number for a credit transaction. Similarly, Visa emd Mastercard prohibit the mer- 
chants with whom they deal from requiring credit card information to guarantee a 
check. These restrictions create legal obUgations through private contracts that help 
protect individuals' privacy. 
3. Adequacy of Existing Legal Protection 

Third, Congress has already provided legal protection for privacy in key contexts, 
such as financial services, and has created in regulatory agencies, prosecutors, and 
citizens significant legal rights for protecting individual privacy. The Electronic 
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Communications Privacy Act of 1986^ is an excellent example. The Act prohibits the 
interception or disclosure of the contents of any electronic conununication, such as 
telephone conversations or e-mail, or even of any conversation in which the partici- 
pants exhibit "an expectation that such communication is not subject to interception 
imder circumstances justifying such an expectation." ^ This language creates signifi- 
cant protection and it is sufficiently flexible to both accommodate new technologies 
and permit individual states to experiment with greater protection. For example, 
some states have gone beyond the Act's one-party consent rule to require the con- 
sent of both parties if a communication is to be recorded. 

Perhaps the best example of the power and flexibihty of the current legislative 
regime is the authority delegated by Congress to regulatory agencies, such as the 
Federal Trade Commission. In the Federal Trade Commission Act, Congress de- 
clared unlawful "unfair or deceptive acts or practices in or affecting commerce"'" 
and delegated to the FTC the authority to carry out that provision. Pursuant to that 
statutory mandate, the FTC has been actively examining privacy issues, particularly 
in the context of the Internet. The FTC has been especially attentive to privacy 
issues surrounding computerized databases, electronic look-up services, and chil- 
dren's use of the Internet. Although those inquiries are on-going, the FTC, operating 
under its existing statutory authority, has focused public attention on privacy 
issues, facilitated the development of industry self-regulation and codes of conduct, 
identified key principles for meaningful privacy protection, and brought pressure to 
bear on those companies that are inadequately attentive to consumer privacy issues. 

This is not to suggest that there may not at some point in the future be a need 
for specific, narrowly targeted legislation to deal with privacy issues involving chil- 
dren or sensitive medical information, but rather that existing authority created hy 
Congress is sufficient to deal with most privacy concerns. In short, there is no con- 
vincmg evidence that new legislation is necessary to deal with privacy issues in elec- 
tronic communications. 
4. Costs of Overprotecting Privacy 

Finally, and most importantly, privacy is not an unmitigated good. As a result, 
efforts to enhance personal privacy should always be evaluated in the context of the 
costs that those efforts pose to the free flow of information, the development of effi- 
cient markets, and the provision of valuable services especially through the Inter- 
net. 

The debate over privacy today is fundamentally a debate over control of informa- 
tion. Historically, tne United States has accorded enormous protection for privacy 
through legal respect for private property, which allows individuals to separate 
themselves from each other; a vigorous First Amendment, which permits individuals 
the privacy of their own thoughts and beliefs; and unparalleled limits, reflected in 
the First, Fourth and Fifth Amendments, on government authority to intrude on 
private property, to compel testimony, or to interfere with practices closely related 
to individual beliefs, such as protest, marriage, family planning, or worship. 

As much protection as U.S. law has offered these and other activities, the law has 
historically afforded equal protection to the freedom to disclose and disseminate in- 
formation about such activities. This freedom is at the core of the First Amendment. 
It is also at the core of a market-based economy, which depends on the accessibility 
of information. 

While privacy is certainly a necessary element of quality life in modem society, 
protecting the privacy or information imposes real costs on individuals and institu- 
tions. Privacy raciUtates the dissemination of false information, such as when a job 
applicant lies about his previous employment, by making discovery of that falsity 
more difficult or impossible. Privacy similarly protects the withholding of relevant 
true information, such as when an airline pilot fails to disclose a medical condition 
that might affect job performance. Privacy interferes with the collection, organiza- 
tion, and storage of information on which businesses and other can draw to make 
rapid, informed decisions, such as whether to grant credit or accept a check. As 
these examples suggest, the costs of privacy may be high. Those costs include both 
transactional costs incurred by information users seeking to determine the accuracy 
and completeness of the information they receive, and the risk of future losses re- 
sulting from inaccurate and incomplete information. Privacy therefore may reduce 
productivity and lead to higher prices for products and services. 

Privacy recognizes the right of the individual, as opposed to anyone else, to deter- 
mine what he will reveal about himself or herself. As a result, privacy conflicts with 

0 18 U.S.C §52510-2520, 2701-2709 (1997). 
»/<i 542510-11 
•015 use. §45(aXl)(1997). 
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other important values within the society, such as society's interest in facilitating 
free expression, preventing and punishing crime, protecting private property, and 
conducting government and commercial operations efficiently. 

To the extent that legal protections and social mores concerning privacy interfere 
with creating the systems necessary to acquire and use personal mformation, pri- 
vacy may even conflict with the interest of the persons whose privacy is being pro- 
tected. If a customer wants credit in a retail store, but the law prohibits the store 
owner from obtaining or verifying the credit information necessary to extend that 
credit, the customer is inconvenienced, even though he or she may be willing at that 
moment and for that purpose, to consent to the disclosure of his or her credit infor- 
mation. If an individual requires emergency medical attention, but privacy laws 
interfere with the hospital obtaining his or her medical records, he or she may face 
greater risks than mere inconvenience. Instant credit, better targeted mass mail- 
mgs, lower insurance rates, faster service when ordering merchandise by telephone, 
special recognition for frequent travelers, and countless other benefits come only at 
the expense of some degree of privacy. 

I am not suggesting that privacy is inherently evil, but rather that it is not inher- 
ently good. The late Anne Branscomb, author of Who Owns Information?, wrote: "In- 
formation is the lifeblood that sustains political, social, and business decisions."" 
This is especially true in commercial contexts where, as the Federal Reserve Board 
noted in its recent report to Congress on privacy, "it is the freedom to speak, sup- 
ported by the availability of information and the free-flow of data, that is the comer- 
stone of a democratic society and market economy." '^ Protecting privacy inevitably 
impedes that availability of information and free-flow of data. 

This is particularly true in the context of laws affecting electronic conmiunication. 
The vast majority of information in the industrialized world today is electronic. No 
form of communication other than face-to-face conversation and hand-written, htmd- 
delivered messages, escapes the reach of electronic information technologies. As 
those exceptions indicate, no communication that bridges geographic space or is ac- 
cessible to more than a few people exists today without some electronic component. 
And the dominance of electronic communication is growing at an astonishing pace. 

As a result, the regulation of electronic information flows cuts deeply into freedom 
of expression and the data necessary for open markets generally. And the dangers 
inherent in limiting the flow of information are exacerbated by the rapidly expand- 
ing and changing context in which information is created, transmitted, stored, and 
used. Such restrictions should be avoided if possible. 

I beheve that it is possible—and desirable—to avoid further restrictions on the ac- 
cessibility of information by taking advantage of the legal power that already exists 
in the hands of citizens, prosecutors, and regulatory agencies and the technological 
and market power of consumers. Efforts by regulators, such as the FTC, and by in- 
dividual companies and industry groups are further expanding opportunities for 
meaningful privacy and are helping to inform consumers about the practical steps 
they can take to control the disclosure of private information. These efforts are uni- 
formly preferable in a democratic society to legal restrictions on information collec- 
tion and dissemination. 

These measures may be fully effective in protecting privacy to the extent compat- 
ible with a democratic society and market economy. Or it may ultimately prove nec- 
essary to enact additional laws to strengthen privacy protection. I do not believe 
that IS the case today in the face of expansive change, impressive technological and 
commercial alternatives for protecting privacy, powerful existing law and regulators, 
and strong constitutional preference against such restrictions. 

Thank you. 
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Mr. COBLE. And you beat the red light, Professor. 
Thank you all for being with us. 
Professor, in your written testimony you alluded to a program 

that rates Internet sites according to how well they protect individ- 
ual privacy. Does that service also work with sites that do not rate 
so well on methods privacy protection? 

Mr. GATE. Well, Mr. Chairman, I think the value of an organiza- 
tion, and I think I was referring in my testimony to Truste, the 
value of that type of rating is to provide a sort of consumer seal, 
a Good Housekeeping Seal, if you will, so that people who use the 
Internet when they visit a site will know that this site has been 
rated by some organization as meeting the standards of that orga- 
nization. Presumably the alternative is that if you find a site that 
does not bear that Truste symbol you might be hesitant, I would 
be hesitant, to then provide data or information to that site with- 
out specifically inquiring into its privacy policies. 

Mr. COBLE. Mr. Rotenberg, some insist and perhaps justifiably 
so, that in this rapidly advancing Internet environment in which 
we live that any legislation enacted by government or the Congress 
would be obsolete shortly after its passage. How do you respond to 
that contention? 

Mr. ROTENBERG. Mr. Chairman, I think it's a fair concern, but 
we've wrestled with this issue before. You know, in the '60's the 
Federal Government was introducing computers across the govern- 
ment and was raising great privacy concerns, and it took a lot of 
time, but by 1974 we passed the Privacy Act and put in place fun- 
damental Fair Information Practices, and that law stood the test 
of time. In 1980, the OECD in Europe got the leading industri- 
alized nations together and said we need a set of principles to pro- 
tect privacy, and those set of principles have been in place for 20 
years. I think it can be done. I don't think technology should make 
us back off. But more importantly I think the American public 
today wants it to be done. They want privacy protection on the 
Internet and they don't want to wait. 

Mr. COBLE. Ms. Mulligan, you indicate in your testimony, you 
support the creation of a privacy entity whose expertise could be 
utilized when addressing policy recommendations on privacy 
issues. Administratively how would such an entity operate and who 
would run it? 

Ms. MULLIGAN. These are good questions. I think that it's impor- 
tant to create such a structure, and I think that the creation of 
such a structure would need to be very well thought through. I 
think there are certain components. One thing would be independ- 
ence, it is really crucial to the functioning. If you look at Adminis- 
tration policies on encryption and if you look at the recent rec- 
ommendations coming out of the Office of Health and Human Serv- 
ices on privacy protections for medical records that contained no 
constraints on law enforcement access to health data you can see 
that there is no independent focus on privacy. There is no strong 
privacy voice within the Administration. I think that such an office 
would have a role in commenting on legislative proposals, making 
recommendations, and providing experience and a forum for discus- 
sion, such as the Federal Trade Commission has had over the past 
3 yeEU"s. I have focused more on the functions that such an agency 
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would provide or an entity would provide rather than on having a 
blueprint of exactly what its structure would be. 

Mr. COBLE. Professor, I, too, won the race with the red light you 
will note. [Laughter.] 

The gentleman from Massachusetts, Mr. Frank. 
Mr. FRANK. Thank you, Mr. Chairman. 
Let me ask. Professor Cate, because I certain agree we should 

not think that privacy is the only value, although I will have to say 
if I were citing someone who was critical of excessive privacy I 
probably wouldn't use the Federal Reserve because until very re- 
cently they believed in secrecy for themselves. It was only after the 
prodding of our colleague, Mr. Gonzalez that they decided that they 
could announce on the date that they voted to raise interest rates 
that they had done so. They used to have to wait. They do now 
grudgingly make their minutes available weeks after they happen. 
So I agree with you in principle, but let me say this. If you were 
trying a case you wouldn't put them on the stand to be your pri- 
vacy advocate. They would be rather easily impeached. 

Beyond that, and I agree with much of what you said, but I do 
have some questions about it. Let me ask you, for example, the 
FTC under its unfair and deceptive authority is going to try to pro- 
tect children. Should a court say they can't do that, would you then 
be in favor of our legislating? 

Mr. CATE. Yes, I would, sir. 
Mr. FRANK. Okay. You know, I'm ready to see how far they can 

go. I would say this, and that's your red light, or Howard's red 
light, not mine I just want to be clear [Laughter.] 

I understand the need to be flexible, but two issues. One, what 
about adults, and I think this is the policy question. Do adults have 
a right, do they have a reasonable expectation, and should it be en- 
forced by law, that information they give for purpose "a" will be 
used only for purpose "a" and not for a lot of other purposes? 

Mr. CATE. Well, Congressman Frank, I think that depends on 
whether they are told that it will only be used for that purpose. 

Mr. FRANK. I understand that, but what if they're told nothing? 
I think in the majority of cases in my experience you are told noth- 
ing. You are not told it's going to be used and you're not told it's 
not going to be used. You're told $18.37, $246, this is how much 
it cost, here is my credit card number, thank you very much, and 
that's the end of it. I mean obviously if you're told and you give 
it to them, that's one thing, unless you're a child, and we agreed 
to deal with that. If you're told that they won't use it, and they use 
it, then there is an unfair practice. But what about that great bulk 
of cases where nothing is said on the subject of what's going to be 
used? 

Mr. CATE. If nothing is said, then I believe the use should be un- 
limited. 

Mr. FRANK. Would you put any obligation of notification to the 
consimier? 

Mr. CATE. I would not put an obligation of notification under the 
current structure. I will say in other settings I have advocated leg- 
islation that would require organizations to disclose what their pri- 
vacy policy is. 
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Mr. FRANK. When you say organizations to disclose it, I mean 
tremsaction by transaction or in general? 

Mr. GATE. I think in general. 
Mr. FRANK. But not transaction by transaction? 
Mr. GATE. Not transaction by transaction, right. 
Mr. FRANK. I might as well save our time. I mean we're talking 

about people who are engaging in transactions. So I guess that's 
the policy question, and I must say I don't think frankly the cur- 
rent state of the evolution of technology will directly bear on that. 
There is a principle here. Do you have a right to be told that the 
information that you give out, and maybe it's some information and 
not others, is going to be used, your Social Security number or 
other things, for other purposes, and I guess that may just be a 
substantive disagreement, because I do think within an organiza- 
tion, corporation, whatever it is, publishing information practices is 
not very useful. 

The other question I have though is, you know, and let's be very 
clear, we do agree that there has to be a legal basis, and the ques- 
tion is whether it should be I think a specific or a general one. Gov- 
ernment can't go act and the Executive Branch people can't just go 
act without there being an ultimate statute. And I wonder from the 
standpoint of businesses, and right now what we've got is the Fed- 
eral Trade Gommission, a Federal regulatory body not directly con- 
trolled by the Executive, and their mandate is "unfair or deceptive 
acts or practices." That's pretty broad. I mean do you have con- 
fidence that that's the best way to deal with this, to let the ap- 
pointed members of the FTG decide what content to give to that? 

Mr. GATE. I have confidence that that's the best way to proceed 
at this moment. It's a regulatory body in place, its powers are fairly 
well defined by statute and by the courts, it's an entity with which 
organizations are used to dealing, and it's an entity that  

Mr. FRANK. Yes, it was well defined  
Mr. GATE [continuing]. Has muscle in dealing in this area. 
Mr. FRANK. It's well defined under the old rules, but you say 

we've got this whole new technolora^, and I've got to say I don't get 
a lot of guidance from unfair or deceptive in the privacy area. I 
mean deceptive is fairly easy, but what's uinfair in the privacy area, 
and I think simply letting the FTG Gommissioners decide that is 
a problem. 

Mr. Rotenberg. 
Mr. ROTENBERG. Mr. Frank, if I could pick up on that point. I 

think, you know, certainly the FTG shouM get some credit for try- 
ing to address privacy issues, but the FTG was never intended real- 
ly to address these kinds of issues. That particular policy. Section 
5 of the Federal Trade Gommission Act, goes to issues related to 
advertising, and one of the very  

Mr. GOBLE. Mr. Rotenberg, I didn't hear you. You said the FTG 
was not very attentive in what? I didn't hear what you said. 

Mr. FRANK. Was not intended to do privacy. 
Mr. ROTENBERG. Not intended to do privacy. You know, there has 

been only one opinion in the now 3 years that they've been looking 
at privacy issues, a three-page opinion of staff on a case that was 
edready rendered moot because the company discontinued the prac- 
tice prior to when the decision was rendered. So there is a question 
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culiar disincentive in this current regulatory structure. You see, if 
you're going to go after people in the privacy world for unfair or 
deceptive statements, you know, we say we do "a" but we end up 
doing "b"  

Mr. FRANK. Let's just talk about unfair because I think deceptive 
is easier. I think the real issue here comes in where you give this 
agency this roving mandate of unfairness, and let's just restrict it 
to unfair. 

Mr. ROTENBERG. Well, fine, unfair. So I say to you I'm going to 
do "a" but I end up, you know, doing "b", and the FTC says well 
that's unfair, they didn't think that the information was going to 
be disclosed, and the company says you're right, you know, I 
shouldn't be telling people that I'm going to do "a" if I end up doing 
"b". So, guess what, everyone who is intending to do "b" does "b" 
and people are very careful about promising "a", which may very 
well be what people want because they're going to get caught not 
following the policy they  

Mr. FRANK. Well, see, I think the issue is deceptive takes care 
of saying one thing and doing another, but unfair does not. 

I would ask for another minute, Mr. Chairman. 
Mr. COBLE. Without objection. 
Mr. FRANK. YOU know, I worry from the democratic standpoint 

and from the standpoint of, you know, businesses tell us we would 
like some certainty. If all we've got is a general mandate to the 
FTC, and Mr. Rotenberg's point is absolutely right. I don't think 
Woodrow Wilson had the Internet at the forefront of his mind when 
he was thinking about this or privacy, as much as Brandice might 
have been involved in both aspects. I think the FTC was not, that 
this was not the right to be let alone part, but this was the right 
to go be actively interfering, and it's a pretty thin read it seems to 
me in democratic theory to give the FTC this mandate to deal with 
unfairness. 

Ms. Mulligan. 
Ms. MULLIGAN. I think there are some areas that the Federal 

Trade Commission might explore in looking at unfair. For example, 
if you look at the Kids.com staff letter where they found unfair is 
where there was a potential for harm that was uinreasonable, and 
I actually filed a complaint about two web sites that were collecting 
sensitive health information from people, and I was concerned 
that  

Mr. FRANK. I don't think children. 
Ms. MULLIGAN. Adults, and I was quite concerned that they were 

not necessarily telling people how they were going to use that in- 
formation. And because of the sensitive nature of that information, 
and we're talking about information about serious illnesses, I think 
the disclosure of that information to people in ways in which those 
people had no knowledge could in fact be quite unfair and cause 
harm. 

Mr. FRANK. I agree, and let's be very clear agmn. Apparently 
there was no deception involved. They didn't say tell us this and 
we'll never tell anybody. 

Ms. MULLIGAN. Well I think there could both. 
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Mr. FRANK. NO, excuse me. You know, words, it's a good thing 
that we have different words for different things because the more 
a word means the more ambiguity and lack of clarity we're going 
to have in having a discussion. The reason I say that is it's a shp- 
pery slope. Everybody against deception, or it's at least easier to 
define deception. Let's take the case of some people who were not 
deceived. Nobody said I'm going to find all about your health and 
I'm going to sell it to somebody. They didn't say I'm not going to 
do it and it wasn't deceptive. You're saying it's unfair in some cases 
to get this health information and then sell it to other people or 
use it for other purposes? 

Ms. MULLIGAN. I certainly think that if, for example, somebody 
was nmning a web site that was collecting information, and they 
weren't ma£ng any disclosures about how they were going to use 
that information, but a consumer came there and it was an insur- 
ance site, for example, and they thought they were finding out 
about insurance premiums, and in fact somebody was taking that 
information and disclosing it to people who were going to deny 
them insurance or to employers in their area, I think you could 
make a strong case that that's harm and that that could oe imfair. 

Mr. FRANK. Well we had something that seemed to me to come 
maybe within that ambit when we had the pharmacies selling pre- 
scription information. Now in some cases they said they were going 
it for the goodness of our hearts, you know, that maybe I forgot to 
take my pills and this very nice druggist was going to call me up 
and say, hey, you didn't take your pills, and that was very nice of 
them, but I don't think that was the only motivation. And that 
again is not deceptive, or at least if it's deceptive it's implicitly de- 
ceptive. You can create an impression that it's going to be for this 
purpose, and then you sell it for another purpose. 

I guess the question is should we leave it up to the FTC on a 
case-by-case basis to decide what is unfair or not, and I think there 
was going to be some obligation for us to deal with a kind of 
threshold principle. Are adults who are of sound mind being de- 
prived of a legal right if they give information for what they as- 
sume to be one purpose, but it tiuras out to be that there is some 
other purpose that they find invades their privacy, and I don't 
know how you leave that to the FTC simply to decide whether it's 
luifair or not as a general principle. 

Ms. MULLIGAN. May I? 
Mr. FRANK. Yes. 
Ms. MULLIGAN. I think the Administration has put forward this 

idea that self-regulation c£m work and that *^here will be a market 
for privacy practices," and I think if there is going to be any con- 
suimer protection that is based on a market analogy you have to 
meet the prerequisites for a market, fair information, ftill informa- 
tion and bargaining power. I mean there are a lot of threshold 
issues, and I think you're right, I think without disclosures about 
what the practices are the model doesn't work. 

Mr. FRANK Right, and I understand the market, but I mean 
what's the market if my problem is that somebody gets this infor- 
mation fi'om me and sells it, and how do I buy privacy. I mean, you 
know, do I send some guys from Reviere over to talk to them? I 
don't understand what's the market. 
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Ms. MULLIGAN. I was trying to answer your question as to 
whether or not FTC enforcement works or not. 

Mr. FRANK. I understand that, and this is not a test, Ms. Mul- 
ligan. I'm trying to expand on the thing, and I'm saying that I un- 
derstand your point, and I think there is a real problem with the 
market, and in peulicular there is a problem with the market when 
I don't even know I'm in the market because I don't know that they 
have used my data for this reason. See I think to respond to a 
point my colleague mentioned before, I think we're getting the com- 
plaints about violations of privacy from people who don't under- 
stand where it came from. People are objecting to things that they 
get, solicitations, et cetera, et cetera, without realizing that this 
may have come from their having volunteered information in one 
context which was used in emother. 

Mr. Rotenberg. 
Mr. ROTENBERG. I just want to say that your point that unfair- 

ness is too vague and we don't want to leave it to the FTC to sort 
all that out is absolutely right, not only because of the term itself, 
but also because we have a Tot of history and a lot of vmderstanding 
with fair information practices which really are widely talked about 
and widely understood by U.S. companies and by other countries, 
and we need to be focusing on those principles. Limiting the sec- 
ondary use, which is what you're talking about, is centred to that. 
I don't know what unfsiimess means. 

Mr. FRANK. There is one last point I want to make, and that is 
I understand we have rapidly evolving technology, but that may be 
a reason to act because there is that metaphysical principle that 
quantity can become quality, that if you in fact radically alter the 
quantity of things you can do you are changing the quality to some 
extent. I say that because some of these issues that were not nec- 
essarily problems when it had to be done by hand can become prob- 
lems as the efficiency of the information gathering and information 
dissemination is qualitatively increased, and that's why the very 
fact that we're dealing here with technology means that some of 
these old principles may not work. 

I guess one nnal example is this Congress voted to ban phone 
calls that were automatically dialed, but not phone calls in the 
same circumstance that were made by individuals, and the reason 
was that the availability of the computer-dominated machinery 
changed that operation, and we were ultimately, although there 
was initial court decision, no, I believe that has been upheld by the 
courts. So that was a case where the introduction oi technology, 
there is something that is okay to do, and it has to do with inva- 
sion of privacy and calling people in their homes, it's okay if it's 
not done with the great technological sophistication, but it's illegal 
if it is. 

Thank you for your indulgence, Mr. Chairman. 
Mr. COBLE. You're indeed welcome, Mr. Frank. 
The gentleman from Virginia, Mr. Goodlatte is recognized for 5 

minutes. 
Mr. GOODLATTE. Thank you, Mr. Chairman. 
Mr. Cate, I also want to follow up on Mr. Frank's line of ques- 

tioning regrading the area of government involvement in protecting 
privacy on the Internet because I certainly agree that there should 
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be a go slow approach to the government getting involved there, 
and I also agree with your statement that a right to privacy is not 
an absolute. There are instances where the interest of society inter- 
vening and invading somebodjr's privacy for the purpose of prevent- 
ing a crime or otherwise protecting the public good is justified. 

I know where Ms. Mulligan and Mr. Rotenberg stand on my leg- 
islation regarding current government policy interfering with one s 
right to protect one's privacjyr on the Internet and my legislation at- 
tempting to change that policy regarding encryption, and I wonder 
what your views are on that? 

Mr. GATE. I think you will be satisfied with my views on this, 
sir. I strongly support encryption availability and I support your 
bill in that regard. 

Mr. GOODLATTE. There are three for three then. 
Mr. GATE. Let me just say, if I may, in this sense I completely 

agree with Marc Rotenberg. There is no question but what govern- 
ment has got it wrong by on the one hand saying we want to focus 
on self- regulation and so forth, which I support, but on the other 
hand saving we want to bind your hamds when you use the tools 
that make self-help available, namely, encryption, one of the most 
important of those tools. I don't think you can have it both ways. 

Mr. GOODLATTE. Thank you. 
Mr. Rotenberg, Ambassador Aaron talked about not mandating; 

encryption, but as Mr. Rogan quoted from his written testimony, u 
private industry efforts failed the government would get involved, 
and I wonder if you want to comment on some of those things that 
are short of actually having a mandatory key recovery system as 
prescribed by the Director of the FBI, Mr. Freeh, and truly having 
a totally voluntary key recovery system, which I have no problem 
with. If individuals want to have someone else hold the key to their 
computer because it contains their financial records, their business 
records or whatever the case might be, and they lose their own ac- 
cess to the computer and they want to be able to have somewhere 
else they can go to get that access, I have no problem with that 
at all, but that is not what I understand the Glinton Administra- 
tion to be talking about, and I wonder if you might comment on 
that yawning gap between where I stand and where the Director 
of the FBI stands. 

Mr. ROTENBERG. Well it's an excellent point, Mr. Goodlatte. The 
Administration is fond of saying that they support market-based 
solutions in the encryption realm, but these are market-based solu- 
tions as long as they meet the government's requirement, and short 
of passing law what we are seeing is the continued enforcement of 
the export control regime which tells U.S. companies that you're 
not going to sell products outside of this country unless you design 
them in a way that meets the government requirements. 

A tremendous amount of money I should point out, sir, is being 
spent within the Federal Government by Federal agencies to try to 
make key escrow work, and it may be appropriate at some point 
to actually look at what is coming out of that. There is the contin- 
ued pressure and arm twisting on U.S. industry and even individ- 
ual cr3T)tographers to try to come in line with the Administration's 
policy. And finally, as you mentioned at the outset, the New York 
Times story about the international survey of cryptography policy. 
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Madsen, who is here this morning. What we found when we did 
that survey, and it was I believe the most comprehensive survey 
done to date, is that other coxmtries are not going down this path. 
They want to promote electronic commerce, they want good 
encryption, and like you said they recognize that there are law en- 
forcement concerns smd they want to address them, but they don't 
want to restrict the development of encryption in this manner. 

Mr. GoODLATTE. Ms. Mulligan, do you believe that export con- 
trols on encryption are effectively domestic controls on encryption? 

Ms. MULLIGAN. I think the impact of export controls has been to 
severely curtail the availability of strong encryption in this coun- 
try, and I think importantly, if you listened to what Ambassador 
Aaron said earlier, I think his comments basically told us that 
rather than exporting democracy we're trying to export our surveil- 
lance system to the rest of the world, and I don't think you can 
have a pohcy that meets that goal and not having an impact on 
what's available domestically. So, yes. I mean I thunk if anything 
what we know is that this is global medium and our export controls 
are going to have a severe impact on what is available domesti- 
cally. 

Mr. GooDLATTE. Mr. Rotenberg, would you elaborate on your 
comments about efforts being made within the Administration to 
develop key recovery systems. It's my imderstanding that includes 
proposals to require that individuals doing business with the Fed- 
eral Government and to electronically communicate with it must 
use a system that includes a key recovery feature in it. 

So that, for example, if at some point in the not too distant fu- 
ture virtually everyone in the country filed their tax returns elec- 
tronically with the Federal Government, even though they weren't 
mandating a key recovery system on anybody who wanted to buy 
something other than that, if effectively your means of commu- 
nicating with the outside world, including filing your tax return 
with the Federal Grovemment, required you to use a key recovery 
system that complied with their standards, would we be mandating 
key recovery? 

Mr. ROTENBERG. Well this is another reason, sir, why we tend to 
put quotation marks around the word "volimtary" when describing 
the Administration cryptography policy, and the filing of IRS 
records is a good example. The Administration is in negotiations 
with the Department of Treasury to try to get support for a key es- 
crow encryption requirement for taxpayers, and the Treasury De- 
partment, like other Federal agencies, is resisting because of very 
practical and well-understood problems. There is cost, there is risk, 
there is overhead and there are the privacy concerns associated 
with key escrow. But of course, you can say well you don't have to 
use key escrow, but if you intend to submit your tax return, as 
you're required to do by law, then you'll need to use it. 

Mr. GooDLATTE. Using a system where the key will be stored by 
the government for potential futiu% use. 

Mr. ROTENBERG. Right. Well as I mentioned earlier, the routine 
uses of cryptography, changing a user ID on yoiu- account, buying 
a book online, are so common place and so much a part of every- 
one's experience of the Internet that the thought that the key that 
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is generated for each one of those transactions has to be saved and 
stored and accessible by law enforcement because it may somehow 
be necessary in a criminal investigation makes almost no sense. 
I'm sure at some point somewhere cryptography is going to create 
a problem for law enforcement, but if to respond to that every one 
of those transactions online is going to be escrowed the Internet 
will just never take off. 

Mr. GooDLATTE. Mr. Chairman, I wonder if I might have two ad- 
ditional minutes. 

Mr. COBLE. If you can please move it along. Go ahead. 
. : Mr. GooDLATTE. Thank you. 

I just want to ask Mr. Rotenberg and Professor Gate if they have 
any knowledge of the cost of such a key recovery system. You men- 
tioned it in passing there. It's my understanding that we have 
about 1,100 wiretaps that are authorized by the courts in this 
country in an average year to all law enforcement agencies, not 
just the FBI, but State and local law enforcement as well. The vast 
majority of those are to tap into telephone communications in the 
future, and perhaps there are a few today where they're tapping 
into some other forms of commimications that might utilize 
encryption, but comment on what percentage of those now and in 
the futiu"e are likely to have encryption attached to them and di- 
vide that into the estimated cost. I have heard it estimated that a 
key recovery system mandated on the entire coxmtry could cost bil- 
lions of dollars a year, and what are we talking about in terms of 
the cost per wiretap for law enforcement to be assured that they 
have this means of decoding communications. As I indicated ear- 
lier, there are a lot of other means that they can get access to the 
same information, but aissuming that this is what they absolutely 
feel they have to have what are we talking about per wiretap in 
terms of the cost? 

Mr. ROTENBERG. Let me say, Mr. Goodlatte, I can give you a fair- 
ly specific answer on the wiretapping issue because we actually 
track that question. We monitor how much Federal wiretapping oc- 
curs and what the costs are to the Federal Government, and I 
think in 1996 it was about $57,000 per wiretap. The question 
which you're asking now though concerns what happens  

Mr. GOODLATTE. If we go to aid that wiretapping by a mandatory 
key recovery system. 

Mr. ROTENBERG. Yes, I understand that, and what I would like 
to do if it's acceptable to you and the subcommittee is actually pro- 
vide some information to the subcommittee after the hearing when 
we've had a chance to do that research. I think the costs are going 
to be extraordinary, and I say this because current wiretapping 
costs are associated with those related to a specific investigation, 
the agent's time, the equipment used and the target on the crimi- 
nal suspect. Key escrow is based on a very different approach. It 
is based on reconstructing the entire communications network. 

You know, there is a related discussion taking place right now 
about the cost of implementing the communications assistance for 
the Law Enforcement Act. $500 million was authorized for that 
program, an extraordinary figure, and doesn't even begin to ap- 
proach the actual costs likely for industry that are going to residt 
in trying to implement it. So we are talking about orders of mag- 
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nitude between the $50,000 per wiretap today and the hundreds of 
millions of dollars, billions perhaps, to try to implement key es- 
crow. 

Mr. GooDLATTE. And per wiretap in the millions and perhaps 
even tens of millions of dollars per wiretap? 

Mr. ROTENBEBG. Yes, possibly. 
Mr. GoODLATTE. We would like to have that information, Mr. 

Chairman, if it is possible for them to provide that. 
Mr. COBLE. I think that would be in order. 
Folks, let me think aloud a minute. I am not going to affix muz- 

zles to the chins of the gentleman from Massachusetts nor the gen- 
tleman from Indiana nor the witnesses, but the cloak room advises 
me that a vote is imminent. I think we will all benefit if we could 
wrap up. So, if you can keep your answers terse we would be ap- 
preciative. I am pleased to recognize the gentleman from Massa- 
chusetts. 

Mr. DELAHUNT. Mr. Chairman, I will take your admonition seri- 
ously. 

Mr. COBLE. There is no threat intended at all there. Bill. 
Yes, Ed. 
[Congressman Pease informs the chairman he has to leave.] 
Well Mr. Pease has to leave us anyway. I don't want to run you 

away, Ed. But I think well all benefit if we could wrap it up. 
Go ahead. Bill. 
Mr. DELAHUNT. Professor Cate, there is an interesting conflict 

here because you say there is no need for Congressional action and 
you hope that self-regulation can accomplish what we need in 
terms of privacy protection, and yet if you listen to the wise words 
of Congressman Goodlatte on this issue and what we have heard 
from the industry, the answer, if it's going to be in the technology, 
is being inhibited by Administration policy. Do you agree? 

Mr. GATE. Well let me clarify, and I will do so very briefly. First, 
I was not suggesting that self-regulation is enough. I was saying 
that in the existing laws that are already passed and the availabil- 
ity of technologies that are available to consumers and self-regula- 
tion, that is enough at the moment. If the way the Administration 
is going to implement those laws to deny access to those tools, then 
Congress will need to act to make those tools available to the pub- 
lic. 

Mr. DELAHUNT. You know my friend from Massachusetts, Mr. 
Frank, talked about unfairness, but my memory of a course in law 
school was that unfairness related to the issue of advertising. I 
mean when we talk about unfairness and the use of the word de- 
ception, I don't know if it does apply. It's almost as if it were a mis- 
appropriation, if you will, of a piece of my privacy or your privacy 
or anybody's privacy, and that's what we're really talking about 
here. And I guess you can't really describe it as a thefl because the 
real problem is that we don't know. 

When I asked Mr. Medine or maybe it was Ambassador Aaron, 
there is no data, there aren't any studies that they were aware of 
at least that could define or measure the problem. We just don't 
know, but we know that in cyberspace, or however you want to de- 
scribe it out there, there is a real concern. It's a dilemma, it's a real 
dilemma. Comments. 
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Mr. GATE. I would just like to say, sir, I agree with that, but let 
me point out that nine million new businesses went online in the 
past 6 months and opened new web sites. It is an evolving set of 
issues and behaviors, and we're seeing a dramatic change in who 
populates the Internet and what services are there. It's unreason- 
able to talk about the Internet as an it, as a singular thing. It's 
suggesting we call the Internet one thing and the rest of the world 
some other thing. There are a lot businesses in the world I 
wouldn't do business with. When a guy in New York on a street 
corner offers me a Rolex for $20 I don't do business with him, and 
when he asks me questions on the Internet, tell me your health in- 
formation on the Internet, I don't give him that either. And I think 
to try to create laws to respond to that sort of comer of commerce 
while we see the rest of it developing in a different way, in a way 
that I think the FTC is pushing the Department of Commerce to 
pursue  

Mr. DELAHUNT. Maybe it's the accessibility of it though. I mean 
there is something different. This is not wmking into a store with 
having had a history for most of us. This is something that really 
is so new that we do view it differently. 

Mr. Rotenberg and Ms. Mulligan. 
Mr. ROTENBERG. If I may say, Mr. Delahunt, I agree with what 

you say and I think it is the sense that many of us today have 
about the Internet, but it's not the first time that people in this 
country have had that sense about a new technology. People had 
a very similar sense when the telephone first became available, 
and suddenly we had the ability to communicate instantly with 
family members and friends and business people all around the 
world. That was a radically new understanding of time and space 
£md what technology made possible. 

And it was interesting also that shortly after the development of 
the telephone Graham Bell developed techniques to encode the in- 
formation so the technicad means wotdd be available, and Congress 
passed laws to protect the privacy of the communication. So it's 
new in one sense, but in another sense it's very familiar. 

Mr. DELAHU^fT. And there was a Congressional response. 
Mr. ROTENBERG. Yes. 
Mr. DELAHUNT. MS. MuUigan. 
Ms. MULLIGAN. TO build upon that, PVofessor Gate said that as 

the technology is evolving we don't know what people's reasonable 
expectations of privacy are, and I think that's the wrong way to 
think about it. I think that our job is to make sure that people's 
expectations of privacy, which I would say are a fairly constant 
thing and I dont think they change necessarily, that we have to 
make sure that new environments don't expose people to unreason- 
able risks. I think that is the job of both the Administration, self- 
regulation and this Congress. 

Mr. GATE. If I may just respond to that briefly, sir. 
Mr. DELAHUNT. Professor. 
Mr. GATE. To a certain extent that doesn't make any sense in the 

current environment because we currently go into businesses and 
provide data which, as we've all testified, is fi-eely bought and sold. 
So the expectation, if it does not change, should be when you act 
on the Internet that data is fi-eely available as well. So if we're not 
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going to inquire into what the specific expectation is, we would 
have to assume that the expectation is that the open market for 
information, which has supported markets and vigorous press and 
other institutions, is also going to apply on the Internet. 

Ms. MULLIGAN. I think that might be a shared expectation of 
people like me and Marc who know what happens. 

Mr. DELAHUNT. That is exactly the point. 
Ms. MULLIGAN. When I was sitting around the living room last 

night with my neighbors and housemates they had no expectation 
that Kenneth Starr would be able to walk in off the street and get 
access to records of the books that they purchased, and that was 
not a welcomed realization for them. 

Mr. DELAHUNT. I would just say. Professor, I think Ms. Mulligan 
has really struck a chord with me because I think most of us, and 
I dare say even the chairman, we don't deal every day in the Inter- 
net. There is a generational issue here too. So we're talking about 
understanding, if you will. I mean there is a cultural trans- 
formation going on here as well in terms of expectations that I 
think maybe a discrete segment of our society is able to understand 
and comprehend, but the vast majority of consumers, the patient 
who walks into the doctor's office, really doesn't have a clue, and 
I dare say a lot of doctors don't have a clue. Just one meui's opin- 
ion. 

Mr. COBLE. Well the gentleman from Massachusetts said it's a 
generational problem, and that even the chairman may be in- 
volved. Mr. Delahunt. 

Folks, I want to thank both panels for their testimony, I want 
to thank the members of the subcommittee for their input, and the 
very attentive audience for your patience during this hearing. It 
has been a good hearing and it has directed attention to an area 
that is in dire need of attention. 

Now, folks, it's not likely that Congress will do anything in a tan- 
gible way this session. We may never do anything in a tangible 
way but, on the other hand, circumstances may dictate that and re- 
quire it. 

This concludes the oversight hearing on the privacy in electronic 
communications. The record will remain open for 1 week. So if ad- 
ditional information is forthcoming, and if you have another night 
as you had last night, Ms. Mulligan and something comes to you, 
within the next week feel free to submit it. 

Thank you all for your attendance. 
The subcommittee stands a4joumed. 
(The subcommittee adjourned at 12:10 p.m., subject to the call of 

the Chair.] 
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On Thursday, March 26, at 10:00 am in Room 2237 RHOB, the Subcommittee will 
conduct an oversight hearing on privacy in electronic communications. In particular, 
the testimony will center aroimd privacy over the Internet, privacy in electronic 
telecommunications, and whether and to what extent changes in the law or govern- 
ment regulation is necessary. 

Enclosed please find two CRS reports (97-833A, 92-959A). They both contain a 
comprehensive discussion on the issues that will be the subject of the hearing. 
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Today, the Subcommittee will conduct an oversight hearing on privacy in elec- 
tronic communications. This hearing was suggested by the Ranking Member of this 
Subcommittee, Mr. Frank, and I am pleased to begin exploring this very important 
issue. In the technologically advanced world in which we hve, privacy in electronic 
conununications is of vital importance to individuals and businesses. The ability to 
intercept, descramble and eavesdrop on private electronic communication over the 
Internet and cellular and digital communications places the privacy of individuals 
and businesses in jeopardy. That it turn, deteriorates the incentive for individuals 
and businesses to engage in electronic commerce, and as a result stifles the growth 
of American business. It also places the fundamental right of individuals to keep 
personal information private at risk. 

I look forward to an informative and educational hearing. 
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WIRETAPPING * ELECTRONIC SURVEILLANCE; 
THE ELECTRONIC COMMUNICATIONS PRIVACY ACT 

AND RELATED MATTERS 

SUMMARY 

At a time when individual privacy is fast becoming an illusion, electronic 
meddlers and eavesdroppen bent on industrial or political eavesdropping seem 
to have become more prevalent. The Electronic Communications Privacy Act 
(ECPA) and its equivalents at state law outlaw such misconduct. 

Sul;}ect to a few exceptions, it is a federal crime to use a device to 
intentionally: 

secretly eavesdrop upon or record the telephone conversations of 
others; 
secretly eaveedrop upon or record the private fikee>to-Ciee conversations 
of others; 
use information that is the fruit of criminal eavesdropping; 
disclose information that is the fruit of criminal eavesdropping; 
poeaess equipment primarily designed to secretly capture conversation; 
capture a telephone conversation involving a cordless phone; 
use a scanner to o^iture cellular phone conversations (but the 
penalties may be minor if the use is relatively innocent); 
intercept nonverbal communications such as telex; 
secretly gain access to the e-mail messages of others; 
gain unauthorised access to computer stored communications; or 
secure the telephone numbers called frtim a particular phone or called 
into a particular phone. 

Althou^ the conduct may be prosecuted as a state crime in some 
jurisdictions, it is generally not a federal crime to use a device to: 

record your own telephone conversation or to hear or record someone- 
dse's telephone conversation with the permission of one of the parties; 
'monitor' someone else's telephone  conversation over a regular 
extension phone for business purposes; 
record your own Csce-to-face conversations or to hear or record 
someone else's conversation with the permission of one of the partiee; 
hear or record any public conversation or other discussion occurring 
under circumstances where the speakers should reasonably have 
anticipated that they would have been overheard; 
use everyday radio equipment to capture conversations or other radio 
communications; 
use or disclose the fruits of lawful eavesdropping. 

The telephone company and others who provide communication service, and 
the police and government intelligence agents acting under court supervision, 
eqjoy greater latitude to intercept communications. 
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WIRETAPPING AND ELECTRONIC SURVEILLANCE: 
THE ELECTRONIC COMB1UNICATION8 PRIVACY ACT 

AND RELATED MATTERS 

INTBODUCnON 

At a time when individtial privacy ia faat becoming an illusion, electronic 
meddlers and eaveadroppert bent on industrial or political espionage seem to 
have become particularly prevalent. The Electronic Communications Privacy 
Act (ECPA) and its equivalents at state lavr outlaw such misconduct. This is a 
quick look at their provisions with a primary focus upon intrusions other than 
those conducted for law enforcemient purposes.' 

ECPA and its state counterparts outlaw wiretapping, electronic 
eavesdropping, and other forms of using a machine or device to secretly capture 
the communications of others.' They also condemn the use or disclosure of the 
fruits of wiretapping or electronic eavesdropping* and even the poeseaaon of 

' For a more extensive examination of wiretapping and electronic 
surveillance as law enforcement tools, see Carr, The Law of Electronic 
Surveillance (1989), and Pishman, Wiretapping and Eavesdropping (1989). 

Since its focus is not the protection afforded the commercial exploitation 
of words or ideas, this report skirts the related mysteries of the copyright law, 
patent law, and trade secrets; for a discussion of those areas see, Nimmer, 
Wi^^npT nn Copyright (1992); Lipscomb, Walker on Patents (1989); Clhisum, 
Patents; Jager, Trade Secrets Law (1992); Miigrim, M'tg^"* °" Trade Secrets 
(1990). 

' Here and elsewhere the forms of eavesdropping are divided into three 
types of interceptions: wire, oral and electronic; that is, eavesdropping 
accomplished by wiretapping or intercepting wire communications; that 
accomplished by secretly listening in on face-to-face conversations or 
intercepting oral communications; and secretly capturing other forms of 
communications such as telex messages or electronic mail messagee stored in a 
computer or intercepting electronic communications. For citations to state 
statutes outlawing interception, see Appendix A. 

For citations to state statutes see Appendix D. 
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interception equipment.*   Offenders invite federal and state civil as well as 
criminal liability.' 

Subject to a few exceptions, it is a federal crime to use a device to 
intentionally: 

- secretly eavesdrop upon or record the telephone conversations of others; 

- secretly eavesdrop upon or record the private face-to-face conversations 
of others; 

- use information that is the fhiit of criminal eavesdropping; 

- disclose information that is the fruit of criminal eavesdropping; 

- possess equipment primarily designed to secretly capture conversation; 

- capture a telephone conversation involving a cordless phone; 

- use a scanner to capture cellular phone conversations (but the penalties 
may be minor if the use is relatively innocent); 

- intercept nonverbal communications such as telej^ 

- secretly gain access to the e-mail messages of others; 

- gain unauthorized access to computer stored communications; or 

- secure the telephone numbers called from a particular phone or called into 
a particular phone. 

Although the conduct may be prosecuted as a state crime in some 
jurisdictions, it is generally not a federal crime to use a device to: 

• record your own telephone conversation or to hear or record someone 
else's telephone conversation with the permission of one of the parties; 

- 'monitor* someone else's telephone conversation over a regular extension 
phone for business purposes; 

* For citations to state statutes see Appendix E. 

* Attorneys who wiretap or eavesdrop may be acting contrary to 
the ethical standards of their profession,  see Undiadosed Recording of 
Conversations by Private Attorneys, 42 South Carolina Law Review 995 (1991) 
and the cases and bar association advisory opinions which it cites. 

For citations to state civil liability statutes see Appendix F. 
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- reooid your own face-to-face eonveraationa or to hear or record someone 
ebe'a convenation with the permieaion of one of the parties; 

- bear or record any public conversation or other discussions occtirring 
under areumatances where the speakers should reasonably have anticipated 
that they would have been overheard; 

- use everyday radio equipment to capture conversations or other radio 
communications; 

- uae or disclose the fruits of lawflil eavesdropping. 

llie telephone company and others who provide communication service, and 
the police and government intelligence agents acting under court supervision, 
•qjoy greater latitude to intercept communications. 

BACKGROUND 

At common law, 'eavesdroppers, or such as listen under walls or windows, 
or the eavee of a house, to hearken after discourse, and thereupon to frame 
slanderous and mischievous tales, are a common nuisance and presentable at the 
court-leet; or are indictable at the sessions, and punishable by fine and finding 
of sureties for [their] good behavior.** 

Althou^ early American law proscribed common law eavesdropping as well, 
it was little prosecuted and by the late nineteenth century had 'nearly fiaded 
from the legal horison.*^ Instead, state wiretap laws and statutes outlawing 
indiscretion by telephone and telegraph operators preserved the spirit of the 
common law prohibition in this country. 

By the time of the landmark Supreme Court decision in Olmttead in 1928, 
at least forty-one of the forty-ei^t states had passed laws forbidding telephone 
and telegraph employees and officers from disclosing the content of telephone 
or telegraph messages or prohibiting wiretapping or both.* On the federal level. 

* 4 Blackstone, rnmpioptjMJBS on thf I-*wif nf Fjaianrl, 169 (1769). 

'' "Eavesdropping is indictable at the common law, not only in England but 
in our states. It is seldom brought to the attention of the courts, and our books 
contain too few decisions upon it to enable an author to define it with 
confidence.... It never occupied much space in the law, and it has nearly faded 
from the legal horiaon.' 1 Bishop, rfinumpntaries on th« Oin^inal Law, 670 
(1882). 

* Olnutead •. United Statea, 277 U.S. 438, 479-80 n.l3 (1928)(Brandeis, J., 
dissenting). CHmstead is remembered most today for the dissents of Holmes and 
Brandeis, but for four decades it stood for the view that the Fourth 
Amendment's search and seizure commands did not apply to govenmient 
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Congress had enacted a wiretap statute,* but it was only designed to protect 
government secrets during World War I'° and remained in effect only until the 
end of the War. It was not until the Federal Communications Act of 1934 that 
Congress passed general legislation to protect the privacy of telegraph and 
telephone conversations." 

Congress enacted Title m of the Omnibus Crime Control and Safe Streets 
Act of 1968,'^ when it had become apparent that technology had outstripped 
the protection of the Communications Act and after the Supreme Ccnirt 
repudiation of Olnutead necessitated a procedural scheme for electronic 
surveillance for law enforcement purposes." 

Title ni was subsequently supplemented with the Foreign Intelligence 
Surveillance Act,'^ which afforded more specific authorization and more 
specific protection in the area of national security intelligence gathering. 

Most recently, Congress tigain sought to bring the law abreast of 
surveillance technology with the Electronic Communications Privacy Act of 1986 
CECPA). The Act followed the general outline of Title HI with adjustments and 
additions. Like Title m, it sought to strike a balance between the interests of 
privacy and law enforcement, but it also reflected a Congressional desire to avoid 
unnecessarily crippling infant industries in advanced communications 
technology.'* 

wiretapping accomplished without a trespass onto private property. 

• 40 Stat.1017 (1918). 

'« 56 Cong.Rec. 10761-765 (1918). 

" 48 Stat. 1064,1103-104 C^o person receiving or assisting in receiving, or 
transmitting, or assisting in transmitting, any interstate or foreign 
communication by wire or radio shall divulge or publish the existence, contents, 
substance, purport, effect, or meaning thereof . . . and no person not being 
authorized by the sender shall intercept any communication and divulge or 
publish the existence, contents, substance, purport, effect, or meaning of such 
intercepted communicatioiL . . .' 47 U.S.C. 605 (1940 ed.)). 

The Communications Act amended the Radio Act of 1927, 44 Stat. 1162, 
1172 (1927), which as enacted contained the radio portion of this section. 

'* 87 Stat. 197, 18 VS.C. 2510 - 2520 (1970 ed.). 

'» Berger v. New Yor*, 388 U.S. 41 (1967); Katz v. United States, 389 U.S. 
347 (1967). 

" 92 Stat. 1783, 50 U5.C. 1801 -1811. 

" HJl.RepJ^o. 647, 99th Cong., 2d Sess. 18-9 (1984); SilepJfo. 541, 99th 
Cong., 2d Sess. 5 (1986). 
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INTERCEPTION 

ECPA, in its reviBion of Title m, outlaws electronic surveillance, possession 
of electronic surveillance equipment, disclosure of information obtained through 
illegal electronic surveiUance, and use of information secured through illegal 
electronic surveillance." In separate chapters it regulates stored wire and 
electronic communications and transactional records access,'^ and pen registers 
and trap and trace devices." 

At ECPA's heart lies the prohibition against (1) intentionally, (2) 
intercepting, (3) wire, oral or electronic communications, (4) by using a 
mechanical device, (5) without permission or some other form of exception such 
as that provided for (6) some kinds of radio broadcasts, (7) the police, (8) the 
telephone company and others who help provide communications services, and 
(9) in some places, spousal wiretappers." 

It 

B. 
18 UJ3.C. 2511. For citationa to state statutes see A{^ndicee A., D. and 

" 18 U.S.C. 2701 - 2711. For the citation to state statutes see Appendix B. 

" 18 U.S.C. 3121 - 3127. For the citations to state statutes see Appendix 

'* '(1) Except as otherwise specifically provided in this chapter any person* 
who — (a) intentionally intercepto,** endeavors to intercept, or procures any 
other person to intercept or endeavor to intercept, any wire, oral, or electronic 
communications***; 

(b) intentionally uses, or endeavors to use, or procures any other person to 
use or endeavor to use any electronic, mechanical, or other device*^ to 
intercept any oral communication when — 

(i) such device is affuced to, or otherwise transmite a signal through, 
a wire, cable, or other like connection used in wire communication; or 

(ii) such device transmits communications by radio, or interferes with 
the transmission of such communication; or 

(iii) such person knows, or has reason to know, that such device or any 
component thereof has been sent through the mail or transported in 
interstate or foreign commerce; or 

(iv) such use or endeavor to use (A) takes place on the premises of any 
business or other commercial estabUsbment the operations of which affect 
interstate or foreign commerce; or (B) obtains or is for the purpose of 
obtaining information relating to the operations of any business or other 
commercial establishment the operations of which affect interstate or 
foreign commerce; or 

(v) such person acta in the District of Columbia, the Commonwealth 
of Puerto Rico, or any territory or possession of the United States.... 

shall be punished as provided in subsection (4) or shall be subject to suit as 
provided in subsection (6).' 18 U.S.C. 2511(l)(a),(b) 
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ECPA contains two versioDS of the basic prohibition because Congress was 

* "'person' means any employee, or agent of the United States, or any State or 
political subdivision thereof, and any individual, partnership, association, joint 
stock company, trust, or corporation,* 18 U.S.C. 2510(6). 

** "intercept* means the aural or other acquisition of the contents of any wire, 
electronic, or oral communication through ^e use of any electronic, mechanical, 
or other device," 18 U.S.C. 2510(4). 

*** "wire communication' means any aural transfer made in whole or in part 
through the use of facilities for the transmission of communicationB by the aid 
of wire, cable, or other like connection between the point of origin and the point 
of reception (including the use of such connection in a switching station) 
furnished or operated by any person engaged in providing or operating such 
facilities for the transmission of interstate or foreign communications for 
communications affecting interstate or foreign commerce and such term includes 
any electronic storage of such communication, but such term does not include 
the radio portion of a cordless telephone communication that is transmitted 
between the cordless telephone handset and the base unit; 

'oral communication' means any orad communication uttered by a person 
exhibiting an expectation that such communication is not subject to interception 
under circumstances justifying such exception, but such term does not include 
any electronic communication; 

'electronic communication' means any transfer of signs, signals, writing, 
images, sounds, data, or intelligence of any nature transmitted in whole or in 
part by a wire, radio, electromagnetic, photoelectronic or photooptical system 
that affects interstate or foreign commerce, but does not include - 

(A) the radio portion of a cordless telephone communication that is 
transmitted between the cordless handset and the base unit; 

(B) any wire or oral communication; 
(C) any communication made through a tone-only paging device; or 
CD) sny communication from a tracking device (as defined in section 

3117 of this tiUe)," 18 VS.C. 2510(1),(2),(12). 

*^ "'electronic, mechanical, or other device' means any device or apparatus 
which can be used to intercept a wire, oral, or electronic communication other 
than — 

(a) any telephone or telegraph instrument, equipment or facility, or 
any component thereof, (i) furnished to the subscriber or user by a provider 
of wire or electronic communication service in the ordinary course of its 
business and being used by the subscriber or user in the ordinary course of 
its business or furnished by such subscriber or user for connection to the 
facilities of such service and used in the ordinary course of its business; or 
(ii) being used by a provider of wire or electronic communication service in 
the ordinary course of its business, or by an investigator or law 
enforcement ofEicer in the ordinary course of his duties; 

(b) a hearing aid or similar device being itsed to correct subnormal 
hearing to not better than normal," 18 U5.C. 2510(7). 
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uncertain of the bounds of its constitutional authority to enact a simple generic 
proscription.^ The Justice Department has honored that caution by employing 
subparagraph (a) to prosecute wiretapping, while using subparagraph (b) to 
prosecute other forms of electronic surveillance." 

INTENTIONALLY' 

Conduct can only violate ECPA if it is done "intentionally,' inadvertent 
conduct is no crime; the offender must have done on purpose those things which 
are outlavrad.^ 

TNTERCEPT" 

ECPA proscribes intentional interceptions. Interception "means the 
aiiral** or other acquisition of the contents* of various kinds of 
communications. ECPA enlarged the definition by adding the words "or other 
acquisition' to the definition so that it is no longer limited to interceptions that 
can be heard. 

'" "Subparagraph (a) establishes a blanket prohibition against the 
interception of wire communication. Since the facilities used to transmit wire 
communications form part of the interstate or foreign communications network. 
Congress has plenary power under the commerce clause to prohibit all 
interception of such communications whether by wiretapping or otherwise. 

"The broad prohibition of subparagraph (a) is also applicable to the 
interception of oral communications. The interception of such communications, 
however, does not necessarily interfere with the interstate or foreign commerce 
network, and the extent of the constitutional power of Congress to prohibit such 
interception is less clear than in the case of interception of wire 
communications. . . . 

"Therefore, in addition to the broad prohibitions of subparagraph (a), the 
committee has included subparagraph Cb), which relies on accepted jurisdictional 
bases under the commerce clause, and other provisions of the Constitution to 
prohibit the interception of oral communications." S.Rep.No.l097, 90th Cong., 
2d Sees. 91-2 (1968). 

*' 9 Department of Justice Manual §9-60.221 (1989 Supp.). 

** "In order to underscore that the inadvertent reception of a protected 
communication is not a crime, the subcommittee changed the state of mind 
requirement under title III of the Omnibus Crime Control and Safe Streets Act 
of 1968 from 'willful' to 'intentional.' . . . This provision makes clear that the 
inadvertent interception of a protected communication is not unlawful under 
this Act." S.Rep.No. 541, 99th Cong., 2d Sess. 23 (1986); H.iUiep.No. 647, 99th 
Cong., 2d Sess. 48-9(1986). 

'^ The dictionary definition of 'aural' is of or relating to the ear or to the 
sense of hearing. 
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•WIRE, ORAL OR ELECTRONIC COMMUNICATIONS* 

An interception can only be a violation of ECPA if the conversation or 
other form of communication intercepted is amongthose kinds which the statute 
protects. Congress used the definitions of the three forms of communications 
to describe the communications beyond the Act's reach as well as those within 
its grasp. For example, the definition of "wire communications' expressly 
excludes that portion of a cordless phone conversation which could be easily and 
inadvertently captured by an everyday radio.^ The defmition has been 
expanded, however, to embrace telephone conversations involving a private 
telephone system, systems once beyond the reach of Title m." 

An 'oral communication' includes one uttered under circumstances 
justifying an expectation of privacy but does not embody 'electronic 
communications.** 

** "[WJire communication' means any aural transfer made in whole or in 
part throu^ the use of facilities for the transmission of communications by the 
aid of wire, cable, or other like connection between the point of origin and the 
point of reception (including the use of such connection in a switching station) 
furnished or operated by any person engaged in providing or operating such 
facilities for the transmission of interstate or foreign communications for 
communications affecting interstate or foreign commerce and such term includes 
any electronic storage of such communication, but auch term does not include 
the radio portion of a cordless telephone communication that is transmitted 
between the cordless telephone handset and the base unit," 18 U.S.C. 
2610(l)(emphasi8 added). 

'A cordless telephone consists of a handset and a base unit wired to a 
landline and a household/business electric current. A communication is 
transmitted from the handset to the base unit by AM or FM radio signals. From 
the base unit the communication is transmitted over wire, the same as a regular 
telephone call. The radio portions of these telephone calls can be intercepted 
with relative ease using standard AM radios.' S.Rep.No. 541, 99th Cong., 2d 
Sees. 9 (1966). 

^ Prior to enactment of EX^PA, federal law did not extent to wiretapping on 
private systems, see 18 U.S.C. 2610(1)(1982 ed.)(definition of 'wire 
communications'); United States v. Christman, 375 F.Supp. 1354 (N.D.Cal. 
1974). The definition was modified to specify 'that wire, cable, or similar 
connections furnished or operated by any person engaged in providing or 
operating such facilities for the transmission of 'communications affecting 
interstate or foreign commerce,' are within the definition of a 'wire 
communication.' This language recognizes that private networks and intra- 
company communications systems are common today and brings them within 
the protection of the sUtute.' SJtepJ^o. 541, 99th Cong., 2d Seas. 11-2 (1986). 

** "[0]ral communication' means any oral communication uttered by a 
person exhibiting an expectation that such communication is not subject to 
interception under circumstances justifying such exception, but such term does 
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"Electronic communicationa' include other form* of information transfer but 
to the specific exclusion of certain radio traasmissiona which can be innocently 
captured without great difficulty." 

•DEVICE' 

An interception can only be a violation of ECPA if an 'electronic, 
mechanical, or other device' is uaed for the interception.^ The definition of 
'device' specifically does not include a hearing aid and extension telephones 
under normal use.^ Whether an extension phone has been installed and is 
being used in the ordinary course of business so that it no longer constitutes an 
interception device for purposes of ECPA and comparable state laws has proven 

not include any electronic communication,' 18 U.S.C. 2610(2). 

" "[Ellectronic communication' means any transfer of signs, signals, 
writing, images, sounds, data, or intelligence of any nature transmitted in whole 
or in part by a wire, radio, electromagnetic, photoelectronic or photooptical 
system that affects interstate or foreign commerce, but does not include - 

(A) the radio portion of a cordless telephone communication that is 
transmitted between the cordless handset and the base unit; 

(B) any wire or oral communication; 
(C) any communication made throu^ a tone-only paging device; or 
(D) any communication from a tracking device (as defined in section 

3117 of this tide),' 18 U.S.C. 261(K12). 

* "(Tlntercept' means the aural or other acquisition of the contents of any 
wire, electronic, or oral communication through the use of any electronic, 
mechanical, or other device,' 18 U.S.C. 2510(4). 

Note that by inclusion of the phrase 'or other acquisition," ECPA avoids the 
limitation of Title III which only reached interceptions which produced a result 
that could be heard by the human ear, S.RepJ^'o. 541, 99th (>>ng., 2d Sees. 13 
(1986). 

* "[Ellectronic, mechanical, or other device' means any device or apparatus 
which can be used to intercept a wire, oral, or electronic communication other 
than - 

(a) any telephone or telegraph instrument, equipment or facility, or any 
component thereof, (i) furnished to the subscriber or user by a provider of wire 
or electronic communication service in the ordinary course of its business and 
being used by the subscriber or user in the ordinary course of its business or 
furnished by such subscriber or user for connection to the facilities of such 
service and used in the ordinary course of its business; or (ii) being used by a 
provider of wire or electronic communication service in the ordinary course of. 
its business, or by an investigator or law enforcement ofBcer in the ordinary 
course of his duties; 

(b) a hearing aid or similar device being used to correct subnormal hearing 
to not better than normal,' 18 U.S.C. 2510(7). 
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a somewhat vexing queation.'" Although often intertwined with the conaent 
exception discussed below, the question generally turns on the facts in a given 
ease." 

EXEMPTIONS: CONSENTINTERCEPTIONS 

An interception is not a violation of ECPA if that Act declares the 
interception *not unlawfiil.* There are four kinds of exemptiona: consent 
exceptions, service provider exceptions, radio exceptions, and exceptions to 
reflect other federal regulations. 

The ECPA left Title m's treatment of consent interceptions relatively 
unchanged.^  There are two conaent provisions, one for the police" and one 

"* See the cases cited and commentary in Baniett&Makar,*/n(^Oni(nary 
Course of Bunneu': The Legal limits of Workplace Wiretapping, 10 Hastings 
Journal of Ooii|iniunjcationa and Entertainp^"* ^<*w 716 (1988); Application to 
Exteneion Telephone* of Title III of the Omnibus Crime Control and Safe Streets 
Act of 1968 (18 U.S.C. {§2610 et seq.), Pertaining to Interceptions of Wire 
Cornmunieations, 58 ALR Fed. 694; Eavesdropping on Extension Telephone as 
Invasion of Privacy, 49 ALR 4th 430. 

*' See e.g.. Deal v. Spears, 780 FJSupp. 618, 623 (WJ).Ark. 1991)(employer 
regularly taped employee calls by means of a device attached to an extension 
phone; most of the calls were personal and recording and discloaing them served 
no business purpose). 

" The consent exemption arises firom the view that the law ordinarily 
•hould not make it a crime to repeat conversations held with others and that 
someone who surreptitiously records or transmits a conversation is essentially 
no different frma one who subsequently repeats it to others: 'No different result 
is required if the agent of instead of immediately reporting and transcribing his 
conversations with defendant, either (1) simultaneously records them... or [(2)] 
carries radio equipment which simultaneously transmits the conversations either 
to recording equipment ... or to other agents. ... If the conduct and 
revelations of an agent operating without electronic equipment do not invade 
the defendant's . . . justifiable expectations of privacy, neither does a 
simultaneous recording of the same conversations made by the agent or by 
others from transmissions received from the agent to whom the defendant is 
talking and whose tnutworthineea the defendant necessarily risks.' United 
States V. Wlute, 401 U.S. 745, 751 (1971). 

" It shall not be unlawful under this chapter for a person acting under 
color of law to intercept a wire, oral, or electronic communication, where such 
person is a party to the communication, or one of the parties to the 
communication has given prior consent to such interception.* 18 UJS.C. 
2511(2)(c). 
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for others.^ Perh^M tbeir moat noteworthy feature is their limited 
application. They do no more than shield consent interceptions from the 
sanctions of Title HI; they afford no protection from the sanctions of state law. 
Many of the states recognize a comparable exception, but some only permit 
interception with the consent of all parties to a communication." 

Under federal law, consent may be either explicitly or implicitly given. For 
instance, someone who uses a telephone other than his or her own and has been 
told by the subscriber that conversations over the instrument are recorded has 
been held to have implicitly consented to interception when using the 
instrument." This is not to say that subscriber consent alone is sufficient, for 
it is the parties to the conversation whose privacy is designed to protect." 
Although consent may be given in the hopes of leniency from law enforcement 
ofBcials or as an election between unpalatable alternatives, it must be freely 
given and not secured coercively." 

Private consent interceptions may not be conducted for a criminal or 
tortious purpose. At one time, the limitation encompassed interceptions for 
criminal, tortious, or otherwise injurious purposes, but ECPA dropped the 
reference to injurious purposes for fear that first tunendment values mi^t be 
threatened should the clause be read to outlaw consent interceptions conducted 
to embarrass." The rule is still more easily stated than applied.^ 

** *It shall not be unlawflil under this chapter for a person not acting under 
color of law to intercept a wire, oral or electronic communication where such 
person is a party to the communication or where one of the parties to the 
communication has given prior consent to such interception unless such 
communication is intercepted for the purpose of committing any criminal or 
tortious act in violation of the Constitution or laws of the United States or of 
any State." 18 U.S.C. 2511(2)(d). 

" California, Delaware, Florida, Maryland, Massachusetts, Montana, New 
Hampshire, Pennsylvania and Washington are all party consent states, at least 
with respect to interception by private individuals. For citations to state law see 
Appendix Q. 

" United States v. Horr, 963 F.2d 1124 (8th Cir. 1992) (inmate use of prison 
phone); Origgs-Ryan v. Smith, 904 F.2d 112 (1st Cir. 1990)(u8e of landlady's 
phone). 

*> Anthony v. United States, 667 ¥M 870, 876 (10th Cir. 1981). 

" United States v. Antoon, 933 FM 200, 203-204 (3d Cir. 1991). 

" SJtepJ4o. 641, 99th Cong., 2d Seas. 17-8 (1986); HJUiepJ«o. 647, 99th 
Cong., 2d Seas. 39^ (1986). 
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RADIO COMMUNICATIONS 

Radio communicatioDB which can be inadvertently heard or are intended to 
be heard by the pubhc are likewise exempt. Theee include not only commercial 
broadcasts, but ^p and aircraft distress signals, tone-only pagers, marine radio 
and dtisen band radio transmissions, and transmissions from a cordleas phone 
headset to the base unit. The exemption also embraces interceptions neceasaiy 
to identify the source any transmission, radio or otherwise, disrupting 
communications satellite broadcasts.^' 

^ It is settled that the legality of an interception is determined by the 
purpose for which the interception is made, not by the suttject of the 
communication intercepted.... Generally, when the purpose of an interception 
is to make or preserve an accurate record of a conversation in order to prevent 
future diatortiona by a participant, the interception is legpal." United States v. 
Underhill, 813 F.2d 106, 110 (6th Cir. 1987), citing, United States v. TrugUo, 
731 FAl 1123,1131 (4th Cir. 1984); By-Prod Corp. v. Armen-Berry Co., 668 ¥3A 
966,969 (7th Cir. 1982); and Uiuted States v. PhiUips, 664 F.2d 32, 33 (8th Cir. 
1997). But Utdted States T. Vest, 639 F.Supp. 899 (DJilaBs. 1986), affd, 813 
P.2d 477 (Ist Cir. 198^, points out the diCDcuIty of distinguishing between 
making a record of a criminal transaction *in order to prevent future distortions 
by a participant" and creating blackmail material. 

^' It shall not be unlawful under this chapter or chapter 121 [relating to 
stored electronic communications and transaction action access records] of this 
title for any person - 

(t) to intercept or access an electronic communications made throu^ an 
electronic communication system that is configured so that such electronic 
communication is readily accessible to the general public*; 

(ti) to intercept any radio communication which is transmitted - 
(I) by any station for the use of the general public, or that relates to 

ships, aircraft, vehicles, or persons in distress; 
(ID by any government, law enforcement, dvil defense, private land 

mobile, or pubUc safety communications eystem, including police and fire, 
readily accessible to the general public; 

(m) by a station operating on an authorized fi«quency within the 
bends allocated to the amateur, citizens band, or general mobile radio 

service; or 
(IV) by any marine or aeronautical communications system; 

(iit) to engage in any conduct which - 
(D is prohibited by section 633 of the Communications Act of 1934 

[relating to unauthorized reception of cable service] or, 
(ID is excepted fh>m the application of section 706(a) of the 

Communications Act of 1934 by section 705(b) of that Act [relating to the 
unauthorixed publication or use of wire or radio communications by those 
assisting it is transmission]; 
(w) to intercept any wire or electronic communication the transmission of 

which is causing harmful interference to any lawfully operating station or 
consumer electronic equipment, to the extent necessary to identify the source 
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LAW ENFORCEMENT 

The police ei^joy an exemption when acting under judicial authority, 
whether that proyided in IHtle III for federal and state law enforcement 
officers,^ the Foreign Intelligence Surveillance Act,^ or the separate 

of such interference; or 
(v) for other users of the same frequency to intercept any radio 

communication made through a system that utilizes frequencies monitored by 
individuals engaged in provision or the use of such system, if such 
communication is not scrambled or encrypted.' 18 U.S.C. 2511(2)(g). 

* "[BJeadily accessible to the general public' means, with respect to a radio 
communi(»tion that such communication is not — 

(A) scramUed or encrypted; 
(B) transmitted using modulation techniques whose essential 

parameters have been withheld from the public with the intention of 
preserving the privacy of such communication; 

(C) carried on a subcarrier or other signal subsidiary to a radio 
transmission; 

(D) transmitted over a communication system provided by a common 
carrier, unless the communication is a tone only paging system 
communication; or 

(E) transmitted on frequencies allocated under part 26 [relating to 
satellite communications], aubpart D, B, or F of part 74 (relating to remote 
pickup and auxiliary broadcasting], or part 94 of the Rules of the Federal 
Communications Commission [relating to private mixed microwave service], 
unless, in the case of a communication transmitted on a frequency allocated 
under part 74 that is not exclusively allocated to broadcast auxiliary 
aerrices, the communication is a two-way voice communication by radio,* 
18 UJ3.C. 2510(16). 
The cordless phone exemption is part of the definition of 'wire 

communications,* 18 U.S.C. 2610(1), supra n.l9. 

" 'Except at othtnoiae spedfically provided in thia chapter any person who 
(a) intentionally intercepts * 18 U.S.C. 2611(l)(emphasis added). 

^ *(e) Notwithstanding any other provision of this title or section 706 or 
706 of the (Communications Act of 1934, it shall not be unlawful for an oflicer, 
employee, or agent of the United States in the normal course of his official duty 
to conduct electronic surveillance, as defined in section 101 of the Foreign 
Intelligence Surveillance Act of 1978, as authorized by that Act.* 18 U.S.G. 
2611(2Ke). 
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proTimona according them acceas to atored electronic commimicatioDa and the 
use of pen regiatara and tnp and trace devieea.^ 

EXEMPTION FOR THE TELEPHONE COMPANY ET AL. 

There is a general exemption for those aaaodated with auj^lying 
comnunieationa aervicea, the telephone company, switchboard operators, and the 
like. The exemption not only permits improved service and lets the telephone 
conqMmy protect itaelf against fraud," but it allows for aasistanee to federal 
and state officials operating under a judicially supervised interception order.^ 

**      *(h) It shall not be unlawftil tinder this chapter - 
(i) to use a pen register or a trap and trace device (as thoae terms are 

defined for the purpoae of chapter 206) '18 U.S.C. 2511(2)(h). 
For the dtationa to state statutes permitting judicial authorisation of law 

enforcement interception of wire, oral or electronic communications, for access 
to stored electronic communications, and tbr the use pen registers and trap and 
trace devices see Appendix H. 

" '(2)(aKi) It shall not be unlawftil under this chapter for an operator of a 
switchboard, or an officer, emplojrae, or agent of a provider of wire or electronic 
communication aervice, whoae fadlitiea are uaed in the transmiasion of a wire 
communication, to intercept, diacloae, or use that communication in the normal 
courae of his employment while engaged in any activity which is a necessary 
incident to the rendition of his service or to the protection of the ri^^ts or 
property of the provider of that service, except that a provider of wire 
communication service to the public shall not utilise service obaerving or 
random monitoring except for mechanical or service quality control checks.* 18 
UJ3.C. 2611(2)(a}(i). 

'(h) It shall not be unlawful under this chapter — 
•     •      • 

(ii) for a provider of electronic communication service to record the fact 
that a wire or electronic communication service was initiated or completed 
in order to protect such provider, another provider furnishing service 
toward the completion of the wire or electronic communication, or a user 
of that service, fh>m fraudulent, unlawftil or abusive use of such service.* 
18 U.S.C. 2511(2)(h)(ii). 

'** *(ii) Notwithstanding any other law, providers of wire or electronic 
communication aervice, their officers, employees, and agents, landlords, 
custodians, or other persons, are authorized to provide information, facilities, 
or technical assistance to persons authorised by law to intercept wire, oral, or 
electronic communications or to conduct electronic surveillance, as defined in 
section 101 of the Foreign IntelUgence Surveillance Act of 1978, if such provider, 
its officers, employees, or agents, landlord, custodian or other specified persona 
has been provided with ~ 

(A) a court order directing such assistance signed by the authorising 
judge, or 
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IMPUCTT EXEBfPnON FOR SPOUSAL INTERCKPTION WITHIN THE 
HOME 

Some of the federal courts of appeal have held that Title III does not 
preclude one spouse from wiretapping or electronically eavesdropping upon the 
other.^^ The exemption does not extend to interceptions by the agent of a 
spouse** and has been rejected by a majority of the circuits that considered the 
question.** 

SANCTIONS 

Interceptions in violation of Title in as amended by ECFA are generally 
punishable by imprisonment for not more than five 3mars and/or a fme of not 
more than $250,000 for individuals and not more than $500,000 for 
organizations.*" Victims are entitled to equitable relief; reasonable attorneys' 
fees and costs; damages in an amount equal to the greater of $10,000, $100 per 
day for each day of a violation, or the value of damage or gain attributable to 
the violation; and in appropriate cases, punitive damages, 18 U.S.C. 2620. 

(B) a certification in writing by a person specified in section 2518(7) 
of this title or the Attorney General of the United States that no warrant 
or court order is required b^ law, that all statutory requirements have been 
met, and that the specified assistance is required. . . .* 18 U.S.C. 
2511(2)(a){ii). 

*' Anonymous v. Anonymoua, 558 F.2d 677 (2d Cir. 1977); Simpson v. 
Simpson, 490 F.2d 803 (5th Cir. 1974). 

" Simpson v. Simpson, 490 F.2d 803, 809 (5th Cir. 1974); Nations v. 
Nations, 670 F.Supp. 1432,1434-436 (W.D.Ark. 1987). 

** Thompson v. Delaney, 970 F.2d 744 (lOtb Cir. 1992); Kempfy. Kempf, 868 
F.2d 970 (8th Cir. 1989); Pntchard v. Pritchard, 732 F.2d (4th Cir. 1984); United 
States V. Jones, 542 F.2d 661 (6th Cir. 1976). 

*" "Except as provided in (b) of this subsection or in subsection (5), whoever 
violates subsection (1) of this section shall be Gned under this title* or 
imprisoned not more than five years, or both." 18 U.S.C. 2511(4)(a). 

* Section 3559 of title 18 classifies as a felony any offense punishable by 
imprisonment for more than one year; and as a class A misdemeanor any offense 
punishable by imprisonment for one year or less but not more than six months. 
Unless (Congress clearly rejects the general fine ceilings it provides, section 3571 
of title 18 sets the fines for felonies at not more than $250,000 for individuals 
and not more than $500,000 for organizations, and for class A misdemeanors at 
not more than $100,000 for individuals and not more than $200,000 for 
organizations. If there is monetary loss or gain associated with the offense, the 
offender may alternatively be fined not more than twice the amount of the loss 
or gain, 18 U.S.C. 3571. 
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Congress decided to mitigate punishment for two type* of ofTenders. ID 
order to minimize the opprobrium directed at radio scanner enthusiasts, use of 
a scanner or similar device to capture the radio portion of a message from a 
cellular phone, car phone or voice message pager is punishable by no more than 
a fine of not more than $500. Intentionally intercepting the non-radio portion 
of the same conversation is punishable by imprisonment for not more than a 
year and/or a fine of not more than $100,000. Subsequent offenses, 
interceptions committed for criminal or tortioua purposes or motiyated by 
commercial advantage or gain, and the capture of scrambled or encrypted 
conversations all carry the more stringent, basic penalty, imprisonment for not 
more than five years and/or a fine of not more than $2&0,000.'' 

Filching satellite communications is the second instance where Congress 
opted for reduced penalties. Unauthorized interception is broadly proscribed 
•ubject to an exception for unscrambled transmissions,'^ but interceptions for 
neither criminal, tortioiis, nor mercenary purposes, subject offenders to only civil 
Uability." 

*' *(b) If the offense is a first offense under paragraph (a) of this subaectioa 
and is not for a tortious or illegal purpose or for purpooea of direct or indirect 
commercial advantage or private commercial gain, and the wire or electronic 
communication with respect to which the offense under paragraph (a) is a radio 
communication that is not scrambled or encrypted, then - 

(i) if the communication is not the radio portion of a cellular 
telephone communication, a public land mobile radio service communication or 
a paging service communication, and the conduct i« not that described in 
subsection (6), the offender shall be fined under this titie or imprisoned not 
more than one year, or both; and 

(ii) if the communication is the radio portion of a cellular telephone 
communication, a public land mobile radio service communication or a paging 
service communication, the offender shall be fined not more than $600.' 18 
U5.C. 2511(4){b). 

" *(e) Conduct otherwise an offense under this subsection that consists of 
or relates to the interception of a satellite transmission that is not encrypted or 
scrambled and that is transmitted - 

(i) to a broadcasting station for purposes of retransmission to the 
general public; or 

(ii) as an audio subcarrier intended for redistribution to Caeilities open 
to the public, but not including data transmissions or telephone calls, 

is not an offense under this subsection unless the conduct is for the purpose of 
direct or indirect commercial advantage or private financial gain.' 18 U.S.C. 
2511(4Kc). 

** '(5)(a)(i) If the communication is - 
(A) a private satellite video communication that is not scrambled or 

encrypted and the conduct in violation of this cbs^ter is the private viewing 
of that communication and is not for a tortious or illegal purpose or for 
purposes of direct or indirect commercial advantage or private commercial 
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VIDEO SURVEILLANCE 

Concluding that video surveillance ii the most intrusive form of 
surveillance, one federal appellate court panel held that Title m as amended by 
ECPA outlaws video surveillance.** The opinion was subsequently vacated in 
a decision which held that silent video surveillance is governed by the standards 
of the Fourth Amendment but not ECPA.** 

SrrORED ELECTRONIC COMMUNICATIONS 

Even in its modified form. Title in is ill suited to ensure the privacy of 
those varieties of modem communications which are equally vulnerable to 
intrusion when they are at rest as when they are in transmission. Surreptitious 
access is as least as great a threat as surreptitious interception to the patrons 
of electronic mail, electronic bulletin bou^, and remote computer storage. 

gain; or 
(B) a radio communication that is transmitted on frequencies allocated 

under subpart D of part 74 of the rules of the Federal Communications 
Commission that is not scrambled or encrypted and the conduct in violation 
of this chapter is not for tortious or illegal purpose or for purposes of direct 
or indirect commercial advantage or private commercial gain, 

then the person who engages in such conduct shall be subject to suit by the 
Federal Government in a court of competent Jurisdiction, 

(ii) In an action under this subsection — 
(A) if the violation of this chapter is a first oQense for the person 

under paragraph (a) of subsection (4) and such person has not been found 
liable in a civil action under section 2620 of this title, the Federal 
Government shall be entitled to appropriate it^unctive relief; and 

(B) if the violation of this chapter is a second or subsequent offense 
under paragraph (a) of subsection (4) or such person has been found liable 
in any prior civil action under section 2620, the person shall be subject to 
a mandatory $500 civil fine. 
(b) The court may use any means within its authority to enforce an 

irgunction issued under paragraph (ii)(A), and shall impose a civil fine of not 
less than $600 for each violation of such an ii\junction.* 18 U.S.C. 2511(5). 

Under 18 U.S.C. 2520, victims may recover no more than damages of not 
less than $50 nor more than $600 for the first offense, incressed to $100 and 
$1000 for subsequent offenses. 

** United States v. Koyomejian, 946 F.2d 1460,1468 (9th Cir. 1991), vacated, 
970 F.2d 536 (9th Cir. 1992)(en banc). 

** United States v. Koyomejian, 970 FJ2d 536 (9th Cir. 1992)(en banc); see 
also, United States v. Torres, 761 F.2d 875 (7th Cir. 1984); United States v. 
Biaaucci, 786 F.2d 604 (2d Cir. 1986); United States v. Cuevaa-Sanchez, 821 F.2d 
248 (10th Cir. 1990); United States v. Meaa-Rincon, 911 F.2d 1433 (10th Cir. 
1990). 
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Aeeordinf^y, while Title HI govern* interception, ECPA treats unlawflil 
aceesa to stored electronic communieatiooi beyond the confines of Title IIL 
Unlawftil aeeeaa is a federal crime.** Violations committed for malicious or 
mercenary purposes are punishable by imprisonment for not more than a year 
and/or a fine of not more than (250,000; lesser transgressions, by imprisonment 
for not more than six months and/or a fine of not more than $5,000.*' lljoee 
who provide the storage service and other victims of unlawful access have a 
eanae of action for equitable relief, reasonable attorneys' fees and costs, damages 
equal the loss and gain associated with the offense but not leas than $1000.** 

** *Ezeept as provided in 8ubBection(c) of this section whoever - 
(1) intentionally accesses without authorization a facility throu^ 

which an electronic communication service is provided; or 
(2) intentionally exceeds an authorization to access that facility; 

and thereby obtains, alters, or prevents authorised access to a wire or electronic 
communication while it is in electronic storage in such system shall be puniahed 
as provided in subsection (b) of this section.' 18 UJ3.C. 2701(a). 

" "The punishment for an offense under subsection (a) of this section is - 
(1) if the offense is committed for purposes of commercial advantage, 

malicious destruction or damage, or private commercial gain ~ 
(A) a fine of not more than $260,000 or imprisonment for not more 

than one year, or both, in the case of a first offense under this 
subparagraph; and 

(B) a fine imder this title [of not more than $260,00 for an individual 
and of not more than $600,000 for an organization with the alternative, if 
greater, of a fine equal to twice the gain or loss associated with the offense], 
or imprisonment for not more than two years, or both, for any subsequent 
offense under this subparagraph; and 
(2) a fine of not more than $5,000 or imprisonment for not more than six 

months, or both, in any other case.' 18 U.S.C. 2701(b). 

** *(a) Cause of action. — Elxcept as provided in section 2703(e)[relating to 
immunity for compliance with judicial process], any provider of electronic 
communication service, subscriber, or customer aggrieved by any violation of 
this chapter in which the conduct constituting the violation is engaged in with 
a knowing or intentional state of mind may, in a civil action, recover from the 
person or entity which engaged in that violation such relief as may be 
appropriate. 

'(b) Relief. - In a civil action under this section, appropriate relief includes 
- (1) such preliminary and other equitable or declaratory relief as may be 

appropriate; 
(2) damages under 8ub8ection(c); and 
(3) a reasonable attorney's fee and other litigation costs reasonably 

incurred; 
'(c) Damages. - The court may assess as damages in a civil action under 

this section the sum of the actual damages suffered by the plaintiff and any 
profits made by the violator as a result of the violation, but in no case shall a 
person entitled to recover receive less than the sum of $1,000. ..." 18 U.S.C. 
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The exceptions and exemptions mirror those of Title m. The proecriptions 
apply to "unauthorized" access; access authorized by the user or provider of the 
service is exempted." There is a procedure for law enforcement and other 
government access notwithstanding the proscription, 18 U.S.C. 2702 - 2709, and 
exceptions for those who provide the communication service, 18 U^.C. 
2701(c)(1). 

This seems to be the portion of ECPA least likely to have a clearly 
recognisable counterpart in state law. A few states have comparable 
legislation,*" but in most jurisdictions the misconduct ECPA seeks to curtail 
is more likely the subject of statutes outlawing unauthorized computer 

PEN REGISTERS AND TRAP AND TRACE DEVICES 

A trap and trace identifies the source of incoming calls, and a pen register 
indicates the numbers called from a particular phone. Since neither allows the 
eavesdropper to overhear the "contents* of the phone conversation they were not 
interceptions within the reach of Title III prior to the enactment of ECH'A.'* 
Although Congress elected to expand the definition of interception, it chose to 
continue to regulate these devices beyond the boundaries of Title m. Their use 
or installation by anyone other than the telephone company or those acting 
under judicial authority, however, is a federal crime.** Unlike other violations 

2707. 

**   *(c) Exceptions. - Subsection (a) of this section does not apply with 
respect to conduct authorized - 

(1) by the person or entity providing a wire or electronic communication 
service; 

(2) by a user of that service with respect to a communication of or intended 
for that user; or 

(3) in section 2703 [relating to government access], 2704 [relating to backup 
preaervation at government insistence] or 2518 [relating to court interception 
authorizations issued under Title UI\ of this title." 18 U.S.C. 2701. 

M See Appendix B. 

*' See appendix I. 
Violation     of    ECPA's     commands     concerning    stored     electronic 

communications may also run afoul of the dictates of federal law concerning 
unlawful computer access, see 18 U.S.C. 1030. 

•* United States v. New York Telephone Co., 434 U.S. 160 (1977). 

** '(a) In general. — Except as provided in this section, no person may install 
or use a pen register or a trap and trace device without first obtaining a court 
order under section 3123 of this title or under the Foreign Intelligence 
Surveillance Act of 1978  
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of ECPA, there ia no separate federal cauae of action for victiiDa of a pen 
register or trap and trace device violation. Some of the states have established 
a separate criminal offense for unlawful use of a pen register or trap and trace 
device, yet most of these do seem to follow the federal lead and declined to 
establish a separate cause of action." 

CALUERID 

The telephone service commonly known aa "Caller ID* is a display feature 
which identifies the telephone number of incoming calls. Is use or installation 
of Caller ID use or installation of a trap and trace device and therefore a federal 
crime? 

Caller ID comes within the E!CPA definition of a trap and trace device.** 
A telephone company which installs and a subscriber who uses the Caller ID 
feature have installed and used a trap and trace device.** 

The statute supplies an exception for "a provider of electronic or wire 
communication service' for purposes of providing the service or preventing its 
abuse, for billing purposes and when acting with the consent of the service user. 
It supplies no exception for the service user.   At least one federal court has 

*(b) Exception. - The prohibition of subsection (a) does not apply with 
respect to the use of a pen register or a trap and trace device by a provider of 
electronic or wire communication service - 

(1) relating to the operation, maintenance, and teeting of a wire or 
communication service or to the protection of the rights or property of such 
provider, or to the protection of users of that service from abuse of service or 
unlawful use of service; or 

(2) to record the fact that a wire or electronic communication was initiated 
or completed in order to protect such provider, another provider f\imishing 
service toward the completion of the wire communication, or a user of that 
service, from fraudulent, unlawful or abusive use of service; or (3) where the 
consent of the user of that service has been obtained. 

'(c) Penalty. - Whoever knowingly violates subsection (a) shall be fined 
under this title or imprisoned not more than one year, or both.* 18 U.S.C. 3121. 

** See Appendix C. 

** 'As used in this cht^ter - 
*      •      • 

(4) the term 'trap and trace device' means a device which captures the 
incoming electronic or other impulses which identify the originating number of 
an instnunent or device from which a wire or electronic communication was 
transmitted,' 18 U.S.C. 3127(4). 

** S.RepJfo. 247,102d Cong., 1st Sem. 8 (1991). 
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refused to allow a telephone subecriber to claim a provider exception in the case 
of a violation of Title in.*'' 

No federal court appears to have ruled upon the question directly. The two 
state supreme courts, called upon to consider whether Caller ED violated state 
trap aiul trace prohibitions, have reached opposite conclusions.** 

A substantial number of state public utility commissions have approved 
requests to offer Caller ID services, althouf^ virtually all have required the 
telephone company to provide free call blocking which allows callers to prevent 
Caller ID display of their numbers." 

"^ Rice v. Rice, 961 F.2d 942 (8th Cir. 1991)(defense to civil liability under 
18 U.S.C.2620<d)(3) for good faith reliance on 18 U.S.C. 2611(3)(telephone 
company exemption) is not available to an eavesdropping subscriber). 

•• Southern Bell Tel. & TeL Co. v. Hamm, 409 SJlAl 775 (S.C. 1991)(Caller 
ID does not violate South Carolina's trap and trace stetute); Barasch v. BeU. Tel. 
Co., 605 A.2d 1198 (Pa. 1992)(Caller ID would violate the Pennsylvania trap and 
trace statute). 

• In   re   Southern   BeU   Tel.   A   TeL   Co.,   123   PUR   4th   73 
(FlaPubJServ.Comm'n, 1991); In re Southern BeU Tel. & Tel. Co., 123 PUR 4th 
38 (N.C.Util.Comm'n, 1991); In re Diamond State Tel. Co., 121 PUR 4th 317 
(DeIPubJ9erv.Comm'n, 1991); In re Chesapeake & Potomac TeLCo., 118 PUR 
4th 484 (Md.Pub.Serv.Comm'n, 1990); In re US West Communicationa, Inc., 125 
PUR 225 adPub.Util.Comm'n, 1991); In re Central Tel.Co. of III., 126 PUR 4th 
313 (Dl.Commerce Comm'n, 1991); In re New England Tel. & TeL Co., 127 PUR 
4th 383 (Mass.Dopt.I>ub.Util., 1991); In re New England TeL A TeL Co., 131 
PUR 4th 341 (Vt.Pub5erv.Bd., 1992); In re US West CommunUxUions, Inc., 131 
PUR 4th 486 (Ariz.Orp.Comm'n); In re QTE South, Inc., 132 PUR 4th 553 
(Ala.Pub.Serv.Comm'n, 1992); In re Caller Identification Service, 133 PUR 4th 
79 (Wash.Util.Tel.Comm'n, 1992); In re Call ID and Other Custom Local Area 
Signaling Seruicts, 133 PUR 4th 168 (Ore.Pub.Util.Comm'n, 1992); In re US 
West Communications, Inc., 133 PUR 4th 326 (ColoPub.Util.Comm'n, 1992). 

A few states have enacted statutes to the same effect, (Dal.Pub.U.Code 
12893; Me.Rev.Stet.Ann. tit.35-A, «7101-A to 7106; Wis.Stat. 8196.207. 
Presumably allowing callers to block the display of their numbers serves the 
same privacy interest as the trap and trace proscription. 

llie Federal Communications Commission issued a notice of proposed rule 
making on interstate caller identification service over a year ago, 66 FedJleg. 
67300 (Nov. 8, 1991), but to date has not issued a rule. 
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DISCLOSURE AND USE OF INTERCEPTED DIFOEMATION 

Title m, aa ameiided by ECPA, prohibits the diseloaure or uae of 
information known to have been Mcured in violation of its proecriptionB.''' If 
interception is not unlawflil under Title m, disclosure or use of the information 
is not unlawftil under Title m. Tbe same sentencing levels apply, and conduct 
which is not unlawful under Title in may nevertheless be criminal under state 
law or some other federal law. 

While the prohibitions dearly apply beyond the wiretapper and 
eavesdropper, at some point the information presumably may become so publicly 
well known that flirtber use or dissemination is no longer criminal. By the 
same token, the prohibitions probably do not taint knowledge frmn an 
independent source.^' 

ECPA does not ban disclosure or use of information acquired unlawfully 
from stored electronic communications or fay means of a pen register or trap and 
trace device.^   It does forbid the companies that provide the service from 

"" '(1) Except as otherwise specifically provided in this chapter any person 
wbo~ 

•      •      • 
*(c) intentionally discloees, or endeavors to disclose, to any other 

person the contents of any wire, oral, or electronic communication, knowing 
or having reason to know that the information was obtained throu^ the 
interception of a wire, oral, or electronic communication in violation of this 
subsection; or 

'(d) intentionally uses, or endeavors to use, the contents of any wire, 
oral, or electronic communication, knowing or having reason to know that 
the information was obtained through tbe interception of a wire, oral, or 
electronic communication in violation of this subsection; 

shall be punished as provided in subsection (4) or shall be subject to suit as 
provided in subsection (6).   . 

^> See e.g., SJlep.No. 1097,90th Cong., 2d Sees. 93 (1968)rdi8clo8ure of the 
contents of an intercepted communication that had already become 'public 
information' or 'common knowledge' would not be prohibited*). 

" See 18 U.S.C. 2701 - 2710,3121 - 3127,2612. 
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diaelodng the eontuita of atored oommunicationa^ except for service or law 
•oforeement puipoaea at with euetomer approval.^^ 

Periuips  meet surprinng, ECPA grants eiqireas  authority,  without 
TWtrietion, for the telephone company or any other communication serrice 
prvrider to diidose customer record* to anyone other than the government." 
It i> not dear whsthar this grant of autliority pre-empts state regulation. 

''* "(1) A parson or entity providing an eleetronie communications service to 
the public shall not knowingly divulge to any person or entity the contents of 
a communication while in electronic storage by that service; and 

(2) a person or entity providing remote commuting service to the public 
shall not divulge to any person or entity the contents of any communication 
iHiieh is carried or maintained on tiiat service — 

(A) on behalf of, and received by moans of electronic transmissicm from (or 
created Iqr mnana of computer processing of communications received by means 
of eleetronie tranamission thmt) a subscriber or customer of such service; and 

(B) solely for the purpose of providing storage or computer processing 
•er vices to such subscriber or customer, if the provider is not authorised to 
aeeesB the contents of any sndi communication for purposes of providing aqy 
•arvicas other than storage or computer processing.' 18 VS.C 2702(a). 

^ *A person or entity may divulge the contents of a ccnnmunieation - 
(1) to an addressee or intended recipient of such communication or an agent 

of such addressee or intended recipient; 
(2) as otherwise authorized in section 2S17 (relating to court approved 

interception of wire, oral or electronic eommunications], 2511(2Xa)[relating to 
service related interceptions of such eommiinications], or 2703 [relating to 
government access to stored communicationa] of this title; 

(3) with the lawftil consent of the originator or an addressee or intended 
recipient of such communication, or the subscriber in the case of remote 
computing sm^ee; 

(4) to a person employed or authorised or whoee facilities are used to 
fiflrward such communication to its destination; 

(6) as may be necessarily incident to the rendition of the service or to the 
protection of the rights or property of that service; or 

(6) to a law enforcement agency, if such contents — 
(A) were inadvertently obtained by the service provider, and 
(B) appear to pertain to the commission of a crime.' 18 U.S.C. 2702(b). 

" *(1)(A) Except as provided in 8ubparagraph.(B)[relating to government 
access under warrant, subpoena or with ctistomer consent], a provider of 
electronic communication service or remote computing service may disclose a 
record or other information pertaining to a subeeriber to or customer of such 
service (not including the contents of communications covered by subsection (a) 
or (b) of this section [relating to the contents of communications in electronic 
storage or remote computer servieingD to any person other than a governmental 
entity.' 18 U.S.C. 2708(cXl)(A). 

Mum on.s 
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POSSESSION OF EAVBSDBOPPING EQUIPMENT 

Section 2512 outlaws the poeaetaion of equipment whoae design *renden 
it primarily useful for . . . surreptitioua interception,'^ with exemptiona for 
law enforcement and the telephone company." Posaeasion of equipment 
designed for lawAil, but surreptitious use is unlawful,^ althou^ posaeasion 
of equipment designed principally for lawfbl usee but clearly intended to be 
employed for criminal interception ia lawful.''*  Possession of the spike mike 

"    "Except as otherwise provided in thia chapter, aqy peraoo who 
intentionally — 

•     •     • 
(b) manufactures, assembles, possesses, or sells any electronic, mechanical 

or other device, knowing or having reason to know that the design of auch 
device renders it primarily useflil for the purpose of the surreptitious 
interception of wire, oral, or electronic communications, and that such device or 
any component thereof has been or will be sent throu^ the mail or transported 
in interstate or foreign commerce.. . shall be fined not more than |10,000 or 
impriaoned not more than five years, or both.* 18 U.S.C. 2612(l)<b). 

Section 2512 also outlaws mailing or advertising such devices, 18 U.S.G. 
2612(l)(a),(c). 

"" It shall not be unlawflil under this section for — 
(a) provider of wire or electronic communication service or an officer, agent, 

or employee of, or a person under contract with, such provider, in Uie normal 
course of the business of providing that wire or electronic communications 
service, or 

(b) an oflioer, agent, or employee of, or a person under contract with, the 
United States, a State, or a political subdivision thereof, in the normal course 
of the activities of the United States, a State, or political subdivision thereof, 

to send tiirou^ the mail, send or cany in interstate or foreign commerce, or 
manufacture, assemble, possess, or sell any electronic, mechanical, or other 
device knowing or having reason to know that the design of auch device renders 
it primarily useful for the purpose of the surreptitious interception of wire, oral 
or electronic communications.* 18 U.S.C. 2612(2Ki9>acing at the end of 
subparagraph (b) supplied). 

" United States v. Boat, 495 F.2d 138, 143-44 (D.C.Cir. 1974)CThus, the 
manuCacture, sale and possession prohibition was intended to ban particular 
devices, among them eavesdropping equipment which could-be worn on the 
person of a party to a conversation, and hence used in a manner which would 
not violate {24611 because of its 'consent interception"). 

^ United States v. SehweUu, 669 F.2d 966,968(5tb Cir. 1978)CThus, even 
though a device is constructed or purchased specifically for use in covert 
wiretapping or eavesdropping^ as Scbweihs' homemade operational amplifier 
may well have been, it is not proscribed by the statute if its design 
characteristics do not render it primarily useful Uiat purpoec^Cemphasis in the 
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and UM martiiii dhm trumnitter are unlawftil; poaaeaaion of tba ordinary tapa 
raeorder eonoealed in the heating duct ia not*" Several of the atataa 
supplement federal coverage by l^nning equipment designed or intended for 
uidawfiil rather than lurreptitioua uae.*' 

The more contentioua questkm, however, ia ^rfiether aeetion 2512 eoctanda 
to poaaeaaion of equipment designed to permit onauthoriaed reception of 
aerambled aatdlite televiaion signala.** 

(nriginal). 

* Cf., United States v. Pritchard, 773 FJM 873, 87»-79 (7th CSr. 1985); 
UttUed States v. Pritchard, 745 F^ 1112, 1123-124(7th Cir. 1984); Unittd 
States V. Wynn, 638 VSapp. 596, 602 (CJ>J1L 1986). 

*' See dtationa to state statutea in Appendix E. 

** Compare, United State* v. McNutt, 908 F^ 561 (10th Cir. 1990); United 
State* y. lande, 968 F.2d 907 (9th Cir. 1992)(botb holding that Title m forbida 
possession of deecramblers to allow unauthorized viewing of scrambled satellite 
television programming), with Uruted Statea v. Herring, 933 F.2d 932 (11th Cir. 
1991); United States v. Hux, 940 F.2d 314 (8th Cir. 1991); United States v. 
Shriver, 782 FJ9upp. 408 (CJ)JLL. 1992)(all holding that it does not); see alao, 
The EleOronie Communieations Privacy Act of 1986 and Satellite DescnuiMera: 
Toward Preventing Statutory ObsoUseence, 76 Minnesota Law Review 1461 
(1992). 
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AppoMUz A. 

State StiitatM Onttanri^ ths iBlmwptlaa 
arinra( w). Ond<o> m 

Ala-Cod* |13A-U-31(wA>); 

ArUoBs:    Arii.Bav.8tat.Ann.     IIS- 

CUtfonlK   CaLPanal   Coda   H631(w), 
632(0); 
Oaaaaotlaat: Conn.G«i.Stat.Aiin. M03a- 
U8(w): 63a-189(o)i 
nocMa: FU.SUt.Ann. |8S4.03(wA>iib); 
HawaU: Hawwi Rar^Ut. f 80»42(w/Dito); 
nUaola: m.Stat.Ann. ch.38 f 14-2(w/b); 
Kmnum: Ibn.Stat.Aiui. «21-4001(W/B)-, 21- 
400a(w); 
Lonlalana:    La.Rav.Stat.Ann. 
<16:ia03(wAi*); 
Bfaij^ud: lld-Cta. A Jud.Pro.Cada Ann. 
•KMOatwAoife); 
MichigaB:     Mich.Comp.Lawa    Ann. 
H7S0.Saac(o); 760.640(w); 
HoBtSML Moat.Cade Ann. (4&4-213(wA>); 
Navada:    Nav.Rav.Stat.    H200.620(w), 
200.660(0)-. 
Naw Jaaaay: N.J.8tat.Ann. i2Alfi»^wA>); 
New Totk: N.Y.Penal Uw }250.06(WAK*>)', 
North Dakota: N.D.CantCoda H12.1-U- 
02(wA>); 
Oklahoaa:    OUa.Stat.Ann.    tit.lS 
«176.3(wA»*); 
PeBaaylvaala:     Pa.Stat.Ann.     tit.lS 
|6703(w/o*); 
Sooth Dakota: S.D.CodXawa S2SA46Ar 
20(wA)); 
TeuM: TasJ>anal Coda. |16.02(wA>M): 
Vbgiiila: VaCodaf 10.2-62(w/o|i^); 

West VlnCiala: W.Va.Coda t62-lI>.3(wA>M); 
WyoaOBg: Wyo.Sut S7-3-602(w/o^); 

Alaaka    Stat.     |42.a0.M0(w), 
42.20.310(0): 

Ark.Coda f23-17-107(w); 

Coknado: Cok>.Bav.8tat. H16-9-303(w), IS- 
».304(o>, 
Ddawan:    DeLCoda    titll    HlS36(w> 
133«(wA>): 
Gemghi: Oa-Coda 116-11-62 (wA>>, 
Idaho: Idatw Coda f lS-670a(wA>); 
Iowa: Iowa Oxla Ann. (727.8(w/a); 
Keatoeky: Ky^arBtat. |6aB.020(w/b>: 

Me.Rav.3tatAnn. eh.16 WWw/oy, 

Maaaarhiiantta:     liaai GanXana     Ann. 
dl.272Hge(w/a); 

: Minn.^tatJ^Im. |62BA02(W/D)-, 

: Nab.Rav.8tat. |86-70aOwA>>, 
New HaiapaMre: N JLSav.StatAan. 1670- 
Aa(wA>); 
New MaalDO: N.M.StaLAnn. f30-12-l(w)-, 
NorthCaraUaa: N.C.aon.Stat. {14-166(w); 
Ohk>: Ohio Rav.Code t2963.5a(wA>)i 

Oragoa: Ore.Rav.SUt |166.540(wAi/a); 

Bhode   UaBd:    R.LGan.La«a   Hll-36- 
21(wA)); 
T Maam T rmlifiiiii Ulftll IIKTT) 

66-21-110(w); 
Utah: Utah Coda Ann. H77-23a-4J(w/Wla)-, 
WaahlBfton:    Waah.Rav.Coda   Ann. 
|».73.030(wAi); 
Wtooonaln: Ws.SUtAnn. }g68.31(wA>/t); 
Dtatrlot   of   Columbia:   D.C.CVxJa   123- 
642(w/lo). 

** The deaignation '(e)* in this list merely indicates a proscription againat 
the interception of electronic communicationa to codified proximate to similar 
bcuis on the interception of wire and/or oral communications. In the appendices 
which follow there are individual lists of the citations to state statutes 
eooceming stored electronic communicatioDS and pen register and trap and tnca 
devices. 
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Aiu.BaT.SutJUm. (IS-aOOe; 
H>«mu ItoT.SUt. IB03-47.6; 

Mtxn n>.t Anr. XQBAJ7; 
TfK.P«ial Coda. 116.04; 

Floridtt FliLStetJ^nn. 1934^ 
Hujrtaoid: Md.Cta. * JuiLPro.Cad« AM. 
iKMiUO; 
Pe—jIt—fai: PaJtaLAnn. tilM K714: 
Utah: Utah Cod* Ann. H77-23b-2. 

Appendix C. 

•ad Ikap anl TiBoe DavhMM 

ArizJUv.8tatADn. |1»«)06; 
Hawmii Rn.SUt. 1808-42; 

LoaWMK L^MnSutJam. 116:1313; 

Mliwaota: Minn.StatJUm. ie26A.36; 

N«w Tortc K.Y.Panal Uw (280.30; 
Ohtabom: OUB.8Ut Ann. tit. IS (177.2; 
PBaaaykanlB: Pa.Sut.Ann. tit. 18 (S771; 
Boirth Dakota: SJ).CcxlXaws(23A-3SA-22; 
Ulak Utah Cod* Ann. H77-23a-13; 
Wort VbgtBlB: W.Va-Coda {«2-U>-10; 

Ftortda: naJStat Jbm. (084.81; 
: Idaho Coda (1S«720; 

NiLRwr.9tat.Aim. (670- 

Md.Ct8. * JudJ>to.Cod* Ann. 
(10-484)2; 
Now 

North CaroHaa: N.C.G«n.Stat. (16Ar261i 
OvegOB: Ora.Rav.Stat (166.669; 
South CaroUna: S.C.Code (17-29-20; 
TUM: Tn-Penal Code. (16.03; 
VIrslilia: VaCoda (19.2-70.1; 

: ma.Stat.Ann. (968.34. 

AppondixD. 

State Statvtaa ProhlUtlng The Diadonnr* of 
UalawAilly Intercepted Coauaonleatlooa** 

: AlaCoda (13A-11-36; 
fMoFBdo: ColoJiavitat. ((18-9-303, 1»«- 
804; 

: Fla.atat.Ann. (934.03; 
: Idaho Coda (18-6702; 

: Kan.SUt.Ann. (21-4002; 
: MeJlev.Stat.Ann. ch.16 ((710; 

Maaa.Q«LLam    Aon. 

NehrMka: Nab.Bav.SUt. (86-702; 
NewHaaipahtre: N.H.RavSutJ^nn. (670- 
A:2; 

Atauka: Alaaka Stat (42.20.300, 4Z20.310; 
Delaware: DalCodaUtll(1338; 

Hawaii: Hawaii Rav.Stat (803-42; 
miBDia: mSUtAnn. di.38 (14-2; 
Keatnoky: Ky.Rsv.Sut (626.060; 
Marytamd: MdCta. * Jud.Pro.Coda Ann. 
(10-402; 

: Minn.8UtAnn. (628A.02; 

Nevada: Nav.BavSut. (200.630; 
New Jeney: N.J.Stal.Aim. (2A:166-3; 

** Does not include statutes which forbid disclosure of information secured 
pursuant to court approved interception or while assisting in transmission. 
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North DakDU: N.D.Cent.Cod« H12.1-U- 
02; 

: Oklm.Sut.Azm. t>t.l3 (176.3; 
: Pa^Ut.Ann. tit. 18 {6703; 

•: TecCode of Crim.Pro. Sie.02; 
Vbflnla: Va-Code I19.242; 

: WH.Stat.Aim. 1968.31; 

Ohio: Ohio Rn.Cada 12963.52; 

Oregon: Ore.Rav.Stat. {166.640; 
Rhode blmd: RI.G«a.LawB UU-36-21; 
Utah: Utah Coda Ann. H77-23a-4; 
Wert VbfiiiU: W.Va.Coda |62-1D^; 
Wjomtag: WyoStat <7-3«)2; 
DMiiot or Colombia: D.C.Coda 123-642. 

The 

Appendix E. 

State Statutea OntlawiBC 
I of latenseptloa Devloee** 

: Ala.Coda |13Arll-34; 
Cdiftmiia; CaL Penal Coda » 636; 
CaBiMatioat:Conn.Gen.Stat.Ann.H64-41a; 
FlorMK F1a.Sut.Ann. (934.04; 
Hnriril: Hawaii Bav.Sut. (803^*; 
BBBtKdiy: Ky R» Stat. (626.040; 

: Ma.R«v.Stat.Ann. ch.l6 (710*; 

itta:     MaaaGcoXam    Ann. 
ch.272 ((99(cXe)*; 
mmifota: Minn.Sut.Ann. (626A.03*; 
New Hampahlre: N.H.Bev.Stat.Ann. (670- 
A;3»; 
New York: N.Y.Penal Uw (260.10; 

Oidahoam: OkIa.Sut.Ann. tit 13 (176.3; 
Bhode lalud: RI G«n.Lawi ((11-36M; 
Utah: Utah Coda Ann {(77-23a-6*; 
Wnt Vtrglnla: W.VaCoda (62-10-4; 

: Arix.Itav.Sut.Ann. ({13-3006; 
Ctdorado: Col0jl(T.Stat. {{18-9-302; 
Delaware: Del.Coda titll (1336*; 
Geoqla: Ga. Code {16-11-63; 
Idaho: Idaho Code (18-6703; 
LonWaaa: La.Rav.Sut.Ann. (16:1304*; 
Maryiand: Md.Cts. * Jud.Pro.Coda Ann. 
(10-403*; 
Mtchigaa:    Mich.Comp.Lawa    Ann. 
(760.6391*; 
MlaataalppL- Miaa.Code (41-29-633; 
New Jersey: N J.SUtAnn. (2A:16»6*; 

North Dakota: NOCantCode H12.1-16- 
03*; 
PeaaeylvaBia: Pa.Sut.Ann. tit 18 (6706*; 
Tnua: Tea. Penal Code (16.02; 
Vfaffbda: Va.Coda (19.2-83*; 
WyomlnC: W]n SUt (7-3-603; 
Dlattict of Colnmfaia: D.C.Code (23-543*. 

Appendix F. 

Civil LiafaOity for Interoeptiona Onder State Law** 

" * Statutes which like federal law outlaw equipment primarily designed for 
surreptitious rather than unlawful use. 

**   Statutes creating a cause of action for violatipos concerning stored 
communications specifically are designated (s). 

Even in the absence of a statute, state law may recognize a common law 
cause of action sounding in privacy, see Restatement (Second) of Torts. S652B; 
Nader v. General Motors Corp., 25 N.Y.2d 560,307 N.YS.2d 647,255 N.E.2d 765 
(1970); BiUing v. Atkinaon, 489 S.W. 858 (Tex. 1973). 
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CteUfcrnla: CaL Panal Code H 637 2; 
Coiuiecth!ul:C<ain.Qen.8t«t.Ann.H64-41r; 
Hawidl: Hawaii Rev.Stat. tSOSAS, 
nUnoia: m.Stat.Anii. ch.38 {14-6; 
Malae: Me.Rev.Stat.Ann cfa.l6 H711; 

M—rhuaetta:     Maaa.Gen.Laira     Ann. 
di.272 H99) 
MiBiieaota:    Minn.SUt.Ann.    H626A.02, 
628A.131 
New Hampahire: Nii.Rev.3ut.Ann. f670- 
A;ll; 
New Mexico: N.M.SutjSnn. H30-12-11: 
Poiaaylvanla: Pa.Stet.Ann. tit.18 HS72S, 
6747(a); 
U«idl: Utah Code Ann. H77-23a'4; 77-2SA- 
11, 77-2Sb-8(a); 
WaahlagtOD.    Waah.Rav.Coda    Ann. 
»9 73.060; 

: Wa.3ut.Ann. {968.31; 

Cokmdo: ColoRerSUt. {{16-9-309.5; 
FlorMe: Fla.Sut.Ann. {{934.10, 934.27(a); 
I<talio: Idaho Code {18-6709; 
LoaUauia: LaRev.SUtAnn. {15:1312; 
Maryland: Md.Cu. & Jud.Pro.Code Ann. 
{{10-410, 10-4A-08(«); 
Michigan:     Mich.Comp Laws    Ann. 
{760.639h; 
Nevada: NevJlev.Sut. {{200.690; 

New Jeney: NJ.Sut.Ann. {{2A:166^; 

Ohio: Ohio Rav.Coda {2953.65; 
Tesaa: TezCiv.Pract * Pro. {{123.001 - 
123.004; 
Virginia: Va.Code {19.248; 

Weat ^^rgtalla: W.Va.Code {62-ID-12; 

Wyaaainr Wyo.Sut. {7-3409; 
DMrict of OolumUa: D.C.Code {23-664. 

Appendix G. 

Consent IntcruepUoM Under State Ljnr*^ 

t); 
A]a.Code {13A-11-30 (one party 

: Ahz.Rav.Sut.Aan. {{1^^005 (one 
paitgr oonaent); 

CaHfomU: Cal. Penal Code {{ 631,632 (all 
party oonaent required to intercept any 
oommunication in which any party mi^t 
have an ezpecUtion of privacy, O'Lcukey T. 

Sortino, '224 Cal.^)p.3d 241. 273 Cal I^. 
674 (1990)); 
Coomcticut; (kmn.Gen^Ut-Ann. {{53a- 
187 to 63a-189 (one party conBent); 
Florida: Fla.Stat.Ann. {034.03 (all party 
oonaest); 

Hawaii: Hawaii Rev.Sut {803^2 (one 
party oonaent); 
nUnois: niinoia coiirU appear to permit one 
party oonaent in spiu of Ill.SutAnn. ch.38 
{14-2 which aeema to require oonatnt of all 

Alaalm: Alaaka Sut {42.20.300, 42.20 310 
(one party oonaent); 
Arkansas: Ark.Code {{23-17-107 (outlaws 
wiretapping without autlionty, preaumably 
one    party    consent;     no    electronic 
eaveadropping autute); 
Ckilotado: ColoRevjUt. {{18-9.^03, 18-9- 
304 (one party oonaent); 

Delaware: Del.Coda titll {{1336.1336 (aU 
party consent); 
GeoTgU: Ga.Code{ 16-11-66; Georgia courto 
have   upheld   the  validity  of one   party 
conaent, Kemp v. StaU, 201 Qa.App. 629,411 
S.E.2d 880 (1991); Thompton v. State, 191 
Qa.App. 906, 383 S.E.2d 339 (1989); 
Main:  Idaho Code {184702 (ooe party 
conaenth 
partiaa, see Ptopit v. Janaen, 203 Ill.App.3d 
986, 561 N.E.2d 312 (1990); 

*^ In each of the states unless there is a more demanding state law, BCPA's 
one party conaent provisions are controlling; althou^ not noted here some of 
the party consent states permit one party consent in law enforcement eases. 
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Indlaiia: Ind.Cod* Ann. iS&^&^l-S (one 
party oonaant); 
Iowa: Iowa Code Ann. t727.8 (ana fxty 
oonaant); 

Kantoeky: Ky.Rev.Stat. 1526.010 (one party 
t); 

Iife.Rev.SUt.Ann. eh. IS (709 (one 
nt); 

huaetta:     Maaa.6en.Lawa     Ann. 
di.272 H9g (all partisa miut conant); 
Mlnneaota: Minn.Stat.Ann. 86a8A.02 (one 
party consent); 
Hlaaourl: Miaaouri haa no wiretap or 
electronic aurvwllanre itatutee, thorafare 
only federal Law with ita one party conaaat 
appliea; 
Nebraaka: Neb.Rev.SUt. {86-702 (ooe party 
oonaant); 
New Hampahlre: NiIJiev.Sut.Ann. «670- 
A:2 (all party conaent); 
New Mexloo: N Jt(.8utJ^nn. H30-12-1 (one 
party conaent); 
North CaraHmi:  N.C.aen.Sut.  (14-1S5 
(outlaws wiretappjng with no mention of 
oonaant intaroapcion); 
Ohio: Ohio Rev.Code 12953.52 (one party 
oonaant); 
O(«0On: Ora.Rev.Sut. 1166.540 (one party 
oonaant for wireUpping and all parties must 
conaent for other forma of electronic 
eaveadroppang); 
Bhode laland: R.I.Gen.Lawa Hll-36-21 
(one party oonaent); 

South Dakota: S.O.O>inp.Uwa H23A-3SA- 
ao (one party oonaant); 

TeiLPeoal Coda {16.02 (one party 
oonaMit); 
VenaOBt: Vermont haa no wiretapping or 
electronic eaveedropping aUtutea, therefore 
the federal one party conaent proviaiona are 
the only law that appliea there; 
Washington: Waah.Rev.CodeAnn. {9.73.030 
(all parties must conaent); 
WlaconainT Wi8.Sut.Ann. {968.31 (one 
party conaent); 

Kan.Sut.Ann. {{21-400U1-4002 
(all party conaent for wiretapping; one party 
oonaent for other forma of electrooic 
eaveedroppinK); 
Lundriaiia: La.Rav.Statj\nn. {15:1303 (one 
party consent); 
Katyland: Md.CU. & Jud.Pro.Ckide Ann. 
{10402 (all party conaent); 
Hiohlgan: Mich.Cknnp.Lawa Ann. {7S0.539e 
(all party oonaent); 
MiaaiMlppI:   MiasCode   {41-29.531   (one 
party oonaent); 
MonUma: MontCooda Ann. {{46-8-213 (all 
partiea muat conaent); 

Nevada: Nav.Rav.SUt. {(200.620, 200.660 
(one party consent); 
New Jflcaey: N.J.SUt.Ann. {{2A:1S64 (one 
party conaant); 
New York: N.Y.Penal Uw {250.00 (one 
party consent); 
North Dakota: NDCantCode {{12.1-16-02 
(one party oonaant); 

Oklahoma:  OUa.SutJton.  tit.13 {176.4 
(one party oonaent); 
Pennaytvanla: Pa.Sut.Ann. tit.18 {S704 
(all parties muat oonaent); 

Sonth CaioUna: South Carolina doea not 
appear to have a wireUpping or electronic 
eavesdropping sUtuU, therefore the federal 
one party consent law ia the only law that 
appliea there; 
Tnnnnaarr  Tenn.Code Ann. {{66-21-110, 
39^1324  forbid  wiretapping;  the oourU 
have   upheld   the   validity   of   a   polioe 
interception with one party consent. State v. 
Eldridgt, 759 S.W.  756 (Tenn.Crim.App. 
1968); StaU v.  Bu/brd, 666 S.W.2d 473 
(Tenn.Crim.App. 1983); 
Dtak  Utah  Code Ann.  {{77-23a4  (one 
party oonaent); 
Vta-gmla:   VaCode   {19.2^   (one   party 
conaentV, 

West Virsiiiia: W.Va.Code {62-ID-3 (one 
party conaent); 

Wyoailiie: Wyo.Stat. {7-3-602 (one party 
oonaant); 
District of Columbia: D.C.Cods {23-542 (on* 
party conaent). 
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: jMUtevJULAnn. HVi^iSt, IS- 
M17(|iA)L IMOltb): 
Coiwte, OokJtovAak. MU-U-101 to M- 
IS-lOt 

:IM.Ood*tit.U|ine 

aikCod*MU-ii-«4: 

liahn UahoCSodtMU^mto IMTCtt IB- 
aTU to IMTSatpA); 

AfnimidtT H. 

fJalUbniK CaLPlul Coda |«a» to eas^ 

Cooa.Qm8tatJknii.H»MU 

: IiLB«T.StatJtiiiL MU:13M to 
Wittii, U:m4 to ifcuu; mi to MiraA 

chJTSISB; 
MliilMllilll: lfiiB.Codo IMl-aMOl to 41- 
aM3S; 
Nwila     N«T.B«r.Stat.    H179.410    to 
17».S16k 17B.6S0(pA): 
N«ir JMMJT: NJ.Sttt.Aim. H2A:UaArB to 

ItowTark: N.T.CriiiMj>ro. Lmr HTOaOS to 
700.70; 7DB.00 to 706.a6(|Wt>. 
OUn Obk> Bwr.Coda H2aSS.51 to 2938164; 

OBigim: OnAiwStmt. H13S.7ai to US-TSB. 
167. «07tol«7.e7S(iM-, 
Btodo tahnid: BJ.O«aXM* HU4.1-1 to 
l»4.1-iab U4.2-1 to 124.2«pA): 
Boarth Dakota: &D.CadX«in H23A«A-1 
to 2aA^8A-U, 23A^SA.a4 to 83Ar3SArt4: 
Vtah: Utah Coda Ann. H77-23a.« to T7-28a- 
10; 77-3aa-14(]>/t), 77-3SB-3 to 77-a3B-8(a>: 
Waahlagtoa:    Waoh.Hov.Coda   Ann. 
H9.73.040 to 9.73.140; 
HhBO—la:   ¥na.StaLAim.   M96SJS   to 
96SJ0, 908.36 to 9«8.a7(pAh 

to6441t; 
noHiK na.8latAan. HBS4.0*, 984.21 la 
984.8BCaX 984.33 to 934.S4(iMt); 

Bnmil: Ifa«paU Ba*J9tat. H80»4i to 80t- 
47, 80S47.6 to 808.47.9U); 
miMli: OLStalABa. cfa.S8 niOSArl to 
UWArll, 108B-1 to 100-14; 
¥•••••   KanJStatAnn. MaS-lB74 to 22- 
3876; 
MBrjriaad; Ud.Cta. * Jud.Pro.Cada Ana. 
MlO-406 to 10408; 104A41 to UMA^MM 
10-4B41 to l»4B-06(pA): 
MlMMOte: lfina.Stat.Aiin. II69SA.06 to 
•36.1^ tataatut, tUKas to taui.VKfK>; 
Nafenaha: NabJtarAat. H86-708 to 86- 
713; 
NawHaiqahlra:NiLItaT.StatJknn.HS70- 
A:l to «70-A:10, 8704:1 to SJt^^KfM; 
Naw laaidao: N,l«.Htat Ann. H80-12-1 to 
30-U-lO; 
North CandlDa: N.C.O«D.Stat. Hlfr480 to 

OUBhDaw:OUa.StatJtan.tit.l3H176.7to 
178.14, 177.1 to V^.S(p^y. 
Pa—ijiliaala: PaAatAnn. Iit.18 116708 
to S7M, S741 to 6748(a), 6771 ta 6776(pA); 
Sairth OaniiinB: aC.Coda H17-29-10to 17- 
3»60CfA>. 
TOM: TBLCrim.Pn>. Coda. Hl&aO, 18.21 

Vbllala: VaCoda M19.348, 19.2-70J(|Wt), 
lB.2-70.3(a); 
Wm* Vlfgiiria: W.Vt.Coda HO-UI-ll; 

Wyoadar W^oAat. H7-3-606, 7-S407: 
DMrlot of CohnOte: D.C.Coda H2»446 
toS»«e& 

** Citationa with no ttewgnation indicate the statutory proviaiona for court 
^tprovad interception ordera; tboae with a (p/t) deaignation indicate the 
fltatutory proviaiona for court authorised uaed of pen regiatara and trap and 
trace devicea; and tboae with a (a) deaignation indicate the atatutoty proviaions 
for govcminent aeoeaa to atorad electronic eommunicationa. 



134 

CRS^ 

Appmdix 1* 

103; 
Ak-Code M1SA4-100 to l3ArS- 

: Arix-BrrBtaUkoD. ilS-ZSU; 
CidMorata: Cal.Panal Cod* IMS; 

AlHka Stat. M11.46i740,11.40.966; 

2G0toS3»^l; 
naridK FUJtaLAiin. WUOl to Sie.07; 
Hawmtt: Hawidi IU*.8tat VKSSSO to 7DS- 

: IlLSUtAim. eh.S8 lliaD-l to 160- 
7; 

: lom Cod* Ann. M71AA.1 to TISA-IS; 
r:Ky.Kn.att.    H484.840    to 

434.800; 
lUlBe: M*.B«rAat.Aiin. cfa.l7-A IHSl to 
483; 
MaaiaafaaMM*:     MiMGonXana    Aon. 
di.aeeiao; 
lUaMaota:  monJBtaUam. M0O0.S7 to 
000.801; 
MlMOari:    lloJ^niLStat.    iMO».0»3    to 
600.009; 
Nabniaha:   N*bA*T.Stat   HaO-1841   to 
»_1948; 
New    HaatpaUie:    N.H.IiavAat.Aaa. 
1688:10 to 888:19; 
New Maaleo: NJLStatiknn. HOMO-l to 
SMO-?; 
Nortk CaraUna: N.C.a«i.atat H14'46S to 
14-467; 
Ohio: Ohio Rn.Coda f 29ia81; 

: Oi«A«T.Stat 1164.371; 
d: aLGtaXam Hll-EA-lto 

ll-6»8; 
8aatkDakD4KSJ).CodXa«a||4S4aB-lto 
4»4aB4; 
THaa: TtaLPanal Cod*. H38.01 to 83.03; 

Vbfiaia: Va.Cod* HU.2-1B2.1 to  1&2- 
168.14; 
Itaat VtoglBte: W.Va.Cod* H61-3C-1 to 61- 
3C^ 

: II^DAat. iift»«01 to ftMOt. 

to 762.797; 

18; 

>: Ark.Cod*Mfr41-101 tofi^l-lOO; 
Colorado: ColoJtoT.8t*t. M18^6-101. 18- 
6.6-102; 

: IM.Cad* tit.U M081 to 987; 

Oaotgla: G*.Cad* Ml»*08 to 16««4; 
Idaho: Uaho Cod* MlUaOl, 18420S; 

ImUmi: Iiid.Cod* Ha64»»4 to 36-43-M; 

: KmJtatJtem. 121-3766; 
LaJI*T.Stal.Ann. H14:7&1 to 

14:7SJi; 
Hnylaiid: lid.Cod* Ann. art. 27 •146; 

Uieh.Comp.Uv* Ann. H782.791 

IfM-Cod* H07-46-1 to 97-46- 

MootOod* Ann. H46-»J10,46-0- 
311; 
Nevada:    N*T.Itov.8tat.    H206.473    to 
306.401; 
New Jeraajr: NJJUtJtan. H2C:3M3 to 
2C:a0^ 
New York: N.Y.Panai Law M166.00 to 
166.60; 
North Dakota: NJlOnLCod* 112.1-06.1. 
08; 
OUahoiM: Okk Stat Ann tit.21 H1961 to 
1968; 

: PaAaLAnn. tit.l8 fSOSS; 
i: 8.C.Cod« H16-16-10 to 16- 

16-30: 
TtaMaMe: TWm.Cod* Ann. H38-14401 to 
30-14403; 
Utah: Utah Cod* Ann. H764-70a to 76-»- 
706; 
WaahlBgtoa:    Wash.RaT.Cod*    Ann.' 
HgA.62.110 to SA.62.130; 

: Wb.Stat.Ann. 1043.70; 
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INFORMATION PRIVACY 

SUMMARY 

It is routinely acknowledged that the success of the Internet and electronic 
commerce depends upon the resolution of issues related to the privacy and 
security of information. Privacy is thus thrust to the forefront of policy 
discussions among buBineases, governments, and citizens. Threats to the privacy 
of information arise primarily as the result of the widespread increase in the 
availability and use of computers and computer networks. The Congress, the 
executive branch, courts, btisinesses, privacy advocates, Web sites, Internet 
service providers, and professional organieations confront many privacy issues. 

As the cost of storing electronic information becomes leas expensive, more 
information is stored and linked by use of the same key, such as the social 
security number. Data-mining software facilitates the use of electronic 
information for commercial, unauthorized, and unlawful purposes. Because of 
the power of computer networks to compile, analyze, share, and match electronic 
information, electronic information is potentially much more invasive. One 
result of these technological advances has been the rapid growth of the 
information industry. There are three participants in the information industry: 
government entities, direct marketers, and reference services. Consumer 
reporting agencies are also a source of personal information. Generally each 
participant gathers and distributes personally identiiying information. The 
information may be gathered for one purpose, and sold for another. 

Threats to the privacy of information also come from criminals and hackers. 
Hackers are reported to be gathering sensitive consumer information in order 
to commit financial fraud. Financial fraud is committed when there is enough 
information to deceive a creditor about the perpetrator's true identity. This 
practice is commonly referred to as identity theft - the illegal use of personal 
identifying information -- to commit financial fraud. 

Constitutional protection extends only to the protection of the individual 
against government intrusions and does not address many recurring threats to 
the privacy of information by private entities. Existing federal statutes do not 
comprehensively protect the informational privacy interests of individuals and 
businesses either. However, there are several federal laws that extend 
protection to certain types of information on a sector-by-sector basis. 

Individuals and businesses concerned with privacy are looking to 
encryption, the use of algorithms and ciphers to scramble and descramble 
information, to keep information private. Encryption can also impede the 
ability of law enforcement and national security agencies to access electronic 
information. The federal government has a strong interest in preserving its 
ability to intercept and interpret electronic communications. Currently there 
are no limits on what strength of encryption can be used in the United States, 
but there are limits on the strength of encryption products that can be sold 
internationally. The Congress is currently examining several proposals 
regulating the availability of encryption produeta. 
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INTRODUCTION 

It ia routinely acknowledged that the aueceaa of the Internet and electronic 
commerce depends upon the resolution of issues related to the privacy and 
security of information.' Privacy is thus thrust to the forefront of policy 
discussions among businesses, governments, and citizens. Twenty years ago the 
Privacy Protection Study Commission recommended steps be taken to strike a 
proper balance between the individual's personal privacy interests and society's 
information needs.' This paper discusses some recent threats to the privacy 
of information.' These threats arise primarily as the result of the widespread 
increase in the availability and use of computers and computer networks, the 
corresponding increase in the amount and type of information created, the 
availability and use of information for unauthorized secondary purposes, and the 
lack of adequate computer security. Technological safeguards, such as 
encryption, are viewed as tools to enhance computer security and protect 
privacy. Encryption also has the potential to impede the ability of law 
enforcement and national security agencies to access electronic 
communications.'* Congress is currently examining several legislative proposals 
concerning the availability of encryption products. The Congress,' the 

' See, U.S. Govt. Information Infrastnicture Task Force, A Framework for Global j 
BUctronie Commerce 10-12.   Available: bttp://www.iitf.nist.9Dv/elecoomm/eoomm.htm s 
(1997). ' 

y 

' Privacy Piabeciioa Study Cammiancai,PeraoiuUPHott^ in an IrtformationSoeiefy / 
(1977). ' 

» 'Are You For SaleT PC World Magazine, October 1996. Available: > 
http://www.pcworld.com/woi4styles/onUne/articlea/oct96/1410fonale.html.        "Internet 
Opens Your Windowa to Everyone: Inuaeion Sorely Teat* Right to be Let Alone' N.Y. > 
Times, Aug. 3, 1997, at lA   'Privacy on the Wtb,' TIME Magazine, Aug. 19, 1997.                    «     i 
Available: http://www.pathfinder.com. 'Privacy for Sale: Peddling Data on the Internet' ' 
The Nation, June 23, 1997, at 11. The complex issues related to the privacy of medical ° 
information are beyond the scope of this report. f 

* Denning and Baugfa, Encryption and Evolving Technologies: Tools of Organized 
Crime and Terrorism (1997). j 

* For a list of privacy legislation introduced in the 105th Congress see, EPIC \ 
(Electronic Privacy Information Center) Online Guide to lOff^ Congress Privacy and < 
Cyber-Uberties Bills. Available: http://epic.org/privacy/faill_trackJitmI. (July 10, 1997). 
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executive branch,* courts, buainesses,'' privacy advocates,' Web sites and 
Internet service providers,' and professional organisations"* continue to 
confront many other issues associated with the security and privacy of 
information. 

RACKGROUND 

Privacy has become a *broad, all-encompassing concept that envelops a 
whole host of human concerns about various forms of intrusive behavior, 
including wiretapping, surreptitious physical surveillance, and mail interception. 
Individuals claim a right of privacy for an enormously wide range of issues from 
the right to practice contraception or have an abortion to the right to keep bank 

* See, FedBTsl Trade Commiasion, Staff Report: Public Workthop on Consumtr 
Prioacy on the Global In/brmahon Infrastructure (December 19S6). Available: 
http:www.flc.gDv/bcp/coiUiDe/pube/privacy/privacy.htm. In June of 1997, the FTC held 
four days of hearinj^ on technology tools and industry aelf-rqgulation regimes designed 
to enhance peraonal privacy on the Internet. Available: 
bttp://www.ftcgov/bcp/privacyZtedex.html. U.S. Govt. Information Infrastructure Task 
Force, Informatioo Policy Committee, OpHoru for Promoting Privacy on the National 
Information Infrastructure (April 1997). Available: 
http://www.iitf.nist.gov/1pc/pnvacy.htm. Board of Govemon of the Federal Reserv* 
System, Report to the Congress Concerning the Availability of Consumer Identifying 
Information and Financial Fraud (March 1997). Available: http:// 
www.bog.frfa.fed.ua'boarddoca/RptCongreai^pTivacy.pdf. U.S. Congreea, Office of 
Technology Aaaeasment, Information Security and Privacy in Network Environments, 
OTA-TCT-606 (Sept. 1994) and Issue Update on Information Security and Privacy in 
Network Environments (June 1996). Social Security Administration, Privacy and 
Customer Service in the Electronic Age (September 1997). Available: http://www.aaa.gov. 

'' Privacy and Ametican Buaineaa, Handbook of Company Privacy Codes Vol. 3 
(1996). 

* See, American Civil Liberties Union, Take Back Your Data Campaign (July 
1997). Available: www.aclu.org/action/tbyd.html. Center for Democracy and Technology, 
CDT Privacy Demonstration. Available: http:www.odt.org/privacy. Electronic Frontier 
Foundation, Privacy Archive. Available: http://www.eff.org/pub/Publicationa/CuD/Privacy. 
EUectnmic Piivaiy Information Center, Surfers Beware: Personal Privacy and the 
Internet (June 1997). Available: http:www.epic.orglrq>orts/surfer-beware.html. 

' Netacape Comm., Netscape, Firefly and Verisign Propose Open Profiling 
Standard (OPS) to Enable Broad Personalization of Internet Services: More Than 00 
Companies and Organizations Support Uniform Architecture that Protects Users' 
Privacy (May 27, 1997). Available: 
http://Bearch.netacape.oom/newBie</pr^ewBieleaae411 .html. World Wide WebConsortium 
(W9C), Platform Privacy Preftrencts (P3) Pryeet (June 1997). Available: 
http://www.wS.or{^P3/overview.html. 

'" Direct Marketing Association, Guidelines for Personal Information Protection. 
Available: http:www.the-dma.ore Interactive Services Association, Protecting Your 
Prioacy When You Oo Online. AvailaUw ht^K/Zwww jaa.net/project-opan4iri v-broch.htmL 
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recorda confidential.*" Some advocate the expansion of this concept to 
include the right to 'infonnation privacy" for online transactions and personally 
identifiable information." The term 'information privacy* refers to an 
individual's claim to ctHitrol the terms under which 'personal information' — 
information that can be linked to an individual or distinct group of individuals 
(e.g., a household) - is acquired, disclosed, and used.'* The right to privacy 
has also been characterized as the 'the right to be let alone.''^ There is a 
perception among many that in our information driven society this ri^t is 
under attack. The potential harm that can occur from unauthorized disclosures 
of such information has been well documented." 

Individuals and businesses increasingly rely upon computers and computer 
networks to transact business and to access the Internet. There are estimated 
to be over 9,400,000 host computers worldwide, of which approximately 60 
percent are located within the United States, and are estimated to be linked to 
the Internet. This count does not include the personal computers people use to 
access the4 Internet using modems. In all, reasonable estimates are that as 
many as 40 million people around the world can and do access the Internet. 
This Qgure is expected to grow to 200 million Internet users by the year 
1999.'* Computers are used for many transactions today: electronic uniform 
product code (UPC) scanners, telephones, email, (3aller ID, ATMs, credit cards, 
electronic tolls, video surveillance cameras, health insurance filings, catalog 
shopping, pharmacy records, and Internet access. The use of computers and 
computer networks for personal and business transactions has resulted in the 
creation of vast amounts of information. Information stored or transmitted via 
computers includes credit and Gnancial information, health information, tax 
information, employment information, business information, trade secrets, 
proprietary information, and customer information. 

Online users may voluntarily disclose personally identifying information, 
for example, to an online service provider for registration or subscription 
purposes, to a Web site, to a marketer of merchandise, in a chat room, on a 

'' See, David Flaherty, Prottcting Pnoaeyin Survallanee SocietUt, Univeimty irf 
North Carolina Pnas, Chapel Hill. 1988. 

'* See, Joel R. Reidenberft Privacy in the Informatitm Economy. A Fortnm or 
Frontier for Individual RighUf 44 Fed. Comm. LJ. 196 (1992). 

'* See, U.S. Govt. Informatiaii Infrsstructura Task Force, Information Policy 
Committee, Privacy Working Group, Privacy and the National Information 
Infraetrueture: Prindplet for Providing and U$ing Peraonal Information, Commentaiy 
Y 2 (1995). Available: http-7/www.iitf.nist.g)ovAp(/ipc-pubi/niiprivprin_final.htmL 

'* Olmetead v. United State*, 277 U.S. 438, 478 (1928) (Bnmdeis, J., dissenting). 

'* See, J. Rotbfeder, Privacy for Sale: How Computeritation Ha* Made Everyone'* 
Private Life an Open Secret 175-96 (1992). 

** ACLU V. Reno, 117 S. Ct. 2329, 2334 (1997). 
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bulletin boaid, or to an amail recipient." Information about online uaara is 
abo collected by Web aitea through technology which tracks traces and portraits 
of every interaction with the network.'* 

When a person accesses a Web site, the site's server requests a unique ID 
from the person's browser (e.g., Netscape, Microsoft Internet Biplorer). If the 
browser does not have an ID the server delivers one in a 'cookie* file to the 
user's computer. This process is called 'passing a cookie.* Cookies are similar 
to the Caller ID feature on phone systems. Web sites can use cookies to track 
information about user behavior.'* Web sites contend that the primary 
purpose for the use and collection of user data is so that the computer receiving 
the date can send the information file requested by a user to the user's 
computer, to permit Web site owners to understand activity levels at various 
arsM within sites, and to build new Web applications tailored to individual 
ctistomers. One widely critieiMd feature of 'cookies* is that this activity is 
generally invisible to the user, and often occurs without user consent. 

Information that is stored electronically often can be linked by use of the 
same key, such as the social security number. The widespread use (rf'the social 
security number for secondaiy purpoaes (e.g., credit, financial, motor vehicle 
licensing, health insurance, etc.) has contributed to this phenomenon. A 
person's social security number, by itself, may have little value since it in and 
of itself does not convey information about a person's characteristics, interests, 
buying habite, eto. It may be usefiil thou^ to a credit card company (to help 
verify an applicant's identity) and also to a direct marketer (to ensure that a 
solidtetion is sent to the ri^t person). 

'^ A teport by the National Tdeoommunications and Information AdministratioB 
(NTIA) sririrmsert tbe private sector collection, use, and dissemination at 
tebcommunications-relatsd penoaal information (TRPD created in the course of an 
individual's subscription or use of a teleoommunicatioos service and concluded that as 
the cost of digitally storing peraonal information becomes leas expensive the 
accumulation of personal information from disparate aounses will become more cost- 
sftBCtivs ficir uaeia. VS. Dept. of Commerce, National Tdeomtmunieatio/u and 
Information Adminittration, Privacy and the Nil: Safeguarding Ttlteommunicationt- 
Rtlattd Ptrtonal Information (1996). Available: 
http://www.ntiadoc.govtettBliome/privwliitepaper.htmL 

** A meant survey of the current practices of 70 federslagBD'y web sJtssrwgsnHTig 
the use of persoaal informatian collected from online users found that 31 federal agendea 
collect penooa] idaatifytng information primarily from guest books, comment forms, or 
feedback forms. It found that 11 of the 31 agencies that collect peisonally-identifiahle 
information reportedly give notice of use on their sites. See, 0MB Watch, 'A DeUeate 
Balance: The Privacy and Aeceu Practica of Ftderal Goutmmmt Worid Wide Wtb 
Sittt,' (Aug. 1997). Available: http:/fanbwatch.orgtombwAnfo/hwl«noB.html. 

'* See, Vanderfailt University Owen Grsduate School of Management, 
Ck>mmercia]ixation of the Worki ^ide Wtb: The Role of (Ankles. AvailaUe: 
http://www2OOO.09m. vaodeitnlt.edu/cb3/ingtfi66a/group6/p^ier.gniup6.paper2.htm. 
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Tbchnologie* like data-mining aoftware facilitata the uae of tUs information 
for commercial, unauthorized, and unlawful purpoees. Because of the power of 
computer networks to quickly and inexpensively compile, analyze, share, and 
match digitized information, electronic information is potentially much more 
invasive. Computers make information multi-functional as vast amounts of 
consumer information are collected, generated, sorted, and disseminated 
electronically, and perhaps then sold, with or without consent. A wealth of 
personal information about individuals can be harvested. How valuable the 
information is depends in part on how descriptive it is and how it can be used. 
One result of these technological advances has been the rapid growth and 
expansion of the information industry. 

INFORMATION INDU8TBY 

Basically, there are three participants in the information industry - 
government entities (federal, state, local), direct marketeiB, and reference 
services." Generally each of them gathers and distributes personally 
identifying information. The information may be gathered for one purpose, and 
sold for another. 

Examples of public records held by gowmiiwnt entltiea that contain 
personally identifying information such as name, address, and social security 
number are: driver's licenses', driving records, marriage and divorce records, 
motor vehicle title and registration, vital statistics, voter registration records, 
political contribution records, firearm permits, property tax records, land 
records, SBC filinj^, court and law enforcement records, postal service address 
records, boat and aircraft records, financial and ethics disclosures, occupational 
and recreational licenses. Government records are generally available to anyone, 
and often represent significant sources of revenue for government agencies. 

To determine who should be solicited for a particular product, service, or 
fund raiser, direct marketon rely on lists desi^ied to target individuals who 
are likely to respond to solicitations. The list may be obtained from consumer 
surveys, warranty or response cards, and customer purchase data. The lists may 
also be merged with other lists or with information from other sources, such as 
public records and magazine subscriptions. Frequently, they rent preexisting 
lists from list brokers who group informatiOD such as similar interests, 
characteristics, and purchasing habits. The coet of renting a list varies 
depending upon the number of addresses on the list and the amount of 
information given. 

** The sectton is derived Ctom the report of the Board of Govenois of the Federal 
Reserve System, Riport to the Congrwn Conetming tht AoeUlabiUfy of Consumer 
Identifying Information and Financial Fraud (March 1997). Available: http:// 
www.bcgAb.ft»d.M^boanMocB^RptCongrB8^privaqr.pdf. 
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Batarmos •itkw gsther information from a variety of louroaa, oompila 
it, and then maka it eomrnardally availabU.*' Common uaen of referenea 
•arvicaa induda law firms, privata inveatigatora, and law anforeament oSidala. 
Thara ara generally no federal laws on who can aceeas information throu^ a 
reftrenoa aenriee. Tba Mnrice mqr require uaara to •ubeeribe. The priee of the 
information dependa on how detailed the information ia, how quickly it can be 
provided, and bow ftaquantly the eubeeriber uaee the eervice. 

Conaumer f porting •giiiinliia are a source of a great deal of information 
about the consumer's finanBes: employer, credit card and loan account numbers, 
amount of available credit, amount of outstanding debt, payment historiea, and 
defouh. Judgment and bankruptqr information, 

FAIR CREDIT REPOBUNO ACT 

The Fair Credit Reporting Act (FCRA) regulatee the credit reporting 
industry, places certain reeponsibilities on users of consumer reports, limits ths 
dreumstancee in which eonsumer reporting ajenciee mi^ disieloee consximer 
reports, and raquiree consumer reporting agendas to investigsts and report 
information the consumer claims is inaccurate or incomplete." Under the 
FCRA consumer reporting agendea are prohibited from disdoeing consumer 
reports to aqyone «^ doee not have a permisnble purpoee. TCBA defines 
'consumer reportr as: 

'any written, oral, or other communication of any informatiOD hy a 
consiimsrmpnrrirnatnnfyhearingnnefiiimiiiiiii'ii lerlil worthiitsee. 
credit standing, ersdit eapadty, character, gHieral reputation, personal 
eharaetaristics, or mode of living which is uaed or expected to be iieed 
or collected in whole or in part for the purpoee of eerving ea a &etor 
in eatablishing the consumer's eligibility for (A) creditor insurance to 
be used primarily for personal, fomily, or househdd purposee; (B) 
empkiyment puipoaea; or (C) angr other purpoee authorised under I 
1681b.'* 

There ara three kqr elements. First, the informatioD must be reported Iry a 
oonaumer reporting a^niey. Second, the information that ia collected must be 
ueed, or must be expected to be used, or collected in whole or in part for the 
purpoee of serving aa a foctor in determining the eonsumar's eligibility for 
consumer credit or insiirance, employment, or for another permissible purpoee. 

"   Sai^ 7^ Lixi§-Nicit P-TRAK Stnrie$, libieiy cf CangrMS, Coagnedonel 
Reeaaich Service Rep. No. 96-7geA by Gina Marie Stevens, Sep. 30^ 1996. 

" KitoBsite anMndoMBts wwm made to the FCRA ia September 1996^ mUA 
fKmnSfy become efltetive September 80,1907. Ptib. L. No. 104-206, fiSMl-3423; 110 
Stat aOOe (1996). 

* 16 UJ3.C. • 1681a(dKl). 
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Third, the information mint bear on at leaat one of the aeven enumerated 
efaaracterietice.** 

A eonsumer report contaiiu identifying information, credit information,* 
public record information," and information on inquiries." Identifying 
information in the ccMiaumer report includes the consumer's name (and any 
prior name), current and previous addroasos, birth date and social security 
number. This identifying information about consumers is often called "header 
information* in reference to its placement at the "head" of the consumer report 
Consumer reporting agencies sell credit header information because it is not 
considered a consumer report and is therefore not subject to the FCRA." 

The Federal Trade Commission's commentaries to the FCRA have been 
interpreted not to prohibit the diaeloaure of credit header information for 
purposes other than credit, insurance, employment, or any of the other 
permissible purpoees. The Commentaries state that *a report limited solely to 
the consumer's name and address alone, with no connotations as to credit 
worthiness or other characteristic, does not constitute a 'consumer report,' if it 
does not bear on any of the seven fiMstors.'" Recently a federal district court 
held that information disdoaed by a consumer reporting agency containing 
names, current and former addresses, and social security numbers is not a 
consumer report within the meaning of the FCRA because the information did 
not bear on plaintiffs' credit or general character, nor was it used to establish 
their eligibility for credit, employment or any of the other permissible 
purpoaes." 

** 16 CJ'JL Pait 600, Ax. BKtkn 603(d). 

* Cieditinfbni>ationintheccasun)«i«pcntiypk>Uyiiidudeebaak.ietaU^ 
card, and other hndsr aoaoaat infonnatiaa. 

" Public reooid infiDcinatioD inrliidsa raooids aaDoaming bankruptcy, tax Uena, and 
Judgments. 

" laquiiy infaniiatiaa iuLliafas the oaoMa of paities who have noent^ ofatainad 
eopiss of the oopsumer report. 

" Rafcrance sarvitas often purehaae header iaformatioB wbkii is then put into a 
snairhaMe ilatsliaan Oftan the rifennceserTioa will also have m«sedinformatiaBfhmi 
pufaUc leoorda with exadit haartcr infbrmatkm. 

* 16CJ.R.PBrt600A>.8actiaa600. 

** DottUr u. Ptrot, LaughUn v. Perot, 914 T. Supp. 338 OCJD. Mo. 1996); wea also 
Hokt V. RttaU CndU Corp.. 621 T3A 1079,1081 (4th Cir, 197(9. osrt. denied. 423 U.S. 
1087 (1976). 
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FINANCIAL FBAUD 

Threati to the piinty of digital infbnnation also eome from criminal* and 
haekan.*' In 1996 a hader waa arreated and aecuaed of itaaling milUona of 
dollan worth of files and more than 20,000 endit-card aeeount numban from 
the Internet** A recent GAO report on Information Security concluded that 
unknown and unauthoriaed paraona are inereaaingiy attacking and puniog 
aecaaa to hi|^ aanaittva infimnation in the Oapartment of Definiae'a ooiqwLtar 
qnrtama.** 

Haekara an reported to be githering aenaitive conaumar information in 
order to commit finafirial ftwid. The information moat commonly need to 
commit financial fivud includae the social security number, mother's "^j^" 
name, prior addroaaos, date of birth, employment information (including salaiy), 
and credit card, loan, and other financial account numbera. Iliere is a great 
deal of concem about the availability of any one of theee piaeea of infinmation 
becauae of the aaae with which additional pieces of information can be obtained. 
A mother's maiden name migr be eonaiderad valuable information in the credit 
granting proceas in order to veiiiy a conaumer's identity, but not conaidared 
senaitivs in the context of gsnealogieal reaearch. Financial flraud is eommittad 
when there is enouj^ information to daeaive a creditor about the parpatiator'a 
true identity. 

lUs practice is commonly referred to as identity thaft - the illegal use of 
paraonal idantitying information - including name, arlrireas, social security 
numbers, and data of birth - to commit financial fivud. One particular type ot 
identity theft oecun when the criminal 'takes over^ a conaumer's account by 
changing the conaumer's addreas for an existing account or submitting a 
fi«udulaot credit application to open an account in the oonaumer'e name, but 
giving a difbrant addreas as the place to aend the card. Financial frwid includes 
obtaining a credit card under an assumed name, using another person's credit 
or debit card without authorisation, applying for and recaiving a loan using an 
assumed identity, or making unautliorised withdrawals or transfers from 
another person's checking or deposit account 

The Report of the Board of Qovemors of the Federal Reeerre Board (FRB) 
indicated that there is little available data on aggregate losses to insured 
dapoaitoiy   institutioaa   due   to   fraud.       Oroaa   fraud   eharga-ofls   for 

*' Uta.atspn. Fmliitg bmeur* Art Wtt Oc Ahtad, B» Pnmnoid. HaektrtArt 
OuttoOtt You, New York Timm, Bl, Mar. 17,1997. 

** ButinmtTtehitology: S«eiin4r >* iMt m QAcnpoce, N.Y. Times, Feb. 22,1996^ 
f Db at 1, ooL 8. 

" U.S. Qeneral AtsconatinK OfBoe^ Infbnnation Steurity: CompuUr Attaekt at 
Dq)artmtnt of Dtfmtt* pot IncnoMing Ritha: Testimony before the Permaaeat 
Subeominittee an laveetigstioiu, Committee on Gowtnmital Albii^ MS. Seaata. Qfagr 
22,1996) QA(Vr-AIMD-9»-92. 
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Maatercard/Viaa in 1996 were S790 million. The FRB eatimated that check 
&Bud for commercial banks, savings institutions, and credit unions totalled $616 
million in 1996. Losses due to identity theft are not tracked separately from 
other types of fraud. In the opinion of the FRB, fraud losses related to Uie use 
of sensitive information likely play a small role in overall fraud losses and pose 
no significant threat to insured depositoiy institutions. 

As criminals take advantage of the Internet, federal investigative 
authorities expect to make increased use of electronic on-line surveillance.*^ 

THE PBESIDENrS INFORMATION INFRASTRUCTUBE TASK FORCE 

A host of questions ai« raised by the proliferation of personal and business 
information. Does a firm have a ri^t to sell information about its customers? 
>Mth or without its customers knowledge or consent? Do consumers have a 
right to privacy in online environments? Should commercial web providers' 
ability to collect information about its customers be regelated? Can industry 
self-regulation work? Is the information available secure? How frequent are 
violations occurring? What the penalties are for those who abuse the system? 
What is the likelihood of detecting those who commit fraud or abuse? 

The President's Information Infrastructure Task Force recommends a 
market-oriented non-regulatory strategy to promote ^obal electronic commerce 
on the Internet, and supports industry developed standards for privacy 
protection based on the following principles: data-gatherers should inform 
consumers what information they are collecting, and how they intend to use 
such data; data-gatherers should provide consumers with a meaningful way to 
limit use and re-use of personal information; consumers also would be entitled 
to redress if they are harmed by improper use or disclosure of personal 
information, if it is based on inaccurate, outdated, incomplete, or irrelevant 
personal information; and special protections for children's data and sensitive 
data (medical) should exist To ensure that disparate privacy policies around the 
world provide adequate privacy protection and do not impede the flow of data 
on the Internet, the United States plans to eng;age its major trading partners in 
discussions to build support for a market based approach to privacy, and to 
continue discussions with European Union nations to resolve any problems that 
could threaten data flows.** 

** See Prepared Testimony of Charles L. Owens, Chief Financial Crimes Section 
Federal Bureau of Inveetigation Before Senate Judiciary Committee, Suboommittee on 
Technology, Terrorism, and Government Information, Mar. 19, 1997, 

** Pretidtnt't Aduuer on Electronic Commerce to Raiee U.S. Conoenu Over BU 
Priuaey RuU 14 SNA InU Trade Rptr 1479 (Sept 3. 1997). 
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The European UnioD Directive on the Protection of Peraonal Data will 
become effective October 1998.** It compriMS a general framework of data 
protection practice* for the proceasing of personal data, which it defines as 'any 
information relating to an identified or identiGable natural person.' The 
Directive is extraordinarily comprehensive.^'' It will require each of the sixteen 
EU member states to enact laws governing the 'processing of personal data.* 
The Directive defines 'processing* as *any operation or set of operations* 
whether automated or not, including but not limited to 'collection, recording, 
organization, storage, adaptation or alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination or otherwise mnkipg available, 
alignment or combination, blocking, erasure or destruction.* The Directive 
obligates EU Member States to prohibit data transfers to non-European 
countries that do not have 'adequate levels of protection' for personal data. The 
European Commiasion has recently released a paper expressing concern that the 
data protection practices of the United States (self-regulatory codes of conduct) 
will not be deemed 'adequate protection' under the Directive." 

PBIVACY LAW 

Informational privacy is protected by the Constitution in a Umited number 
of ways. However, constitutional protection extends only to the protection of 
the individual against government intrusions and does not extend to many of 
the information privacy threats addressed in this paper. The Fourth Amendment 
saarch-and-seizure provision protects a right of privacy by requiring warrants 
before government may invade one's internal space or by requiring that 
warrantless invasions be reasonable. A "search' occurs when an expectation of 
privacy that society is prepared to consider reasonable is infringed.'* 
However, 'the Fourth Amendment cannot be translated into a general 
constitutional 'rig^t to privacy.' That Amendment protects individual privacy 
against certain kinds of governmental intrusion, but ita protections go fiirther, 
and often have nothing to do with privacy at all."*" Similarly, the Fifth 
Amendment's self-incrimination clause was once thought of as a source of 
protection from governmental compulsion to reveal one's private papers,^' but 

" DirtcHve 96I46IEC of the EumptanParliamtnt and the Council of 24 October 
1996 on the protection of indivUtualt with regard to the procetting ofpertonal data and 
the free mouement oftuch data, Eur. O.J. LZSIISI (Nov. 23, 1996). 

" See, Symponum: Data Protection Law and the European Union't Directive: 
The ChaUenge for the United States, 80 Iowa L.J. 431-734 (1996). 

** European Commission, First Orientations on Transfers of Data to Third 
Countries - Possible Way Forward in Assessing Adequacy, 14 BNA Intl. Trade Rptr. 
1338 (July 30; 1997). 

" United Statu v. Jaeobsen, 466 U.S. 109, 113 (1984). 

^ Mats V. United States, 389 VS. 347, 360 (1967). 

** Boyd V. United States. 116 U.S. 616,627-630 (1886). 
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the Court has refused to interpret the •elf-incrimination clause as a source of 
privacy protection.^ First Amendment principles also bear on privacy, both 
in the sense of protecting it,^ but more often in terms of overriding privacy 
protection in the interests of protecting speech and press.^ Finally, the due 
process clause of the Fifth and Fourteenth Amendments, to some degree, may 
be construed to protect the 'liberty' of persons in their privacy rig^ts.^ 

A patchwork of federal statutoiy laws exists to protect the privacy of 
certain information. Elxisting federal statutes do not comprehensively protect 
the informational privacy interests of individuals and businesses. However, 
there are several federal laws that extend protection to certain types of 
information  such as  credit,  cable,  video,  financial,  and  federal  agency 

** Fidier v. United Sutes, 426 VS. 391, 399 (1976). 

** Sea, 8.g., Fritby o. SchuUx, 487 U.S. 474 (1968)(vising privacy rationale in 
approving govenunantaUy-impoaed limits on picketing of home). 

** See, eg, Florida Star v. B. J. F., 491 U.S. 624 (1989)(new8paper could not be 
liable for violating state privacy statute when it published the name of a rape victim that 
it had lawfiilly obtained through public sources). 

^ WA<i/0i u. Aw, 429 U3. 689 (1977). 
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information.^    There if no eomprehenaive federal privacy statute, rather 
Congreas haa adopted a aector-by-sector approach. 

BNCBYPnON 

Increaain^y individuala and buaineaaea eonoemed with the privacy and 
ieeurity of information are looking to eneiyption, the uae of hi^y Bophiaticated 
algorithma and ciphere to scramble and descramble information, to provide data 
•eeurity and protection from privacy intrusions and abuses of access to their 
data. A m^or purpose of encryption technology is to prevent crimes like 
industrial espionage and fraud. Although use of encryption products is likely 
to increase with increased use of personal computers, the need for priva^ and 
security in business communications, referred to aa 'corporate privaqr", is 
motivating the routine use of encryption software on a widespread ^obal basia. 
Eooyption is likely needed and can be used in axty business that conducts 
commerce electronically.^ 

Title in of the Omnibus Crime Control and Safe StreoU Act at IMS 
I the inUwrmpticm of wii« and oral communicationB. 18 U.S.C. H 2510-2621; 

The Fair Credit Hieportlng Act of 1970 (7CRA) regulatea the diaaeminstion ot 
ooosumer credit reports by consumer reporting agencies. 15 U.S.C. i 1681 (amandad by 
Pub. L. No. 104-208); The Privacy Act of 1974 places limitations on the coUection, use, 
and diaaeminstion of informaticn about an individual maintained by federal agpadea. 5 
U J3.C. i 562a.; The Family Educational Rlghta and PrivsK^ Act of 1974 governs 
acceas to student records. 20 U.S.C. { 1232g; The Tax Sefora Act of 1976 reatiicta 
the ability of the Internal Revenue Service to diidoae individual tax return information. 
26 use. i 6103; The Ri^t to FfaianoiBl Privacy Act of 1978 restricts the ability 
of the federal govermnent to obtain bank records from finanrisl institutiona. 12 U.S.C. 
I 3401; Cable Communications Policy Act of 1084 limits the disclosure of cable 
television subscriber namea, addresses, and utilixation information for mail aolicitation 
purposes. 47 US.C. { 661; The Electronic Ccnnmanlcatiaas Privacy Act of 1086 
(BCPA) amended the 1968 wiretap statute. It outlaws electronic surveillanoe, possession 
of electronic surveillance equipment, and uae of information secured throuf^ electronic 
•urveillance. The BCPA regulates stored wire and electronic communications (such ss 
voice mail or electronic mail), transactional records access, pen registers, and tn^ and 
trace devicas. 16 UJ3.C. H 2S10-2622, 2701-2710, 2711; Video Privacy Protection Act 
cf 1988 covers the disclosure of video rental records, 18 U.S.C. 12710; Driver's Privai^ 
Protection Act of 1994 (effective October 1907) restricts disdceure of information 
contained in state motor vehide records. 18 U.S.C. { 2721; Health Insurance 
PorUbUlty and Accountability Act of 1996 (Pub. L. No. 104-191, codified at 42 
VS.C. 1320d note) mandates the establishment of uniform standards for the electronic 
transmission of financial and administrative health information, seta a deadline for 
ccmgreasional action on privacy legislation, and requires the Secretary of Health and 
Human Servicee to recommend privacy legislstion by August 1997; 
Telecommunicationa Act of 1996 (Pub. L. No. 104-104), section 702 limits the use 
end disclosure of customer proprietary network information (CPND fay 
h»lamt»miiinipMtOTi>« aervice providers, and providee a right of acceee for indiriduala. 

*''   See, Encryption and Banking, Library of Congrees, Congiusuional Research 
Sendee, Rep. No. 97-836A by M. Maureen Murphy, Sep. 15, 1997. 
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SatiflQnng the leeurity and privacy need* of buaineases and individuals can 
result in the eetahliahment of barrien to surveillance by government agents 
seeking to execute wiretap orders. The federal government has a strong intereet 
in preserving its ability to intercept and interpret electronic communications for 
national security or law enforcement reasons.^ As encryption technology 
becomes increasingly available, lees expensive and eaaier to use, the 
government's access to electronic communications is constricted. "Hie federal 
government has sought to control the use of encryption technology. Prior to the 
1980'B, control of the availability and use of cryptography was viewed as a 
national security issue focused on the U.S. maintaining a technological 
advantage over other countries and preventing encryption products from 
becoming available to criminals internationally.^ Today the availability and 
use of cryptography has also become a domestic law enforcement issue. Thus, 
export controls and key recovery encryption are intended to preserve U.S. law 
enforcement and national security capabilities. Although there is no limit on 
what kind of enciyption can be used in the United States, the government has 
imposed export controls, limiting the strength of the encryption products that 
can be sold intemationaUy, on enciyption products.*" inMsa export controls 
by extension may afiiect what l^rpe of enciyption is available domeetieaUy." 

" Bte, Encryption, Iby Rtcovry A Law Snfbnemtnt Stieettd Ligetl I$*um and 
Ltgulatiue PropotaU, Libnuy of Coagreas, Cangraasiaosl Besearch Service, by Chariea 
Doyle, Sep. 12, 1097. 

* VS. CoBgnas, Office of Ttehoology Afsinnat, /tnic Vpdatt on tttfbrmation 
Seeurify and Privaey in Neheork Bnvirtmmtnf at 7,0TA-BP-rfC-14T<Wsahingtnn, D.C:     ^ 
U.S. Government Printiiix Office June 199S). 

" See, Snaypton Export CoMroU, Libiaiy at Coagieas, Congr—lnnsI Raaaareh 
Service, Rap. No. 97.a37A fay Jeanne J. Grimmett, Sep. 16, 1907. 

" See, Enciyption TKhnology: Congrtuional l$$u*t, libcaiy of COngraas, 
CoagreasioDsl Raaeardi Service^ IB96039 by Marda Smith, Sep. 11, 1997. 
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